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Introduction

Welcome to PGP Command Line software! This Installation Guide provides
general information about PGP Command Line and describes the system
requirements and installation instructions necessary to successfully run it.

How to contact PGP Security and Network
Associates

Customer service

Network Associates continues to market and support the product lines from
each of the new independent business units. You may direct all questions,
comments, or requests concerning the software you purchased, your
registration status, or similar issues to the Network Associates Customer
Service department at the following address:

Network Associates Customer Service
4099 McEwen, Suite 500

Dallas, Texas 75244

US.A.

The department’s hours of operation are 8 A.M. to 8 p.M. Central time, Monday
through Friday.

Other contact information for corporate-licensed customers:

Phone: (972) 308-9960
E-Mail: services_corporate_division@nai.com
World Wide Web: http://support.nai.com

Other contact information for retail-licensed customers:

Phone: (972) 308-9960
E-Mail: cust_care@nai.com
World Wide Web: http://www.pgp.com/
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Technical support

PGP Security and Network Associates are famous for their dedication to
customer satisfaction. The companies have continued this tradition by making
their sites on the World Wide Web valuable resources for answers to technical
support issues. PGP Security encourages you to make this your first stop for
answers to frequently asked questions, for updates to PGP Security and
Network Associates software, and for access to news and virus information.

World Wide Web: http://support.nai.com

If the automated services do not have the answers you need, contact Network
Associates at one of the following numbers between 8 A.m. and 8 p.M. Central
time, Monday through Friday, to find out about Network Associates technical
support plans.

For corporate-licensed customers:

Phone: (972) 308-9960

For retail-licensed customers:

Phone: (972) 855-7044

To provide the answers you need quickly and efficiently, the Network
Associates technical support staff needs some information about your
computer and your software. Please include this information in your
correspondence:

= Program name and version number

« Computer brand and model

= Any additional hardware or peripherals connected to your computer

= Operating system type and version numbers

= Network name, operating system, and version

= Network card installed, where applicable

< Modem manufacturer, model, and bits-per-second rate, where applicable

= Relevant browsers or applications and their version numbers, where
applicable

< How to reproduce your problem: when it occurs, whether you can
reproduce it regularly, and under what conditions

= Information needed to contact you by voice, fax, or email
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Download support

To get help with navigating or downloading files from the Network Associates
Web sites or FTP sites, call:

Corporate customers: (801) 492-2650
Retail customers: (801) 492-2600

Network Associates training

For information about scheduling on-site training for any PGP Security or
Network Associates product, call Network Associates Customer Service at:
(972) 308-9960.

Comments and feedback

PGP Security appreciates your comments and reserves the right to use any
information you supply in any way it believes appropriate without incurring
any obligation whatsoever. Please send any documentation comments to
tns_documentation@nai.com.

Recommended readings

This section identifies Web sites, books, and periodicals about the history,
technical aspects, and politics of cryptography, as well as trusted PGP
download sites.

The history of cryptography

= The Code Book: The Evolution of Secrecy from Mary, Queen of Scots, to Quantum
Cryptography, Simon Singh, Doubleday & Company, Inc., 1999, ISBN
0-385-49531-5.

= The Codebreakers: The Story of Secret Writing, David Kahn, Simon & Schuster
Trade, 1996, ISBN 0-684-83130-9 (updated from the 1967 edition). This book
is a history of codes and code breakers from the time of the Egyptians to the
end of WWII. Kahn first wrote it in the sixties—this is the revised edition.
This book won't teach you anything about how cryptography is done, but
it has been the inspiration of the whole modern generation of
cryptographers.
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Technical aspects of cryptography
Web sites
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www.iacr.org—International Association for Cryptologic Research
(IACR). The IACR holds cryptographic conferences and publishes journals.

www.pgpi.org—An international PGP Web site, which is not maintained
by PGP Security, Inc. or Network Associates, Inc., is an unofficial yet
comprehensive resource for PGP.

www.nist.gov/aes—The National Institute of Standards and Technology
(NIST) Advanced Encryption Standard (AES) Development Effort,
perhaps the most interesting project going on in cryptography today.

www.ietf.org/rfc/rfc2440.txt—The specification for the IETF OpenPGP
standard.

Books and periodicals

Applied Cryptography: Protocols, Algorithms, and Source Code in C, 2"? edition,
Bruce Schneier, John Wiley & Sons, 1996; ISBN 0-471-12845-7. If you can
only buy one book to get started in cryptography, this is the one to buy.

Handbook of Applied Cryptography, Alfred Menezes, Paul van Oorschot and
Scott Vanstone, CRC Press, 1996; ISBN 0-8493-8523-7. This is the technical
book you should get after Schneier. There is a lot of heavy-duty math in this
book, but it is nonetheless usable for those who do not understand the
math.

Journal of Cryptology, International Association for Cryptologic Research
(IACR). See www.iacr.org.

Advances in Cryptology, conference proceedings of the IACR CRYPTO
conferences, published yearly by Springer-Verlag. See www.iacr.org.

Cryptography for the Internet, Philip Zimmermann, Scientific American,
October 1998 (introductory tutorial article).

The Twofish Encryption Algorithm: A 128-Bit Block Cipher, Bruce Schneier, et
al, John Wiley & Sons, Inc., 1999; ISBN: 0471353817. Contains details about
the Twofish cipher ranging from design criteria to cryptanalysis of the
algorithm.
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Politics of cryptography
Web sites

www.epic.org—Electronic Privacy Information Center.

www.crypto.org—Internet Privacy Coalition.

www.eff.org—Electronic Frontier Foundation.

www.privacy.org—The Privacy Page. Great information resource about
privacy issues.

www.cdt.org—Center for Democracy and Technology.

www.pgp.com/phil—Phil Zimmermann’s home page, his Senate
testimony, and so on.

Books

Privacy on the Line: The Politics of Wiretapping and Encryption, Whitfield
Diffie and Susan Landau, The MIT Press, 1998, ISBN 0-262-04167-7. This
book is a discussion of the history and policy surrounding cryptography
and communications security. It is an excellent read, even for beginners
and non-technical people. Includes information that even a lot of experts
don’t know.

Technology and Privacy: The New Landscape, Philip Agre and Marc
Rotenberg, The MIT Press, 1997;ISBN 0-262-01162-X.

Building in Big Brother, The Cryptographic Policy Debate, edited by Lance
Hoffman, Springer-Verlag, 1995; ISBN 0-387-94441-9.

The Official PGP User’s Guide, Philip Zimmermann, The MIT Press, 1995;
ISBN 0-262-74017-6. How to use PGP, written in Phil’s own words.

The Code Book: The Evolution of Secrecy from Ancient Egypt to Quantum
Cryptography, Simon Singh, Doubleday & Company, Inc., September 2000;
ISBN: 0385495323. This book is an excellent primer for those wishing to
understand how the human need for privacy has manifested itself through

cryptography.
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Network security

Books

Building Internet Firewalls, Elizabeth D. Zwicky, D. Brent Chapman, Simon
Cooper, and Deborah Russell (Editor), O’Reilly & Associates, Inc., 2000;
ISBN: 1565928717. This book is a practical guide to designing, building, and
maintaining firewalls.

Firewalls and Internet Security: Repelling the Wily Hacker, William R.
Cheswick, Steven M. Bellovin, Addison Wesley Longman, Inc., 1994; ISBN:;
0201633574. This book is a practical guide to protecting networks from
hacker attacks through the Internet.

Hacking Exposed: Network Security Secrets and Solutions, Stuart McClure, Joel
Scambray, and George Kurtz, The McGraw-Hill Companies, 1999; ISBN:
0072121270. The state of the art in breaking into computers and networks,
as viewed from the vantage point of the attacker and the defender.
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Installing PGP Command

Line

This chapter describes how to install PGP Command Line for Windows NT
and UNIX software. Before you begin installing PGP Command Line, be sure
to review the system requirements outlined below.

System requirements

Toinstall PGP Command Line on a Windows NT or Windows 2000 system, you
must have:

= Windows NT version 4.0 or higher (Service Pack 4 or later), or
Windows 2000

e 32vMB RAM minimum

< 8wms disk space for software

To install PGP Command Line on a UNIX system, you must have:

= One of these flavors of UNIX:
— Solaris 2.6 or later
- AIX4.2or later
— HPUX 10.20 or later
— Linux x86 Red Hat (RPM) 5.0 or later

e 64mB RAM minimum for Solaris
32me RAM minimum for Linux, AlX, and HPUX

= 10wmB disk space for software

= 10wmB disk space in /opt partition for Solaris
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Installing PGP Command Line on a
Windows NT or Windows 2000 System

12

You can download PGP Command Line software from the Network
Associates Web site, your company’s download directory, or load the software
from a CD-ROM. The self-extracting file, SETUP.EXE, automatically extracts
and installs all of the necessary software components in their proper directory
locations.

To install PGP Command Line on a Windows NT or Windows 2000 machine:
1. Start the Windows NT or Windows 2000 system.

2. Download the PGP files to the system or insert the PGP CD-ROM into the
CD-ROM drive.

3. Double-click SETUP.EXE to start the Setup program.

NOTE: If you are installing from the CD-ROM, the Setup program
automatically starts. If, however, the Setup program does not
initiate, double-click SETUP.EXE in the Disk 1 folder on the
CD-ROM.

The PGP Command Line Welcome screen appears.
4. Review the information in the Welcome screen, then click Next.
The Network Associates license agreement appears.

5. Review the license agreement information, then click Yes to accept the
licensing terms.

The ReadMe.txt file appears listing the new features and other important
information regarding PGP Command Line.

6. Review the ReadMe.txt file, then click Next.
The Choose a Destination Location dialog box appears.

7. Click Browse to navigate to a destination directory for your PGP files or
use the default directory, then click Next.

The Select Components dialog box appears, as shown in Figure 2-1 on
page 13.
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PGP Command Line 7.0.1 -Installer

Select Components
Chooze the components Setup will install

inztall

Select the components you want to install, and clear the components you do not want to

Frogram D ocumentation

Space Required on C:
Space Available on C:
IrnztallShield

4025 K
2179548 K

r— Description

Thiz component includes all
runable binary executables.

< Back | Mest > I

Cancel

Figure 2-1. PGP Command Line Select Components dialog box

Clear the components that you do not want to install. By default, both

= Program files (required). This option must be selected to install the

= Program documentation. Select this option to install the PGP

8.
options are selected.
PGP Command Line program.
Command Line documentation.
9. Click Next.

The PGP files are copied to the computer.

10. Click Finish to complete the PGP Command Line installation.
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Installing PGP Command Line on a Solaris System

14

You can download the PGP software from the Network Associates Web site,
your company’s download directory, or load the software from a CD-ROM.

To install the Command Line Solaris package on a Sun SparcStation

The Solaris package automatically extracts and installs all of the necessary
software components in their proper directory locations.

NOTE: To install the software, you must have root privileges.

1. Download the PGP package to the system or insert the PGP CD-ROM
into the CD-ROM drive.

To install from a CD-ROM drive you must also login as root, and cd to
the install directory (/cdrom ). The CD mounts automatically. If,
however, the CD does not mount automatically, you can mount it by
going into the root directory (Cd .. ), and issuing the following
command:

#mount -F nfs -ro /dev/dsk/cOt6d0s2 /cdrom

2. Ifthisis the first time you are installing the PGP Command Line product
on this system, navigate to the directory where the
PGPcmdIn_x.x.x_Solaris file is located, and begin installing the package
by issuing the following command:

pkgadd -d PGPcmdIn_x.x.x_Solaris
(where x.x.x is the release number)

If a previous version of the Command Line is installed on this system,
you must remove it before you can install the new package. If you have
PGP version 6.5.x installed, you can remove it by issuing the following
command:

pkgrm PGP

If you have PGP version 7.x installed, you can remove it by issuing the
following command:

pkgrm PGPcmdin
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NOTE: If you install from a CD-ROM drive under Sun Solaris, you
may receive a warning that tells you that the file system does not
conform to 1SO-9660 specifications. This is because the name of the
file has more than eight characters. Ignore this warning; the install
will proceed without problems.

3. Review the license agreement information, then type Y to accept the
licensing terms.

The installer processes the package and system information, verifies disk
space requirements, and installs PGP Command Line program files.

NOTE: The program files are installed to the default installation
path of /opt/PGP/

4. When the installation is complete, you can verify that the product was
installed properly by entering the following command:

pkginfo -1 PGPcmdin

The status for the selected package should be “STATUS: completely
installed.”

To install the Command Line tarball on a Sun SparcStation

1. Download the PGP package to the system or insert the PGP CD-ROM
into the CD-ROM drive.

To install from a CD-ROM drive you must first copy the PGP installation
file for your operating system to a temporary location on your systems
harddrive. Then change your current working directory to that same
location.

2. Uncompress the package by issuing the following command:
gzip -d < PGPcmdIn_x.x.x_Solaris.tar.gz | tar xvf -
(where x.x.x is the release number)
When the package is uncompressed, the pgp-x.x.x/ directory is created.

3. Torun PGP Command Line application, enter the following command:

Ipgp
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Installing PGP Command Line on AlIX and HPUX

systems

You can download the PGP software from the Network Associates Web site,
your company’s download directory, or load the software from a CD-ROM.
To install the software, you must have root privileges.

To install PGP Command Line on AlX and HPUX systems
1. Download the PGP package to the system or insert the PGP CD-ROM

into the CD-ROM drive.

To install from a CD-ROM drive you must first copy the PGP installation
file for your operating system to a temporary location on your systems
harddrive. Then change your current working directory to that same
location.

Uncompress the package by issuing the following command:
gzip -d < PGPcmdIn_x.x.x_AlX.tar.gz | tar xvf -

or

gzip -d < PGPcmdIn_x.x.x_HPUX.tar.gz | tar xvf -
(where x.x.x is the release number)

When the package is uncompressed, the pgp-x.x.x/ directory is created.

3. Torun PGP Command Line application, enter the following command:

Ipgp

Installing PGP Command Line on Linux Systems

You can download the PGP software from the Network Associates Web site,
your company’s download directory, or load the software from a CD-ROM.

To install PGP Command Line on Linux RPM systems
To install the software, you must have root privileges.

1. Download the PGP files to the system or insert the PGP CD-ROM into the

CD-ROM drive.
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2. Install the package by issuing the following command:
rpm -iv. PGPcmdIn_x.x.x_linux.i386.rpm
(where x.x.x is the release number)
The PGP program files are copied to the system.

3. Wheninstallation is complete, verify the PGP signature file by adding the
PGP signature in the Sample Keys.Asc file found in
/usr/doc/pgp-x.x.x/ directory to your keyring.

Once the PGP signature is added to your keyring, issue the following
command:

rpm --checksig PGPcmdin_x.x.x_linux.i386.rpm
(where x.x.x is the release number)

If the signature is correct, the response from this command is “OK”.

To install the PGP Command Line tarball on Linux systems

1. Download the PGP package to the system or insert the PGP CD-ROM
into the CD-ROM drive.

To install from a CD-ROM drive you must first copy the PGP installation
file for your operating system to a temporary location on your systems
harddrive. Then change your current working directory to that same
location.

2. Uncompress the package by issuing the following command:
gzip -d < PGPcmdIn_x.x.x_linux.tar.gz | tar xvf -
(where x.x.x is the release number)
When the package is uncompressed, the pgp-x.x.x/ directory is created.

3. Torun PGP Command Line application, enter the following command:

Ipgp

Configuring PGP Command Line

For information about using PGP Command Line, refer to PGP Command
Line User’s Guide included with the product.
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