popper

Administrator’s Guide

Qpopper Version 4.0

This document is designed for use online. The Contents and Index sections plus all
cross-references and URLs are “hot linked.” In the Contents section, click the topic,
and the topic information appears. In the Index, click the page number. Also, clicking
any cross-reference displays the topic referenced. To open any URL (such as a web
page or email address), just click it.




This manual was written for use with the Qpopper software version 4.0. This manua and the Qpopper software de-
scribed init are copyrighted, with all rights reserved. This manual and the Qpopper software may not be copied, except
as otherwise provided in the software license or as expressly permitted in writing by QUALCOMM Incorporated.

Copyright © 2002 by QUALCOMM Incorporated. All rights reserved.

Qpopper isatrademark of QUALCOMM Incorporated.

SSL Plusisatrademark and Security Builder® is aregistered trademark of Certicom Incorporated.
QUALCOMM isaregistered trademark and registered service mark of QUALCOMM Incorporated.

Microsoft, Outlook, Outlook Express, and Windows are either registered trademarks or trademarks of Microsoft In-
corporated in the United States and/or other countries.

Adobe, Acrobat, and Acrobat Exchange are registered trademarks of Adobe Systems Incorporated.
Apple and the Apple logo are registered trademarks, and QuickTime is atrademark of Apple Computer, Inc.

Netscape, Netscape Communicator, and Netscape Messenger are registered trademarks of the Netscape Communica-
tions Corporation in the United States and other countries. Netscape's logos and Netscape product and service names
are a so trademarks of Netscape Communications Corporation, which may be registered in other countries.

All other trademarks and service marks are the property of their respective owners.

This product includes software devel oped by the University of California, Berkeley and its contributors. This product
includes software developed by the Victoria University of Wellington, New Zealand. Use of the Qpopper software
and other software and fonts accompanying your license (the “ Software”) and its documentation are governed by the
terms set forth in your license. Such useis at your solerisk. The Software and its documentation (including this man-
ual), and QUALCOMM's software maintenance and extended maintenance, if applicable, are provided “AS 1S’ and
without warranty of any kind and QUALCOMM AND ITS LICENSORS (HEREINAFTER COLLECTIVELY RE-
FERRED TO AS“QUALCOMM”) EXPRESSLY DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED, IN-
CLUDING, BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE AND AGAINST INFRINGEMENT. QUALCOMM DOES NOT WARRANT
THAT THEFUNCTIONSCONTAINED IN THE SOFTWAREWILL MEET YOURREQUIREMENTS, ORTHAT
THE OPERATION OF THE SOFTWARE WILL BEUNINTERRUPTED OR ERROR-FREE, OR THAT DEFECTS
IN THE SOFTWARE WILL BE CORRECTED. FURTHERMORE, QUALCOMM DOES NOT WARRANT OR
MAKE ANY REPRESENTATIONS REGARDING THE USE OR THE RESULTS OF THE USE OF THE SOFT-
WARE OR ITSDOCUMENTATION IN TERMS OF THEIR CORRECTNESS, ACCURACY, RELIABILITY, OR
OTHERWISE. NO ORAL ORWRITTEN INFORMATION OR ADVICE GIVEN BY QUALCOMM OR A QUAL-
COMM AUTHORIZED REPRESENTATIVE SHALL CREATE A WARRANTY ORIN ANY WAY INCREASE
THE SCOPE OF THISWARRANTY. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IM-
PLIED WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY.

UNDER NO CIRCUMSTANCES INCLUDING NEGLIGENCE, SHALL QUALCOMM, ITSLICENSORS OR
THEIR DIRECTORS, OFFICERS, EMPLOYEESOR AGENTSBE LIABLE FOR ANY INCIDENTAL, SPECIAL
OR CONSEQUENTIAL DAMAGES (INCLUDING DAMAGES FOR LOSS OF BUSINESS, LOSS OF PROFITS,
BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION AND THE LIKE) ARISING OUT OF THE
USE OR INABILITY TO USE THE SOFTWARE OR ITSDOCUMENTATION, EVEN IF QUALCOMM OR A
QUALCOMM AUTHORIZED REPRESENTATIVE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. SOME JURISDICTIONS DO NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY
FORINCIDENTAL OR CONSEQUENTIAL DAMAGESSO THE ABOVELIMITATION OREXCLUSION MAY
NOT APPLY.

Inno event shall QUALCOMM 'stotal liability to you for all damages, |osses, and causes of action (whether in contract,
tort, including negligence, or otherwise) exceed the amount paid for the Software and its documentation.



Acknowledgments

Qpopper is the work of many individuals and organization around the world. The original work was done at UC Ber-
keley around 1991 and many have contributed since. QUALCOMM has maintained, enhanced, and distributed Qpop-
per since 1993. While we don't have an accurate collection of the names of all, their contributions are appreciated.

Qpopper 4.0 was developed by Randall Gellens. This guide waswritten by Randall Gellens, Gigi Miller, Scott Antho-

ny, and Armand Rouleau. Thanksto all the users Qpopper, whose suggestions have made it a much better program
than it otherwise would have been.

August 2002
PM80-48468-1x3






Contents

Contents

Introducing Qpopper

Introduction
File Names and Commands in this Manual
Foundation
Getting Help
Technical Support
Mailing Lists
Other Resources

Installing and Setting Up Qpopper

What you need to do
Installing Qpopper
Make Commands
Uninstalling Qpopper
Configuring Qpopper
Configure Options
Run-Time Command Line Options
Run-Time Options from a Configuration File
Enabling Server Mode
Enabling Standalone Mode
Using Macros
Qpopper Notes
Operating System-Specific

Managing Qpopper
Security and Authentication
APOP
TLS/SSL Encryption

Obtaining TLS/ssL and Cryptographic Libraries

Creating a Security Certificate
Setting TLS/SSL Options

PAM

Kerberos

Using Bulletins

Enabling Bulletins

Writing Bulletins

Working with Bulletins

Configuring Bulletins for New Users

Performance
Performance

Troubleshooting
Troubleshooting

QUALCOMM Incorporated

00 00 00 00 N NN N o

©

© ©

10
10
10
11
21
27
40
42

46
47

888 &

49
49
50
51
52
52
52

gLy

56
56

60
60



Contents

Glossary 62

——— QUALCOMM Incorporated



Introducing Qpopper

Introduction

Welcome to Qpopper! Qpopper enables a uNix/Linux machine to act as a Post Office
Protocol version 3 (POP) server. POP allows email clients, such as Eudora, to pick up the
user’s messages. Qpopper is the most widely-used PoP server.

Important. To use Qpopper, you should have a comprehensive knowledge of UNIX/Linux
systems and how they operate.

Qpopper is normally used with standard uNix mail transfer and delivery agents such as
Sendmail or Smail. Qpopper follows uNIx/Linux conventions for mailbox (spool) location,
locking, etc.

This server is fully compliant with RFC 1939 (which defines the popr protocol) and RFC
2449 (which defines the pop extension mechanism and the extended response codes),
and works with all known Pop clients, such as Eudora.

Qpopper supports the latest standards and provides a large number of features, such as
bulletins, enhanced support for wireless devices, Authenticated Post Office Protocol
(APoP), integration with Pluggable Authentication Modules (PAM) and packages such as
Kerberos versions 4 or 5, Dynamic Relay Access Control (DRAC), etc. Qpopper also works
with security packages such as OpenSSL or Certicom’s SSL Plus to provide Transport
Layer Security/Secure Sockets Layer (TLS/ssL) encryption of all traffic to and from the
email client. Qpopper 4.0 includes enhanced performance features and easier administra-
tion.

You can always get the latest release of Qpopper at <http://www.gpopper.orgs.

This manual applies to Qpopper 4.0.

File Names and Commands in this Manual

In this manual, actual file and directory names appear 1ike this. If the file name
includes a variable part (such as a user name), the variable part is in italics, for example, a
temporary spool file is called . user.pop. Commands you type are formatted 1ike this.

Foundation
Qpopper's goals are security, stability, safety, features, and performance.

Qpopper has multiple levels of protection against common security vulnerabilities, such as
buffer overruns.

Qpopper takes extra precautions to guard against spool corruption, even if there is a
system crash or power failure during an update of the software.

QUALCOMM Incorporated —
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You can also indicate when some precautions are not required, for example, if your users
do not access mail using shell accounts. This allows Qpopper to run at maximum perfor-
mance levels.

Getting Help

Technical Support

Many of your questions can be answered by looking in this guide, particularly in the Trou-
bleshooting section. In addition, the Qpopper web site at <http://www.gpopper.org> has a
variety of resources, including a Frequently Asked Questions (FAQ) page.

Mailing Lists

An unofficial public mailing list exists for Qpopper administrators, such as yourself. To
subscribe, type the word subscribe as the body of an email message and send it to:
gpopper-request@lists.pensive.org. Ihis mailing list also receives official announcements
from QUALCOMM about Qpopper.

There is also a low volume mailing list that exists solely for official announcements from
QUALCOMM about Qpopper. To subscribe to it, type the word subscribe as the body of
an email message and send to: gpopper -announce-request@rohan.qualcomm. com

Other Resources

There is a man page for Qpopper. To display it, type man gpopper On the command line.
However, all the information in the man page, and much more, is contained in this docu-
ment.

To make suggestions to improve Qpopper, write to gpopper - suggest@qualcomm. com

To report bugs in Qpopper, write to gpopper-bugsequalcomm. com
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Installing and Setting Up Qpopper

What you need to do

Before you can install Qpopper on your UNIX/Linux operating system, you must install and
configure an sMTP server and local delivery agent, such as Sendmail or Smail.

Installing Qpopper

Important. In the mail spool directory, some systems have symbolic links from
/usr/mail to /usr/spool/mail. Make sure you check this before installing Qpopper.

To install Qpopper, do the following:

1

Download the Qpopper software from <http://www.qpopper.org>. This is a single file
(called a distribution) which contains the source code, scripts, and documentation in a
compressed format (also known as a compressed archive or tarball). The name of the
file is gpopper, followed by the release, an optional -no-test, and ends in
.tar.gz. The .tar means this is a single file that contains multiple files and directo-
ries, while the .gz means this single file also is compressed to save space. If you
choose the name with -no-test, it is a smaller version that omits the test directories
and scripts.

The distribution for Qpopper 4.0 is called gpopper4 .0.tar.gz. Or
gpopper4 .0-no-test.tar.gz

Uncompress the files by typing gunzip qpopper4.0.tar.gz

Unpack the files by typing tar xvf gpopper4.0.tar. The unpacked files will then be
placed in a new directory called gpopper4 . 0.

Change to the gpopper4 . 0 directory by typing cd gpopper4.o.
On the command line, type ./configure.
Add any other configure flags as needed or desired.

On the command line, type make. Running make builds Qpopper for your operating
system.

Copy the resulting Qpopper executable to a public location. The executable is called
popper and can be found in the popper subdirectory. Normally, typing make install
does this for you.

Although there is no required location, many system administrators prefer
/usr/local/lib, and this is used in example lines (such as /etc/inetd.conf
lines).

If you modify Qpopper, be sure to edit the file popper/banner.h and add a string.

QUALCOMM Incorporated
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Make Commands

B make

Compiles Qpopper. If using APoP (see “APOP” on page 50), also compiles popauth.
If --enable-poppassd used with . /configure, also compiles poppassd in the pass-
word directory.

Note that you must run . /configure before make.
B make install

Copies the Qpopper executable and man pages to a standard location. If using ApPoP,
also copies popauth. If --enable-poppassd specified with . /configure, also copies
poppassd.

You need to be user root to do this.
B make clean

Deletes all executables and compiled object code.
B make realclean

Deletes all executables and compiled object code, plus configuration information and
temporary files. Use this before . /configure when you want to be certain that you are
starting off fresh.

Uninstalling Qpopper

To uninstall Qpopper, remove the inetd.conf line, and delete the Qpopper executable
and directories.

Configuring Qpopper

You can run Qpopper in either Internet daemon (inetd) mode or standalone mode. In inetd
mode, Qpopper is controlled by inetd. Standalone mode requires that you leave the server
running all the time.

If using standalone mode, configure your system to launch Qpopper at start-up. See
section “Enabling Standalone Mode” on page 44 for more information.

If you are not going to use standalone mode, modify your /etc/inetd.conf file to
contain the line below. You may have to modify it to include any desired command-line
flags and where you decided to place the Qpopper executable, if not /usr/local/lib:

pop3 stream tcp nowait root /usr/local/lib/popper gpopper -s

Note. If you have a great number of users connecting the server, you may need to
increase the inetd timeout value to prevent it from assuming that popper is looping,
which otherwise causes it to kill Qpopper and write a log entry noting service looping. You
can increase the global inetd timeout by passing inetd a command line argument. On
some systems, you can alter the timeout for Qpopper by changing nowait to
nowait.timeout, for example, nowait .400.

If your OS does not have an inetd.conf file, then it may use the configuration file
/etc/servers. Enter the following option:

QUALCOMM Incorporated
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pop3 tcp /usr/local/lib/popper gpopper -s
On all systems, your /etc/services file needs to include the following line:
pop3 110/tcp # Post Office

Note. Be sure to remove (or comment out) any lines from /etc/services which have
the same port (110) and remove (or comment out) any corresponding lines from
/etc/inetd.conf or you may have problems, such as address already in use errors.

Restart inetd with a ki1l -HUP inetdpid (SOMe Systems can use inetd -c).

On Linux, you can use ps x | grep inetd to find the PID of inetd. On many flavors of uUNix,
you can use ps -e | grep inetd. On AlX, USe refresh -s inetd Note that you need to be
user root to do this.

If you are running Nis, please don't forget to update your maps.

Note that you also need to copy the man pages. Generally, this requires that you copy
man/*.8 10 /usr/man/mang. Normally, typing make insta1l1l does this automatically.

Configure Options

The following options (flags) can be passed to . /configure to enable compile-time
changes:

An italicized variable after an = sign indicates that a specific value may be entered here. In
most cases, if you do not enter a specific value, a default value is used. For example, if
you see ---enable-apop=path, path indicates that you may specify the path, such as:
--enable-apop= /etc/pop.auth

Many compile-time options can be overridden at run-time by setting a configuration file
option, or in some cases, a command-line flag.

Configuration File

Type this option... This happens... Option
--disable-status When disabled, Qpopper does not | update-status-
—-enable-status update the read/unread status of headers
(default) messages (a feature relied on by

some mail clients) and also does
not save the message’s unique
identifier (uID). This forces the uiD
for every message to be
recalculated, using more cpu but
potentially less 1/O.

See “Performance” on page 58 for
more information.

--disable-old-spool- When disabled, Qpopper doesn’t check-old-spool-loc
loc check forold . user.pop files in
—-enable-old-spool- old locations when HASH_SPOOL or
loc (default) HOMEDIRMAIL is used. This speeds
things up.
QUALCOMM Incorporated —
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Configuration File

Type this option... This happens... Option
--enable-any- Enabling permits use of any
kerberos-principal Kerberos principle in client

—-disable-any- authentication.

kerberos-principal

(default)

--enable-apop=path Enable this option to use ApoP.
_disable-apop This vglug is the location of the
(default) authorization database. Users
found in this database may not use
user/pass authentication (since
they are found in the ApoP
database) unless you use the -p
command-line flag or the
clear-text-password configuration
file option to authorize it.

The default path is
/etc/pop.auth.

See “APOP” on page 50 for
instructions and configure options.

--enable-auth-file= Enable this option to specify a file | auth-file
path that permits only users listed in the
--disable-auth-file file to have Qpopper access. The
(default) format is a list of user names, one

per line.
--enable-auto-delete | When enabled, Qpopper auto-delete
—-disable-auto-delete automatically and unconditionally

(default) deletes messages that have been
downloaded using the RETR
command (the normal command
for accessing messages).

Caution. This
option could result
in lost mail. Be
sure to inform
your users that
the option is in
effect before
enabling it.
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Type this option...

This happens... Configuration File

Option

--enable-bulldb=path

--disable-bulldb
(default)

When enabled, Qpopper uses a
central database located in the
bulletin directory (instead of a file
in the user's home directory) to
keep track of which bulletins the
user has seen. This feature uses
the user's . popbull file the first
time for backwards compatibility.
Specify the path if an alternate
location for the bulletin database is
desired. See “Using Bulletins” on
page 54 for details. Also see
“Performance” on page 58 for
more information.

Enabling this option also enables
bulletins in general.

--enable-bulletins=
path

--disable-bulletins
(default)

Enable bulletins and sets the path | bulldir
for the bulletin directory (default is
/var/spool/bulls). See “Using
Bulletins” on page 54 for details.

This is the compiled value as
opposed to the command line or
configuration file option that
enables bulletins. This makes
bulletins the default regardless of
the command line or configuration
file options.

--enable-debugging

--disable-debugging
(default)

Enables verbose logging when
used with the -d or -t command
line flag or the debug or tracefile
configuration file option. Enable
this if you are having problems
figuring out why Qpopper is not
working. Remember that it can
generate a lot of output, and log
files on busy systems expand
quickly.

--enable-cache-dir=
path

--disable-cache-dir
(default)

Specifies the location of the user’s | cache-dir
cache files, which are used to
speed up Qpopper performance in
server mode. The default is the
same directory as for temporary
spool files (see
--enable-temp-drop-dir).

QUALCOMM Incorporated
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Configuration File

Type this option... This happens...

Option

14

--disable-check-hash
-dir
--enable-check-hash-
dir (default)

When disabled, Qpopper doesn't
check for or create the hashed
spool directories. Disable if you
precreate the directories.

Has no effect either way unless
you also use --enable-hash-spool.

check-hash-dir

--disable-check-pw-
max

--enable-check-pw-
max (default)

Disabling prevents Qpopper from
checking for expired passwords.

check-password-
expired

--enable-group-bulls

--disable-group-bulls
(default)

Shows bulletins by groups (group
name is second element in bulletin
name). See “Using Bulletins” on
page 54.

group-bulletins

--enable-hash-spool
=1

--enable-hash-spool
=2

--disable-hash-spool
(default)

When enabled, the subdirectory
for the mail spools is determined
from the user name by either
hashing the first four characters or
by using directories equal to the
first letter and the second letter (if
any). For example, if the spool
directory is /var/mail, the spool
file for user maida would be:

/var/mail/maida
HASH_SPOOLnOtSGt

/var/mail/o/maida
HASH_sPooL=1

/var/mail/m/a/maida
HASH_SPoOL=2

See “Performance” on page 58 for
more information.

hash-spool

--enable-home-dir-
mail=file

--disable-home-dir-
mail (default)

If mail is spooled into the user's
home directory, set this to be the
correct file name for your system.
The default file name is .mail.

home-dir-mail

--enable-home-dir-
misc

--disable-home-dir-
misc (default)

Causes the . user.pop and the
.user.cache files to be placed in
the user's home directory.

home-dir-misc
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Type this option...

This happens...

Configuration File

Option

--enable-keep-temp-
drop

--disable-keep
(default)

Keep the . user.pop file (the
temporary drop file). Normally this
file is deleted when the session
ends. Some sites like to retain it to
determine the last time a user has
accessed his or her mail.

keep-temp-drop

--enable-ksockinst

--disable-ksockinst
(default)

Uses getsockinst () for
Kerberos instance.

--enable-kuserok

--disable-kuserok
(default)

Uses kuserok () to vet Kerberos
users.

--enable-log-facility= | Specifies the log facility. Default is | log-facility
name LOG_LOCALO or LOG_MAIL,
—-disable-log-facility depending on the operating
system. Note that the value you
pick must exist in the system’s
log.h file, and be typed exactly
as it appears there.
--enable-log-login When defined, Qpopper logs log-login

--disable-log-login
(default)

successful authentications.

--enable-low-debug

--disable-low-debug
(default)

Sets the _DEBUG macro (not the
same as simply DEBUG) for
low-level debugging. Also turns off
compiler optimizations. Don’t do
this unless you know what you're
doing.

--enable-new-bulls=
number

--disable-new-bulls
(default)

New users receive only the single
newest bulletin by default. This
value sets the number of bulletins
for new Qpopper users. For
example, pass
--enable-new-bulls=10 t0 give new
users a maximum of ten bulletins.
See section “Using Bulletins” on
page 54 for details.

max-bulletins

--enable-nonauth-file | Define this value to specify a file nonauth-file
=path that excludes listed users. The
—-disable-nonauth- format is a list of user IDs, one per
file (default) line. Users appearing in the file are

unable to use Qpopper.

QUALCOMM Incorporated
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Configuration File

Type this option... This happens...

Option

--enable-old-uidl

Generates message unique
identifiers (UIDS) using old (pre-3.x)

old-style-uid

--disable-old-uidl - I

(default) ;tyle encoding. Thls is useful only
if you also use --disable-status,
have existing users with old
(pre-3.x) spool files, and you want
to keep the uiDs the same.

--disable- Turns off all compiler

optimizations optimizations. This is generally

—-enable- only useful when running under a

optimizations debugger.

(default)

--enable-popbulldir=
path

--disable-popbulldir
(default)

Specifies an alternate location for
users' .popbull files. See section
“Using Bulletins” on page 54 for
details.

--enable-poppassd

--disable-poppassd
(default)

Running make creates the
poppassd executable as well as
popper. This is a password-
changing daemon

--enable-popuid=pop

--disable-popuid
(default)

This value is the username of the
owner of the APOP database. See
“APOP” on page 50 for details.

--enable-scram=path

--disable-scram
(default)

Includes scram capability in the
APOP database file (default path is
/etc/pop.auth). This is not
recommended.

--enable-secure-nis-
plus

--disable-secure-nis-
plus (default)

Add this definition if you are
running Secure Network
Information Systems (NIS+).

--enable-server-
mode

--disable-server-
mode (default)

Enables server mode by default.
See section “Enabling Server
Mode” on page 42 for details. Also
see “Performance” on page 58 for
more information.

server-mode
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Type this option...

This happens...

Configuration File
Option

--enable-server-
mode-
group-exclude=
group
--disable-server-
mode-
group-exclude
(default)

Sets server mode to off for users
who are members of the specified
group. See section “Enabling
Server Mode” on page 42 for
details. Also “Performance” on
page 58 for more information.

group-no-server-mode

--enable-server-

Sets server mode to on for users

group-server-mode

mode- who are members of the specified
group-include= group. It may also be helpful to
group disable shell access to these
_-disable-server- users, thus ensuring that only
mode- Qpopper and the local delivery
group-include agent access the user’s spool file.
(default) See section “Enabling Server
Mode” on page 42 for details. Also
see “Performance” on page 58 for
more information.
--enable-shy Enable if you don't want Qpopper | shy
_disable-shy to display its version in the Pop
(default) protocol banner or cAPA

IMPLEMENTATION response of
unauthenticated users.

Some sites believe this improves
security since it avoids advertising
that an old version (perhaps with
known vulnerabilities) is being
used. Others feel is makes the site
more likely to be attacked, since it
also avoids advertising when
running a secure version.

--enable-specialauth
--disable-specialauth

This needs to be enabled if your
system supports special
authorization mechanisms like
shadow passwords or special
crypt programs. However, this is
usually set correctly by

. /configure. Disable this if you

keep passwords in /etc/passwd.

QUALCOMM Incorporated
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Configuration File

Type this option... This happens...

Option

--enable-spool-dir=
directory

Allows you to specify the directory
for mail spool files, such as
/var/mail or
/var/spool/mail. If not
specified, . /configure
searches for it.

spool-dir

--enable-standalone

--disable-standalone
(default)

Creates a standalone daemon
instead of one to be run out of
inetd.

You can specify an IP address
and/or port number to bind to as
parameter 1, for example, popper
199.46.50.7:8110 -S or popper
8110 -s -Te600. If not specified, the
IP address defaults to all that are
available. The default port is 110,
except when _DEBUG (not simply
DEBUG) is defined, when it is 8765.

See “Enabling Standalone Mode”
on page 44 for more information.
Also see “Performance” on page
58 for more information.

--enable-temp-drop-
dir=path

--disable-temp-drop-
dir

Specifies an alternate directory for
temporary mail drop files. The
default is the spool directory. See
“Performance” on page 58 for
more information.

temp-dir

--enable-timing

--disable-timing
(default)

Writes timing information to log at
session end. Includes whole
seconds (elapsed) for
authentication, initialization, and
cleanup.

timing

--enable-uw-kludge

--disable-uw-kludge
(default)

Checks for and hides status
messages created by Universify of
Washington software.

uw-kluge
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Configuration File
Option

Type this option... This happens...

--with-drac=lib-path Enables use of DRAC. Specify path
—-without-drac to DRAC libraries or leave blank if
(default) installed in usual place. bRAC is a
method of authorizing smTP
sessions for Ip addresses which
have recently authenticated using
POP. This can be useful for clients
which do not support SMTP AUTH,
but the long term solution is smTP

AUTH.
--disable-update- By default, Qpopper enters update | update-on-abort
abort state on a session abort. Disabling
—-enable-update- this option causes Qpopper to
abort (default) ignore any deletions if the session
is aborted.

Note that RFC 1939, section 6
prohibits the Qpopper default
behavior, but experience showed
that otherwise users on noisy lines
were often unable to delete their
mail. Disable this option to inhibit
the default behavior, and obey RFC
1939.

QUALCOMM Incorporated —
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Type this option...

--with-kerberosb=
directory

--without-kerberos5=
directory (default)

This happens...

Enable to use Kerberos version 5
libraries. Or, use this and also
define KrRB4 if you want to use
Kerberos version 4 libraries. For
Kerberos 4, you must also update
the makefile soyou can load the
appropriate libraries (-lkrb). This
option works only if you have
Kerberos headers and libraries
installed.

If you want to use the kuserok ()
function to vet users, pass
--enable-kuserok to
./configure.

If you want to accept any Kerberos
principal in the client request, pass
--enable-any-kerberos-principal.

If your system has the
getsockinst () function, pass
--enable-ksockinst. It retrieves the
IP address of the local end of a
connection and looks up the host
name. Kerberos then uses that
host name. This allows Kerberos
to use different instances for
different virtual addresses on the
same machine.

You can also define
KERBEROS_SERVICE to specify
which Kerberos service to use.
The default is rcmd. However, the
use of pop is common. The -K
service command-line or
kerberos-service configuration file
option can be used instead of the
KERBEROS_SERVICE define.

You can remove
KRB5_KRB4_COMPAT from
config.h if you are using the
Kerberos 5 libraries and want to
disable backwards compatibility
with a Kerberos 4 server.

Define NO_CROSSREALM if desired.

You can obtain a Kerberos engine
for your system from the MIT
Kerberos Distribution Page. Go to
the following site:
<http://web.mit.edu/kerberos/www
/index.html>

Configuration File

Option
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Type this option... This happens... Configuration File

Option

--with-openssl=path Uses the OpenSSL library for
—-without-openss| SSL/TLS support. You can obtain
(default) the OpenSSL library and utilities
from <http://www.openssl.org>

--with-sslplus=path Uses the SSL Plus library from

~-without-sslplus Certicom for SSL/TLS support.

(default)

--with-gdbm Normally, . /configure uses
gdbm if installed on the system.
You can override this by using this
option.

--without-gdbm

--with-sslplus-crypto | Uses Security Builder® from
=path Certicom for TLS/SSL cryptography.

--without-sslplus-
crypto (default)

--with-pam= Define if you want to use pam for
servicename authentication. The default service
~-without-pam name is pop3.

(default)

--enable-warnings Enables additional compiler
—-disable-warnings warnings. Use this if you don’t trust
(default) the Qpopper authors :-).

Run-Time Command Line Options
You can set Qpopper run-time options either from the command line or a configuration file.

Some systems have limitations on the length or number of command line options in
inetd.cont. (For example, the Solaris INETD.CONF man page states that no more than
five options are permitted.) You can use configuration files for run-time options to get
around this limit or to set options on a per-user basis. Also, some run-time options can
only be set from a configuration file. Use the -f, -u, and -U command-line options to cause
Qpopper to use a configuration file. See the following section “Run-Time Options from a
Configuration File” on page 27 for details.

In the following table are the run-time options and their descriptions for Qpopper:

Values in italics indicate a variable, for example, in -D drac-host, drac-host is the variable.
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Enter the name or 1P address of the DRAC host after -D. The option might be:

-D foo.example.org

Type this option...

-b bulldir

Description

Specific location of the bulletin
directory. Overrides the compiled
value, if any.

See “Using Bulletins” on page 54 for
more information.

Equivalent
Configuration File

Option

bulldir

If compiled with --enable-bulldb (see
--enable-bulldb) in the “Configure
Options” on page 11, this option
allows sessions to proceed even if the
bulletin database can't be opened.
This allows users to get their mail, but
may mean some users won't see
bulletins for some time or even at all.

bulldb-nonfatal

Changes uppercase user names to
lowercase. This permits users to
configure their clients with user
names in UPPER or MiXeD case.
They can still login assuming their
actual user name is all lowercase.

downcase-user

When set, domains are trimmed from
user names before use. For example,
if a user named maida enters her
login name in her PoP client as
maida@example.org, Qpopper treats
this as just maida.

trim-domain

Enables debug logging if
--enable-debugging used

with . /configure). Output is in
syslog. If this option is used, it should
be first, so that debug records are
generated for subsequent options.

debug

-D drac-host

If. /configure used with
--with-drac, this option specifies the
DRAC host. Defaults to 1ocalhost.

drac-host
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Type this option...

Description

Equivalent
Configuration File

Option

-e login_delay=delay,
expire=expire

Sets PoP3 extensions. This option
announces the login-delay and expire
response tags to the cApA command.
By default the expire field is expire
never, and the login delay is 0.

Except for expire 0 or expire never,
these are not enforced by Qpopper.
Sysadmins have to implement them
by some other means.

announce-expire

announce-login-delay

-f config-file

Reads additional run-time options
from the specified file. See the
following section “Run-Time Options
from a Configuration File” on page 27
for option names and syntax.

Caution. There are
no restrictions on
which options may
appear in files speci-
fied with the -f
command-line flag or
the config-file config-
uration file option in
files chained from -f,
so be certain that the
specified file is not
writable by users.

config-file

When updating the spool at the end of
a session, this option instructs
Qpopper to rename the temporary file
to the spool instead of copying it. This
reduces 1/0 at session end by a third,
but is likely to break programs such
as biff or the shell's mail check
feature. Use this option only if
such programs are not used. Itis
safest to only enable this option when
users do not have shell access to the
mail server.

See “Performance” on page 58 for
more information.

fast-update

If --enable-kerberos5 used with
. /configure, this option enables
Kerberos support.

kerberos
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Type this option...

-K service name

Description

If --enable-kerberos5 used with

. /configure, this option specifies
the Kerberos service to use (same as
the compile time kerberos_service
define). The default is rcmd, although
the use of pop is popular.

Equivalent
Configuration File

Option

kerberos-service

-10

11

12

Only available
when. /configure
was run with

--with-openssl or
--with-sslplus.

Specifies TLS/SSL support.

*0 The default. TLS/SSL is not
supported.

1 Enables support for the sTLS
command. This permits TLS/SSL
negotiations on the standard (or any)
port, allowing the same port to be
used by TLs/ssL and regular clients.

2 Enables alternate-port TLS/SSL.
Some older clients require this. (The
usual port for alternate-port TLS/SSL
with pop is 995.)

tls-support

-L lock-refresh

Checks if the mail lock needs to be
refreshed every this many messages.
You normally do not need to adjust
this. See “Performance” on page 58
for more information.

mail-lock-check
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Type this option...

Description

Sets clear text handling options when
APOP is available.

*0 The default. Clear text passwords
are permitted for all users except
those in the APOP database (who must
use APOP).

1 Clear text passwords are never
permitted for any user (users not in
the ApoP database cannot login).

*2 Clear text passwords are always
permitted (even if an APOP entry
exists), which allows them to be used
as a fallback.

*3 They are permitted on the local
interface (127.*.*.*) only.

4 Permits clear text passwords only
if TLS/ssL has been negotiated for the
session.

See “Security and Authentication” on
page 50 for more information.

Equivalent
Configuration File

Option

clear-text-password

Disables the reverse lookups on client
IP addresses.

reverse-lookup

Enables statistics logging. After each
session ends, a statistics record is
written to the log. T