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Motivation: the QoS-enabled Software Crisis

www.arl.wustl.edu/arl/
� Symptoms

– Communication hardware gets
smaller, faster, cheaper

– Communication software gets larger,
slower, more expensive

� Culprits

– Inherent and accidental complexity

� Solution Approach

– Standards-based COTS Hardware &
Software
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Problem: the COTS Hardware & Software Crisis

MISSIONMISSION--
CRITICALCRITICAL

REALREAL--TIMETIME
SYSTEMSSYSTEMS

COTSCOTS
HARDWAREHARDWARE  &  &

SOFTWARESOFTWARE

� Context

– Adopting COTS hardware &
software is increasingly essential for
real-time mission-critical systems

� Problems

– Inherent and accidental complexity
– Integration woes

� Solution Approach

– Standards-based adaptive COTS
middleware
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Context: Levels of Abstraction in
Internetworking and Middleware

HTTPFTP

FDDIATMETHERNET

IP

FIBRE CHANNEL

UDP TCP

TELNET

DNS

LYNXOSLINUXWIN NT

CORBA

SOLARIS

CORBA  SERVICES

CORBA

APPLICATIONS

VXWORKS

MIDDLEWARE  ARCHINTERNETWORKING  ARCH

RTP
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Problem: Lack of QoS-enabled Middleware

INFRASTRUCTURE
MIDDLEWARE

DISTRIBUTION
MIDDLEWARE

COMMON
MIDDLEWARE

SERVICES

APPLICATIONS

Cons

ConsConsEVENTEVENT

CHANNELCHANNEL

OPERATINGOPERATING
SYSTEMS  SYSTEMS  &&
PROTOCOLSPROTOCOLS

HARDWAREHARDWARE    DEVICESDEVICES
� Many applications require QoS

guarantees

– e.g., avionics, telecom, WWW,
medical, high-energy physics

� Building these applications
manually is hard and inefficient

� Existing middleware doesn’t
support QoS effectively

– e.g., CORBA, DCOM, DCE, Java

� Solutions must be integrated
horizontally & vertically
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Candidate Solution: CORBA

INTERFACE

REPOSITORY

IMPLEMENTATION

REPOSITORY

IDL
COMPILER

DII ORB
INTERFACE

ORBORB    CORECORE GIOPGIOP//IIOPIIOP//ESIOPSESIOPS

IDLIDL
STUBSSTUBS

operation()operation()
in  args

out  args + return  value

CLIENT
OBJECT
(SERVANT)

OBJ

REF

STANDARD  INTERFACE STANDARD  LANGUAGE  MAPPING

ORB-SPECIFIC  INTERFACE STANDARD  PROTOCOL

INTERFACE

REPOSITORY

IMPLEMENTATION

REPOSITORY

IDL
COMPILER

IDL
SKELETON

DSI

OBJECT

ADAPTER

www.cs.wustl.edu/�schmidt/corba.html

Goals of CORBA

� Simplify distribution
by automating

– Object location &
activation

– Parameter
marshaling

– Demultiplexing
– Error handling

� Provide foundation
for higher-level
services
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Overview of the Real-time CORBA Specification

OS  KERNEL

OS  I/O  SUBSYSTEM

NETWORK  ADAPTERS

STANDARD

SYNCHRONIZERS

END-TO-END PRIORITY

PROPAGATION

ORB  CORE

OBJECT  ADAPTER

CLIENT

GIOP

PROTOCOL

PROPERTIES

THREAD

POOLS
EXPLICIT

BINDING

NETWORK

OS  KERNEL

OS  I/O  SUBSYSTEM

NETWORK  ADAPTERS

operation()

out  args + return  value

in  args

OBJECT

REF

OBJECT

(SERVANT)

STUBS
SKELETON

Features

1. Portable priorities

2. End-to-end priority
propagation

3. Protocol properties

4. Thread pools

5. Explicit binding

6. Standard synchronizers

www.cs.wustl.edu/�schmidt/
oorc.ps.gz
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Portable Priorities

ORB  ENDSYSTEM  A

32767

0

R
T

C
O

R
B

A
::P

rio
rity

0

255

ORB  ENDSYSTEM  B

0

31

Features

� Designed to support
heterogeneous real-time
platforms

� CORBA priorities range from
0 ! 32767

� Users can map CORBA
priorities to native OS
priorities

� No silver bullet, but rather an
“enabling technique”
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End-to-End Priority Propagation

GLOBAL CORBA  PRIORITY = 100

LYNXOS
PRIORITY

= 100

WINNT
PRIORITY

= 5

SOLARIS
PRIORITY

= 135

Current::priority(100)
to_native(100) => 100

Current::priority(100)
to_native(100) => 5

Current::priority(100)
to_native(100) => 135

SERVICE
CONTEXT

= 100ORB
ENDSYSTEM

A

ORB
ENDSYSTEM

B

ORB
ENDSYSTEM

C

(B) CLIENT
      PROPAGATED
      MODEL

SERVICE
CONTEXT

= 100

(A) SERVER
      DECLARED
      MODEL

ORB
ENDSYSTEM

A (3) CLIENT 'S  PRIORITY
          IS  NOT   PROPAGATED
          BY  INVOCATION

(1) SERVER

            PRIORITY

                IS  PRE-SET

ORB
ENDSYSTEM

B

(2) PRIORITY  IS

          EXPORTED  IN  IOR

www.cs.wustl.edu/�schmidt/RT-ORB-std-
new.pdf.gz

Features

� Client priorities can propagate end-to-end

� Servers can also declare priority
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Thread Pools

SERVER  ORB  CORE

Root  POA

THREAD  POOLTHREAD

POOL

CHILD

POA

ThreadpoolId id =
create_threadpool
   (static_threads,
    max_threads,
    stack_size,
    default_priority);

I/O
THREADS

Features

� Pre-allocate threads and thread attributes

– Stacksize
– Static threads
– Maximum threads
– Default priority

� Applicable at both the ORB and POA level

UC Irvine
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Explicit Binding

_validate_connection  (out CORBA::PolicyList
inconsistent_policies);

CLIENT
ORB  CORE

P1-5 P10-20 P21-100

SERVER
ORB  CORE

          PRIORITY-BANDED
PRIVATE  CONNECTIONS

P1-5 P10-20 P21-100

Features

� Enables pre-establishment of connections

– Priority-banded connections
– Private connections
– Protocol policies

UC Irvine
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Standard Synchronizers

CLIENT

Mutex
lock()

unlock()

try_lock()

ORB  CORE

OBJECT

ADAPTER

OBJECT
(SERVANT)

mutex3

mutex2

mutex4

mutex1

Features

� A portable Mutex API

– e.g., lock , unlock , try lock

� Necessary to ensure consistency between ORB
and application synchronizers

� Locality constrained

UC Irvine
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The ADAPTIVE Communication Environment (ACE)

PROCESSES//
THREADSTHREADS

DYNAMICDYNAMIC

LINKINGLINKING

MEMORYMEMORY

MAPPINGMAPPING

SELECTSELECT//
IO  COMPIO  COMP

SYSTEMSYSTEM

VV    IPCIPC
STREAMSTREAM

PIPESPIPES

NAMEDNAMED

PIPESPIPES

C
APISS

SOCKETSSOCKETS//
TLITLI

COMMUNICATIONCOMMUNICATION

SUBSYSTEMSUBSYSTEM

VIRTUAL  MEMORYVIRTUAL  MEMORY

SUBSYSTEMSUBSYSTEM

GENERAL  POSIX  AND  WIN32  SERVICES

PROCESSPROCESS//THREADTHREAD

SUBSYSTEMSUBSYSTEM

FRAMEWORKS ACCEPTORACCEPTOR CONNECTORCONNECTOR

SELF-CONTAINED

DISTRIBUTED

SERVICE

COMPONENTS

NAMENAME

SERVERSERVER

TOKENTOKEN

SERVERSERVER

LOGGINGLOGGING

SERVERSERVER

GATEWAYGATEWAY

SERVERSERVER

SOCKSOCK__SAPSAP//
TLITLI__SAPSAP

FIFOFIFO

SAPSAP

LOGLOG

MSGMSG

SERVICESERVICE

HANDLERHANDLER

TIMETIME

SERVERSERVER

C++
WRAPPER

FACADES

SPIPESPIPE

SAPSAP

CORBACORBA

HANDLERHANDLER

SYSVSYSV
WRAPPERSWRAPPERS

SHAREDSHARED

MALLOCMALLOC

THE  ACE  ORBTHE  ACE  ORB

((TAOTAO))

JAWS  ADAPTIVEJAWS  ADAPTIVE

WEB  SERVERWEB  SERVER

MIDDLEWARE

APPLICATIONS

REACTORREACTOR//
PROACTORPROACTOR

PROCESSPROCESS//
THREADTHREAD

MANAGERSMANAGERS

STREAMSSTREAMS

SERVICESERVICE

CONFIGCONFIG--
URATORURATOR

SYNCHSYNCH

WRAPPERSWRAPPERS

MEMMEM

MAPMAP

OS  ADAPTATION  LAYER

www.cs.wustl.edu/�schmidt/ACE.html

ACE Overview !

� A concurrent
OO networking
framework

� Available in
C++ and Java

� Ported to
POSIX, Win32,
and RTOSs

Related work !

� x-Kernel

� SysV
STREAMS

UC Irvine 15
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ACE and TAO Statistics

� Over 50 person-years of effort

– ACE > 200,000 LOC
– TAO > 200,000 LOC
– TAO IDL compiler > 130,000

LOC
– TAO CORBA Object Services >

150,000 LOC

� Ported to UNIX, Win32, MVS, and
RTOS platforms

� Large user community

– �schmidt/ACE-users.html
� Currently used by dozens of

companies

– Bellcore, BBN, Boeing,
Ericsson, Hughes, Kodak,
Lockheed, Lucent,
Motorola, Nokia, Nortel,
Raytheon, SAIC, Siemens,
etc.

� Supported commercially

– ACE ! www.riverace.com
– TAO !

www.theaceorb.com

UC Irvine 16
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Applying TAO to Avionics Mission Computing

REPLICATION

SERVICE

OBJECT  REQUEST  BROKER

1: SENSORS

GENERATE

DATA

FLIRGPS IFF

3:PUSH (EVENTS)

2: SENSOR  PROXIES  DEMARSHAL  DATA

&  PASS  TO  EVENT  CHANNEL

3:PUSH (EVENTS)

EVENT

CHANNEL

HUD Nav
Air

Frame
WTS

4: PULL(DATA)

www.cs.wustl.edu/�schmidt/JSAC-
98.ps.gz

Domain Challenges

� Deterministic & statistical
real-time deadlines

� Periodic & aperiodic processing

� COTS and open systems

� Reusable components

� Support platform upgrades

www.cs.wustl.edu/�schmidt/TAO-
boeing.html

UC Irvine 17
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Applying TAO to Distributed Interactive Simulations

www.cs.wustl.edu/�schmidt/
Words99.ps.gz

Domain Challenges

� High scalability and group
communication

� High throughput and low
latency

� “Interactive” real-time

� Multi-platform

hlasdc.dmso.mil/RTISUP/hla soft/
hla soft.htm
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High-performance, Real-time ORBs Douglas C. Schmidt

Optimization Challenges for QoS-enabled ORBs

ORBORB
CORECORE

PLUGGABLEPLUGGABLE

PROTOCOLSPROTOCOLS

PLUGGABLEPLUGGABLE

PROTOCOLSPROTOCOLS

OS  KERNELOS  KERNEL

OS  IOS  I//O  SUBSYSTEMO  SUBSYSTEM

NETWORK  INTERFACESNETWORK  INTERFACES

OS  KERNELOS  KERNEL

OS  IOS  I//O  SUBSYSTEMO  SUBSYSTEM

NETWORK  INTERFACESNETWORK  INTERFACES

NETWORKNETWORK

ORBORB
INTERFACEINTERFACE

operation()operation()

IDLIDL
STUBSSTUBS

OBJECTOBJECT

ADAPTERADAPTER

IDLIDL
SKELETONSKELETON

in  argsin  args

out  args + return  valueout  args + return  value
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22

33

44

55

66

77

1)1) CLIENT  MARSHALING CLIENT  MARSHALING

2)2) CLIENT  PROTOCOL CLIENT  PROTOCOL

3)3)  NETWORK  LATENCY  NETWORK  LATENCY

4)4) SERVER  PROTOCOL SERVER  PROTOCOL

5) THREAD  DISPATCHING

6) REQUEST  DEMUXING

7) OPERATION DEMUXING

8) SERVANT  DEMARSHALING

OBJECTOBJECT
((SERVANTSERVANT))

88

CLIENTCLIENT

IOPIOP IOPIOP

Key Challenges

� Alleviate priority inversion
and non-determinism

� Reduce demultiplexing
latency/jitter

� Ensure protocol flexibility

� Specify QoS requirements

� Schedule operations

� Eliminate (de)marshaling
overhead

� Minimize footprint
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High-performance, Real-time ORBs Do

Solution 2: ORB Optimization
Principle Patterns

Definition

� Optimization principle patterns document
rules for avoiding common design and
implementation problems that can degrade the
efficiency, scalability, and predictability of
complex systems

Optimization Principle Patterns Used in TAO

# Optimization Principle Pattern
1 Optimize for the common case
2 Remove gratuitous waste
3 Replace inefficient general-purpose

functions with efficient special-purpose ones
4 Shift computation in time, e.g., precompute
5 Store redundant state to speed-up

expensive operations
6 Pass hints between layers and components
7 Don’t be tied to reference implementations/models
8 Use efficient/predictable data structures
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Lessons Learned Developing QoS-enabled ORBs

� Avoid dynamic connection management

� Minimize dynamic memory management
and data copying

� Avoid multiplexing connections for
different priority threads

� Avoid complex concurrency models

� Integrate ORB with OS and I/O
subsystem and avoid reimplementing
OS mechanisms

� Guide ORB design by empirical
benchmarks and patterns
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Concluding Remarks

� Researchers and developers of distributed, real-time applications
confront many common challenges

– e.g., service initialization and distribution, error handling, flow control,
scheduling, event demultiplexing, concurrency control, persistence, fault
tolerance

� Successful researchers and developers apply patterns,
frameworks, and components to resolve these challenges

� Careful application of patterns can yield efficient, predictable,
scalable, and flexible middleware

– i.e., middleware performance is largely an “implementation detail”

� Next-generation ORBs will be highly QoS-enabled, though many
research challenges remain
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Web URLs for Additional Information

� These slides: �schmidt/TAO4.ps.gz

� More information on CORBA: �schmidt/corba.html

� More info on ACE: �schmidt/ACE.html

� More info on TAO: �schmidt/TAO.html

� TAO Event Channel: �schmidt/JSAC-98.ps.gz

� TAO static scheduling: �schmidt/TAO.ps.gz

� TAO dynamic scheduling: �schmidt/dynamic.ps.gz

� ORB Endsystem Architecture: �schmidt/RIO.ps.gz

� Pluggable protocols: �schmidt/pluggable protocols.ps.gz
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Web URLs for Additional Information (cont’d)

� Network monitoring, visualization, & control: �schmidt/NMVC.html

� Performance Measurements:

– Demuxing latency: �schmidt/COOTS-99.ps.gz

– SII throughput: �schmidt/SIGCOMM-96.ps.gz

– DII throughput: �schmidt/GLOBECOM-96.ps.gz

– ORB latency & scalability: �schmidt/ieee tc-97.ps.gz

– IIOP optimizations: �schmidt/JSAC-99.ps.gz

– Concurrency and connection models: �schmidt/RT-perf.ps.gz

– RTOS/ORB benchmarks:

�schmidt/RT-OS.ps.gz

�schmidt/words-99.ps.gz
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