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Introduction

SiteBeater is the product of several years of development; seeing what was good here,
picking up an idea there. After all that time and work, a complete System began to
emerge. YOU now own that System

SiteBeater is built upon an API (Applications Programming Interface) that allows for
almost unlimited scalability. This manual endeavors to assist you in setting up SiteBeater
for day-to-day use, and tries to explain how to implement it for your custom purposes.

The SiteBeater Foundation gives you important tools that let you build whatever
entertaining or profitable creation you can imagine: One company used the Foundation to
create a self-fulfilling website system where users would purchase websites online using
SiteBeater created shopping pages. SiteBeater would then create their web domain and
copy the files —their site was up in minutes!

Another company built a single website using SiteBeater. Their site allowed the user to
switch between languages and website styles. On their SiteBeater Message Board, users
are able to eliminate language barriers as people from across the world post message to
one another from a single point.

Still another company decided to use the power of SiteBeater a bit differently. Rather
than trying to patch together several software packages, this company used the SiteBeater
System to manage all of their accounts, Internet domains, website look and feel, and
administer the SiteBeater Systems. Instead of purchasing third party systems and fiddling
with them until they kluged into their existing systems, this company simply used the
SiteBeater API to create their own Systems. They fit seamlessly into the rest of their site
and included administrative functionality, multilingual power, and look and feel
manageability.

Imaging what Y OU can do with the SiteBeater System. With a small investment, you can
reap endless rewards!

The System

The SiteBeater System is separated into several parts. There are two basic parts. the
Accounts System and the Domains System — these Systems are known as the SiteBeater
Foundation. The rest of the Systems (Image Gallery, Message Board, News and MP3
Catalog.) rest upon those two.

The primary system is the Domains System. There are two parts, or layers, to this system.

First isthe data. Thisisal held in the SB_Domai ns database. Second is the ASP code.
Thisisinthe W5_Cont ent \ Domai ns\ directory. What is in the Domains System?
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Any structural code or information. The color scheme or text scheme. The Actions (or
macros), 11S manipulation, Servers and Configuration Variables are aso in the Domains
System. Code to access and manipulate this information is aso in the list of the Domains
System API functions.

Second to the Domains System is the Accounts System. Again, as with the Domains
System, there are two parts or layers to this system: the data and the code. The datais
withinthe SB_Account s database and the codeisin the W5_Cont ent \ Account s\
directory. What is in the Accounts System? All account information, including rights and
Account Data Variables (ADV's). Aswell as account Group information. Accounts are
only loosely tied to any specific domain. The only ties they have to adomain are the
ADVs and the rights they have on specific domains. Any login/password combination
can work on any domain if the administrator chooses, but the user may not have the same
rights or ADV information from domain to domain. ADVs can be “grouped” with ADV's
on other domains so that users can share data across domains.

The MP3 Catalog, Image Gallery, Message Board and other systems also ride upon the
Domains and Accounts Systems. Any additional systems you create — including websites
— also ride upon the Domains and Accounts Systems. Any System you create can have
your custom rights associated with it. It can have color and text schemes specific to it.

Y ou can create ADV s that have specific uses in your custom systems. Y ou can also
create Groups that have specific rights to your system. Of course you will also want to
create Actions for your new system. All these things — and more — are done using the
SiteBeater API and web interface.

JackK nife 7-144



Confidential

Installing & Configuring

The SiteBeater Foundation
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1

Requirements

Summary: List of minimum requirements to set up the SiteBeater
Foundation.
Audience: Administrator

Before You Begin:  Review this documentation.
TopicsInclude: Third-party Software

See Also: Edit-On Pro setup.
ASPMail, ASPQMail, ASPImage setup.

To set up the SiteBeater System, The following are required:
MSSQL 2000
Windows 2000 Server
Internet Information Services 5.1
The ability to add a new website DNS and 1S entry.
A minimum of two MSSQL databases and two MSSQL logins.
If you are planning on installing SiteBeater on athird party hosting
service, or co-location facility, please read the Appendix entitled Installing
on Hosting Services

Third-party Software

Other software packages that can be used with SiteBeater include:
ASPMail or ASPQMail from ServerObjects (www.ServerObjects.com).
Thisis used when a website user requests a login/password reminder
email. (CDONTS can be used if ASPMail is not available.)
ASPImage from ServerObjects (www.ServerObjects.com). Thisisan
optional component used in the Image Gallery System to create thumbnail
and Alternate View images.
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Edit-On Pro WY SIWY G editor from Real Objects (www.Real Objects.de).
Thisisan optional piece used in al Systems for editing different pieces of
data

TgcRunas DLL from The Quimeras Company
(http://www.quimeras.com). Thisis required for administration of
domains on multiple servers or across server boundaries.
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2

Foundation Setup

Summary: Follow this checklist to install the Foundation.
Audience: IT, Developer

Before You Begin:  Review the sections on Requirements, Security 1ssues,
and Database |ssues.

TopicsInclude: Important Notes

See Also: Requirements, Security Issues, and Database | ssues.

Toinstal the SiteBeater Foundation:

1. Make backups of everything before beginning.

2. Create awebsite (I1S and DNS entries and directory) if oneis not aready
set-up (for example: www.mywebsite.comin the
e\inetpub\wwwroot\mywebsite\ directory). The online FAQ has an
example of how to set up both 11S and DNS.

3. Unzip the SiteBeater code into its own folder on your web server (for
example: einteput\wwwroot\WS_Content\).

4. Inthewebsitein IS, create avirtua directory called WS _Content — at the
root of your websites directory — and point it to the WS_Content directory
from step number 3 that holds al the SiteBeater files. Make sure that the
read, write, and script properties are checked. If you cannot create a
Virtual Directory, each website using SiteBeater must have it's own
WS_Content directory — with it's own copy of al of the SiteBeater files.
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5. Confirm that the following is now setup: awebsite (www.mywebsite.com)
that pointsto a directory: e\inetpub\wwwroot\mywebsite\, that has a
virtual directory: \inetpub\wwwroot\mywebsite\WS_Content)\, that points
to e\inetpub\wwwroot\WS Content)\:

Phy=sical Mapping Web Mapping

e linetpubivasay ootinyanebsitel ﬂ www mynehaite. com
el inetpubinasdont B Contenth, [+ @ WS_Content
T T ate 4 = T =01 o T R — H-L Images

(The " Images’ directory is an example of another directory in the website and is not required.)

6. Givethe/WS_Content/Includes directory write access by the Internet
user (IUSR) so that the installation script can write to the
i_OpenDomain.asp file. The permissions may be restored after the
installation is finished.

7. Goto: www.mywebsite.com/WS Content/SB_Installation/. This will
bring up the installation screen. Fill out the database informetion fields.

a

If the MSSQL server ison a different machinethan thellS
server, databases and database logins must be created by hand.
There are two databases for the Foundation and they can be any
size. The datafiles may be put anywhere. The databases are
called:
SB_Accounts
SB_Domains
Database logins are (by default only — you can change them as you
see fit — they are entered into the installation script):
SB_Accounts — make this the owner of the SB_Accounts
database, and make the SB_Accounts the default database.
Any password can be assigned (use it in the installation
script).
SB_Domains — make this the owner of the SB_Domains
database, and make the SB_Domains the default database.
Any password can be assigned (use it in the installation
script).
If the MSSQL and I1S servers are on thesame machine, the
administrator may either create the databases by hand (as
explained above) or have the installation script create them.

8. Fill out the other fields on the installation script page. Make sure that
before you run the installation script that you know:
a The MSSQL server name (thisis not always the same as the

computer name that the MSSQL server isinstalled on).
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b. Thefull path (including drive letter) to the location where the
database files will be created. Thisis only required if you are
having the installation script create the databases for you.

c. The MSSQL SA login and password. Thisis only required if you
are having the installation script create the databases for you.

d. Thefull path (including drive letter) to the location of your first
website.

e. Thefull path (including drive letter) to the
IWS_Content/Includes/i_OpenDomain.asp file.

9. Findly, return to www.mywebsite.com/WS_Content/ and the SiteBeater
system will come up. Login as the administrator (the administrator login
and password was entered in the installation script).

10. After the SiteBeater Foundation is installed, remove the installation files
from the server (the /WS_Content/SB_Installation/ directory). Other
systems may then be installed. The ASPMail, ASPI mage, and/or
TgcRunas DLLs may aso be registered.

Important Notes

Administrators should note that when installing, the script will use the current
servers |P address in the first three | P addresses for the first servers ALPHA,
BETA, and LIVE (see the section entitled Servers). If possible, it will aso use the
current server name for the first server. The installation script will not, however,
add the new domain to 11S, and therefore administrators will not be able to
manage |1S entries for that domain or website using SiteBeater.

The Foundation installation script will create three server entries based on
information gathered from the server used to perform the installation (as noted in
the previous paragraph). This information does not include severa paths, or the
administrator login or password for the servers. Before creating any new
SiteBeater websites, please enter this path and login information Go to the
SiteBeater administrative pages, Domains->Servers page and click the “more...”
link next to each server to add the information.

Review the section on Creating WebPages & Custom Systems to learn how to
code the ASP pages in awebsite. The \WS_Content\SB_Installation\_Template\
directory contains a simple example website that you can copy to your new
websites directory if you would like to see how to use some of the featuresin
SiteBeater.
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The SiteBeater Foundation
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3

Users
Summary: Manage users and user settings and rights.
Audience: Administrator, Devel oper

Before You Begin:  Decide who will manage users.

TopicsInclude: Accounts are website dependent.
Login/Logout
Manage Users
Who can manage users?
Editing other users ADV data

See Also: Rights, ADVSs, Initia Rights, and Groups

The users are the people who visit each website. This includes customers,
managers and administrators.

Manage users by going to:
any SiteBeater enabled website on which you have rights to manage users
go to the WS_Content directory
click on the Accounts link in the top navigation
click on the Manage Accounts link in the navigation beneath that

Accounts are website dependent.

Each account is created on a specific website. The website on which an account
was created is called its “Home Domain”. Generally, the user can only log onto
their Home Domain.

Administrators can change which websites a user can log onto:

Administrators must have SB. MA_ CHANGE _DOMAI NS rights on that
users Home Domain.

Administrators change which Domains an existing account can log onto
by going to the Accounts->Manage Accounts page and clicking the Edit
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Accessible Domains link associated with the account they want to
modify.

o From that page, the administrator can allow the user to log onto all
Domains, or specify individual Domains that the user can log
onto.

0 All userscan aways log onto their Home Domain.
Administrators may specify which Domains new accounts can log onto
by adding those Domains to Domain Groups. See the section entitled
SiteBeater Domains to learn about Domain Groups.

Login/Logout
If you have ASPMail or ASPQMail installed and configured (use the
EMAI L_REMOTEHOST Configuration Variables to specify which email routing
server to use), the login page will allow usersto retrieve their password by
entering their email account. The page will serd a letter to the email address
associated with their account:
- The body of the letter is contained in the
EMAI L RETRI EVELOG N_BODY text constant.
The subject isin the EMAI L_RETRI EVELOG N_SUBJECT text
constant.
The from nameisinthe EMAI L_LOGd N_FROVNAME Configuration
Variable.
And, the from email addressisinthe EMAI L_LOG N_FROVENAI L
Configuration Variable.

The login page aso enabled users to turn on “auto-login”. Auto-login setsthe
login cookies to expire one year from that time. When the user closes the browser,
they will not log off of that machine. The cookies set are (thisis only for
developers reference):
- GAL<DomainUng> - holds the login

GAP<Domainung> - holds the password

GAA<DomainUng — holds the AccountUng number.

GAAuto<DomainUng> - if thisis“Y” then they have auto-login on.

The Login.asp and DisableAutoL ogin.asp pages (the user is forwarded here when
they try to logout and they have auto-login turned on) use these Actions (in the
Accounts System):

SB_ACCOUNTS_LOG N_OPEN

SB_ACCOUNTS_LOG N_CLOSE

Change these Actions to match the navigation of the website because users will
visit these two pages.
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Manage Users

Administrators may manage users by going to any website on which SiteBeater
has been installed. Go to the /WS_Content/ directory. From there, click the
Accounts link, then the Manage Accounts link.

Managl ng users includes:
creating new users
editing account information (see the section on ADV's)
configuring rights
changing websites a user can log onto
moving users to and from Groups.

Accounts are never deleted. For both auditing and customer service reasons, no
account can be removed from the system. Accounts are only revoked. Once

revoked, accounts can be reinstated with all the original information and rights.
Administrators can revoke and reinstate an account as many times as necessary.

Who Can Manage Users?
To view an account on the Manage Accounts page, an administrator must have
gpecific rights on that accounts Home Domain. Those rights include:
- revoke (SB_NMA REVCKE)
update login and password (SB_MA UPDATE)
reinstate (SB_MA_REI NSTATE)
create new account (SB_MA CREATE_NEW

change domains the account can log onto
( SB_NMA_CHANGE_DQOVAI NS)

Remember that even being able to view accountsis very powerful —the
administrator can see logins and passwords.

For an administrator to create a new account, they must have

SB_MA CREATE_NEW rights. Of course, if it's available, an administrator can
always smply create a new account on the website (if the ACCOUNTS _SI GNUP
Configuration Variable is set to “OPEN") or by adding one to a Group (see the
section on Groups).

If they have SB_ MA_CHANGE_DOMAI NS rights, administrators will see alink
next to each account to change the Domains that account can log onto.

A link appears on the same line as each user to the Group(s) they arein. This link
only appears if the user is in Groups on their Home Domain.

Tip: To charge for memberships or limit membership
1. keep SB_MA CREATE_ NEWand SB_UG ADDACCOUNT rights secure

JackKnife 17-144
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2. Setthe ACCOUNTS _SI GNUP Configuration Variable to “CLOSED”
Thiswill ensure that the only place accounts can be created on administrative
pages.

Editing Other Users ADV Data

Administrators with
SB_UD_EDI T rights can edit other users ADV data
SB_UD VI EWrights can view other users ADV data

Each ADV entry has radio buttons associated with it labeled “Hidden” and
“Visble™:
Click the “Hidden” radio button to make the element hidden from the
genera public (it will still be visible to both the user and administrator).
Click “Visble’ to make it visible.

Thisis useful for things like letting devel opers know when to add an email
address to a Message Board message. If the user has set their email address ADV
“Hidden”, then the developer should not display it on the Message Board

message.

Next to some of the elementsis an asterisk. This means that element is required
for the user — but not required for the administrator.

The only ADVs that will appear on this page are ones that the user has entered
datainto aready. Administrators can add datato ADV's that have not been
changed by users by clicking the link at the bottom of the page to “Edit this users
data— this domain.” It is done this way because on the main ADV editing page, it
aso lists al of the ADV data from ALL websites that the user has entered data
into. It lists grouped ADV data (see the section entitled Account Data Variables
(ADVY9)). The page that appears when you click the “Edit this users data — this
domain” only lists the single version of the ADV data for the current domain.

ADVs are sorted and listed by Domain. Only ADV's on Domains where the
administrator hasrightsto view or edit user data will be listed. See the
section on Account Data Variables (ADVs) for more information about ADV's
and sharing or “grouping” ADV data between Domains.
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Rights
Summary:
Audience:

Before Beginning:

TopicsInclude:

See Also:

Rights give users ability to do things and prevent them
from doing other things.

Administrator, Managers, Developers

Map out who has what responsibilities. Decide who will
have power to do what.

Using SiteBeater rights.

Creating custom rights.

Using custom rights.

Groups & Rights

Rights pitfalls.

Complete list of Foundation rights.

Groups, ADVs, SiteBeater AP

Rights tell the System what a user can and cannot do. Typically a user with rights
to do many thingsis caled an “ Administrator”. With SiteBeater, anyone can have
rights. There are over 50 different rights already created in SiteBeater that can be
assigned to each user. An unlimited number of custom rights can also be created.

View rights by:

going to any SiteBeater enabled website on which you have rights to

manage rights

then, go to the /WS _Content/ directory
click the Accounts link at the top
click the Manage Rights link

A page will appear that has alist of accounts. The administrator must have rights
to edit rights (SB_MR_MODI FY) on the accounts Home Domain. Click on an
account to view and modify the usersrights.

Administrators can only change rights they themselves have, this affects:

JackKnife 19-144
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user rights
Initial Rights
Group rights
0 creating Groups (cannot use a Group as a Source Group that has
rights that the administrator does not)
0 adding users to Groups (cannot add users to Groups that have
rights that the administrator does not have).

Creating Rights
Using rights is simple. Creating rights for custom systems is more involved. The
SiteBeater API includes severa functions specifically created to deal with rights.

When creating a new system, new rights are usually also created. Each right has
an entry in the SB_Account s database, Ri ght sLookup table. Each entry
consists of:

Donmai nUng (the Domain the right is associated with)

Ri ght sLvl (or name of the right)

Ri ght sConst (description)

Syst emng (t he SystemUnq is primarily for sorting purposes — to be

able to categorize each right on the management web pages)

To create a new right by hand, add a new entry into the Ri ght sLookup table:
1. enter ashort description of the right into the Ri ght sConst column
2. find the Domai nUnq of the Domain to add the right to by going to

a. any SiteBeater enabled website you have rights to view Domains
on(SB_MD_DELETE, SB_MD_UPDATE, or

SB_MD_MODI FY_DOVAI N rights)

the WS_Content directory

click the Domains link in the top navigation

click the Domains link in the secondary top navigation

the Dormai nUnq will be the number to the left of the Domain

name

3. enter the Syst emnq thisright is to be associated with. If creating the
right for anew system, create the system entry first (see the section on
Systems). Find the Sy st emuJng by going to:

a. any SiteBeater enabled website you have rights to view Systems on
(SB_MS_DELETE, or SB_M5_UPDATE rights)

4. enter the name of the right into the Ri ght sLvIl column. All of the
SiteBeater Ri ght sLv| strings have the prefix “SB_". Avoid appending
“SB_" to rights names.

5. Or, the SiteBeater API function ACCNT_Cr eat eRi ght sLvl () canbe
used to create rights on the fly. See the APl documentation for the
parameter list of the function and an example of its usage.

® 0T
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If the system (that the right is associated with) has already been entered, the new
right will appear on the Manage Rights screen. The system is required in order to
be able to select it from the drop-down list on that page.

Administrators must also give themselves the new right by adding it to the
database before being able to use it. Remember that only users who have a right
can manage that right. Administrators can give themselves the right by adding a
new entry into the Ri ght s table. Each column must be populated with
information:

1. Thisisthe Account Unq of the user to get the right.

2. Thisisthe G- oupUnq of the Group to get the right. Set the
Account Ung to 0 if aGroup is receiving the right.

3. enter the Syst emnq thisright isto be associated with. If creating the
right for a new system, create the system entry first (see the section on
Systems). Find the Sy st emnq by going to:

a. any SiteBeater enabled website you have rights to view Systems on
(SB_MS_DELETE, or SB_MS_UPDATE rights)
4. findthe Domai nUng of the Domain to add the right to by going to
b. any SiteBeater enabled website you have rights to view Domains
on(SB_MD_DELETE, SB_MD UPDATE, or
SB_MD_MODI FY_DOWVAI N rights)
the WS_Content directory
click the Domains link in the top navigation
click the Domains link in the secondary top navigation
the Dormai nUnq will be the number to the left of the Domain
name
enter the name of the Ri ght sLvI| from step 4 above.
enter the date the right was granted.
enter NULL.

~0ao0

No o

Using Custom Rights

Now that the new right has been created, ASP code must be added to the new
system to take full advantage of the SiteBeater rights. Y ou can add this ASP code
to Actions (see the section on Actions) or you can hardcode it into your ASP web
pages. There are three SiteBeater API functions that help developers use rights.

1. The ACCNT_AnyDomai n() checksto seeif the user has the specified
right on any Domain. Returns TRUE if the user does.

- Example: This function is often used on SiteBeater administrative
pages where the administrator can manage severa domains. The
domains she can choose to manage might be listed in a drop-down list
on the page. But, before anything is printed on the page, we must
know if the administrator has the right on any domain. If she does, we
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display the page. Then, we use another API function to display only
domains in the drop-down list that she actually has the right on.

2. The ACCNT_Get Domai nW Ri ght s() returnsthefirst Domai nUnq it
encounters on which the user has the specified right.

- Example: Thisis useful if the first website where the user has the
right needs to be known. This is often used in combination with
ACCNT_AnyDomai n( ) . Continuing the example above: the
administrator may have the right on several domains. When she first
visits the webpage, it must be able to display some default information
based on one of the domains the administrator has rights on. It needs to
pick just one of those domains, and it doesn’t care which domain is
chosen.

3. The ACCNT_Speci fi cDomai n() function returns TRUE if the user
has a specific right on a specific Domain. Thisis the best way to check to
see if the user has the right to be where he is, see what he is seeing, or do
what heistrying to do.

Example: Again continuing the example above. Lets say that the
administrator is trying to make a change on a Domain other than the
current one. Before the system saves the change, it must determine if
the administrator has the right to make that change on the other
Domain. It can use this function to check the right on the other
Domain.

4. The ACCNT_Ret ur nRi ght s() function checks the same thing as
ACCNT _Speci fi cDomai n() , but only for the current SiteBeater
Domain.

Example: This can be used when determining if songs should be
displayed with, or without, a download link in the MP3 Catalog.

The SiteBeater APl documentation explains more about al of these functions.
The actual SiteBeater code also has some great examples of how to use these
functions.

Groups & Rights

Accounts can be placed into “Groups’ and these Groups have rights. This means
that each user within the Group has the rights of that Group. Users can have both
Group and individual rights.

For example, a Group may have rights to view account information on XY Z
Domain. If you are in that Group but your account does not have the rights to
view account information on XY Z Domain, you will still be able to see account
information.
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If individua rights are revoked, the user may till have those rights via the Group.
To ensure the user does not have a specific right, when revoking rights, double
check that the user is not in any Groups with that right. Remove the user from any
such Groups or change the Groups rights (remember, when changing the rights of
the Group, the rights of al users of that Group will be changed). For more
information about Groups, see the section entitled “ Groups”.

All API functions that check for rights take into consideration what Group(s) a
user isin to seeif that or those Groups have the right.

Pitfalls

Some pitfalls and sensitive rights to be aware of
Changing Group rights effectively changes all rights for all usersin that
Group.

When coding custom Systems, make sure to include checks for rights.

Be careful about giving out rights to change System settings (onthe
Domains->Systems page). Rights to change Systems can destroy the
SiteBeater installation — this includes all websites using SiteBeater:

0 SB_MS_CREATE_NEW

o SB MS DELETE

o SB MS_UPDATE

Rights to change SiteBeater Domains can also destroy the SiteBeater
installation, and more particular, individual websites:

o SB_MD CREATE_NEW

o SB MD DELETE

o SB_MD UPDATE

o SB_MD _MODI FY_DOVAI N

Rights to change SiteBeater Domains can give an administrator the ability
to manipulate 1S entries. This right can even give them the ability to
manipulate I1S entries on multiple servers (if TqcRunas is installed).

A right to view Servers (on the Domains->Servers page) gives the viewer
sensitive administrative NT login and password information:
o SB_MSE CREATE NEW
SB MSE_UPDATE
SB_MSE_DELETE
SB_MSE_ADD DNS
SB_MSE_ADD DOVAI N

© O Oo0O0o

Rights to edit or view other users account information can be an issue if
sensitive ADVs such as credit card# or social security# are created.
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Associate such ADV's with custom rights (see the section on Accounts
Data Variables (ADVs) for information about how to associate an ADV
with aright). Rights that will allow an administrator to view user data
include:

o SB UD VI EW

o SB UD EDIT

If selling awebsite that uses the SiteBeater System, it is strongly
suggested that the rights to change Rights, Groups, Systems, Servers or
Domains are not given to the buyer. Charge a nominal fee for making
changes related to those requests. Most of the normal day-to-day changes
can be done within each System (Message Board, Image Gallery, News, or
MP3 Catalog), or with minimal rights.
0 Rightsto manage rights:
= SB MR _MODI FY
= SB MR VI EW
0 Rightsto manage Groups.
= SB UG UPDATE
= SB UG _ADDGROUP
= SB_UG CGROUPRI GHTS
= SB UG DELETEGROUP
= SB_UG_ADDACCOUNT
= SB UG _REMOVEACCOUNTS
0 Rightsto manage Domains, Systems and Servers are listed above.

If selling a website that uses the SiteBeater System, it is strongly
suggested that the right to use ASP in Actions (SB_MACT _USE_ASP) is
not given to the buyer.

Complete List of Foundation Rights

Rightsin thislist are given on each website independent of any other website.
This means that when rights to do something are given to an administrator on one
Domain, that administrator does not have that right on any other Domains. For an
administrator to be able to perform the same action on another Domain, she must
also be given the right on the other Domain.

Some rights are based on the user they affect. For example, the right to view users
logins and passwords depends on which Domain is the users Home Domain. The
administrator must have the right to view logins and passwords on the users
Home Domain before they can view that users login and password. So, if the
administrator has rights to view logins and passwords on the current Domain, but
the current Domain is not the users Home Domains, then that administrator will
not be able to see that users login and password. A note is given in the description
(below) of each right that works this way.
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Management of users:
SB_MA CREATE_NEW-thisisthe right to create new accounts. This
allows an administrator to use the SiteBeater administrative pages to
create new accounts. This supercedes the ACCOUNTS_SI GNUP
Configuration Variable. If an administrator has this right, they will be
able to create a new account even if the ACCOUNTS _SI GNUP
Configuration Variable is set as “CLOSED”.

SB_MA_ REVOKE - right to revoke accounts. The administrator must
have this right on the users Home Domain to be able to revoke the
account.

SB_MA UPDATE - right to update account logins and passwords. This
does not include the right to change any ADV information (an
accounts login and password are not ADVs). The administrator must
have this right on the users Home Domain to be able to update the
users login and password.

SB MA REI NSTATE - right to reinstate revoked accounts. The
administrator must have this right on the users Home Domain to be
able to reinstate the user.

SB_MA CHANGE_DQOVAI NS - right to change the SiteBeater
Domains an account can log onto. An account can always log into
their Home Domain.

Management of user data (ADV data— not the ADV's themselves):
SB_UD VI EW-right to view other users data.

= Thisright alows administrators to view users logins and
passwords. If data such as a credit card number is added to
the list of ADVSs, thiswill also be visible.

= The administrator must have this right on the Domain on
which the ADV data originates. Sometimes ADV data does
not originate from the current Domain or the Domain on
which the administrator has this right. See the section
entitled Accounts Data Variables (ADV's) for more
information on “grouping” ADVsto share data between
Domains.

SB UD EDI T —right to edit other users data.
This includes the right to change a users login or password.
= Administrators must have this right on the Domain from
which the data originates. Sometimes ADV data does not
originate from the current Domain or the Domain on which
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the administrator has this right. See the section entitled
Accounts Data Variables (ADV's) for more information on
grouping ADVs.

Management of rights:
SB_MR_MODI FY —rights to modify other usersrights. The
administrator must have this right on the users Home Domain to be
able to change their rights. The administrator must also have the right
they wish to change before they can change it. (They can either have
the right through a Group that they are in, or through their individual
rights.)

SB_MR VI EW-rightsto view other users rights. The administrator
must have this right on the users Home Domain to be able to view
their rights.

Management of ADVSs:
- SB_MADV_ADD - rights to create new ADVs.

SB _MADV_EDI T —rightsto edit ADVs. If an administrator can edit
ADVs, they can aso change the rights assigned to any ADVs. If an
ADV isassigned to aright that they do not have, then they can still
edit that ADV and changeit to aright that they do have. Giving
them the ability to access that ADV.

SB_MADV_DELETE — right to delete ADVs:

Management of Initial Rights:
SB_| R_UPDATE - right to change what rights are Initial Rights.
Administrators must have a right before they can set it as an Initial
Right. The reason for thisis so that an administrator cannot set an
Initial Right that they do not have, and then create themselves an
account to gain the right.

Management of Groups:
SB_UG_UPDATE - right to update Group information and users
Group specific information. Including — on a user-by-user basis:
= the number of days to remain on the account in Rotational
Groups
= whether or not an account ignores global rights changes
Administrators can also change Rotatioral Group settings (see the
Groups section for more information).
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SB UG _ADDGROUP —right to add Rotational or Standard Groups.
=  When creating Groups, the administrator can add randomly
created accounts to them.
= |If an administrator is creating a Standard Group using a
Source Group, she must also have all of the rights that the
Source Group has to be allowed to use it.

SB UG _GROUPRI GHTS —right to update Group rights. An
administrator must have the right before she can modify it in a Group.

SB_ UG _DELETEGROUP —right to delete Groups.

SB_UG_ADDACCOUNT - right to add accounts to Groups. An
administrator must have all rights that the Group has before being
allowed to add any account to it. Thisis so she cannot add an account
she has created to a Group that has rights that she does not already
have.

SB_UG_REMOVEACCOUNTS - right to remove accounts from
Groups.

Management of Actions:
SB_MACT _CREATE_NEW- rightsto create new Actions.

SB MACT_DELETE -rightsto delete Actions.

SB_MACT _UPDATE - rights to update Actions. Be careful when
deciding whom to give delete and update rights. Administrators who
do not have SB_ MACT _USE_ ASP rights cannot edit Actions with the
cCODE_DELI M TER Configuration Variable value in them (if the

cCODE_DELI M TERIsin the Action, it isimplied that ASP isin the
Action aswell).

SB MACT_USE_ASP - rights to use ASP in Actions. Without this
right, the cCODE_DELI M TER valueis stripped out of the Action.
And, an administrator cannot edit any Action with the
cCODE_DELI M TER ConfigurationVariable in it.

Management of Color Schemes:
SB_MC_NEW COLOR-rights to create new colorsin any Color
Scheme.
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SB_MC_REMOVE_COLOR - rights to remove colors from any Color
Scheme.

SB_MC_UPDATE_COLOR - rights to update the name and value of
colors.

SB_MC_NEW SCHEME - rights to create new Color Schemes.

SB_MC DELETE_SCHEME —rights to delete any Color Scheme. This
includes all of the color values within the scheme.

Manage Configuration Variables
SB_MCONF_CREATE_NEW-right to create new Configuration
Variables. If auser has this right, they can view al of the
Configuration Variables including any variables containing passwords
or other sensitive data.

SB_MCONF_DELETE —right to delete any Configuration Variable.
Users with this right can also see all of the Configuration Variables,
including those containing sensitive data.

SB_MCONF_UPDATE - right to change any Configuration Variable.

SB_MCONG_EDI T_RI GHTS —right to change Configuration
Variable accessrights.

Management of SiteBeater Domains:

SB_MD_CREATE_NEW-right to create new SiteBeater Domains. If a
website is sold, the seller might be tempted to give the new site owner
all rights. If the new owner has this right, they might be tempted to
create new SiteBeater Domains.
= For an administrator to create a new Domain across server
boundaries, TqcRunas must be installed and NT
Authentication must be applied to the website from which
the administrator is creating the new website (see the
sections on SiteBeater Domains and Multiple Servers for
more information).

SB_NMD_DELETE —right to delete SiteBeater Domains. Be careful
about this one too. Angry employees or customers can tear websites
down in minutes.
= An administrator may delete Domains on multiple servers
if TqcRunasisinstalled and NT Authentication is applied
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to the website from which they are trying to delete the
Domain (see the sections on SiteBeater Domains and
Multiple Servers for more information).

SB_MD_UPDATE - right to change the name and domain name of
SiteBeater Domains.

SB_NMD_MODI FY_DOVAI N - right to change the grouping of
SiteBeater Domains. The grouping of Domains determines which
Domains a new account will be able to log onto (see the section on
SiteBeater Domains).

Management of Text Schemes:

SB_MI_NEW CONST - right to add new text constants in Text
Schemes.

SB_MI_REMOVE_CONST - right to remove text constants from Text
Schemes.

SB_MI'_UPDATE_CONST - right to update the name and value of text
constants within Text Schemes.

SB_MI_NEW SCHEME — right to create new Text Schemes.

SB_MI'_DELETE_SCHEME —right to delete Text Schemes. This also
deletes al text constants within the scheme being deleted.

Management of Systems:
- SB_MS_CREATE_NEW-right to create new Systems.

SB M5 _DELETE —right to delete Systems. If a System is deleted
erroneoudly, it could destroy all websites using SiteBeater (see the
section on Systems for more information)!

SB_MS_UPDATE - right to update Systems. If a System is updated
erroneoudly, it could destroy all sites using SiteBeater (see the section
on Systems for more information)!

Management of Mailing Lists:
SB_M__SEND - right to send emails to users viamailing lists. Be
careful who has this right because whoever has this right can possibly
send out spam emails.
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SB_M._CREATE —right to create new mailing lists.
SB_M__EDI T —right to edit existing mailing lists.
SB_M__ADD - right to add users to mailing lists.

SB_M__REMOVE - right to remove users from mailing lists.

Management of Logs:
SB LOG VI EW 1 —right to view log data from the Accounts System.

SB LOG VI EW 8 —right to view log data from the Domains System.

SB LOG DELETE_1 —right to delete data from the Accounts System
logs.

SB LOG DELETE_8 —right to delete data from the Domains System
logs.

Rights associated with Configuration Variables:
- SB_MC_CHANGE_EMAI L_METHOD - rights to change the email
method (see the EMAI L_TYPE Configuration Variable).

SB_CONF_EDI T_LI VE_DB —right to edit the live servers DB
information. Thisinformation is stored in these three Configuration
Variables onthe LIVE server type (see the section on Configuration
Variables for more information about Configuration Variable server
types):

0 SB _ACCOUNTS _LOG N

0 SB_ACCOUNTS_PASSWCORD

0 SB ACCOUNTS SERVER

SB_CONF_VI EW LI VE DB —right to view the live servers DB
constants information. This information is stored in these three
Configuration Variables on the LIVE server type (see the section on
Configuration Variables for more information about Configuration
Variable server types):

0 SB _ACCOUNTS_LOG N

0 SB_ACCOUNTS_PASSWORD

0 SB_ACCOUNTS_SERVER
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SB_CONF_EDI T_cCODE_DELI M TER -right to change the
cCODE_DELI M TER Configuration Variable.

SB_CONF_VI EW cCODE_DELI M TER-right to view the
cCODE_DELI M TER Configuration Variable.

SB_CONF_CHANGE_ACCOUNTS_COLORS - right to change the
ACCOUNTS_COLCORS Accounts System color Configuration Variable.

SB_CONF_VI EW ACCOUNTS_COLORS —right to view the
ACCOUNTS_COLORS Accounts System color Configuration Variable.

SB_CONF_CHANGE DOMAI NS _COLORS —right to change the
DOMAI NS COLORS Domains System color Configuration Variable.

SB_CONF_VI EW DOVAI NS_COLORS —right to view the
DOVAI NS_CCOLORS Domains System color Configuration Variable.

SB_CONF_CHANGE_ACCOUNTS_TEXT —rights to change the
ACCOUNTS_TEXT Accounts System text Configuration Variable.

SB_CONF_VI EW ACCOUNTS_TEXT —rightsto view the
ACCOUNTS_TEXT Accounts System text Configuration Variable.

SB_CONF_CHANGE DQOVAI NS TEXT - rightsto change the
DOVAI NS_TEXT Domains System text Configuration Variable.

SB_CONF_VI EW DOVAI NS_TEXT —rightsto view the
DOMAI NS_TEXT Domains System text Configuration Variable.
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5

Account Data Variables (ADVSs)

Summary: ADVs hold user information. Manage and program with
ADVs to maximize your customer service and user
interaction.

Audience: Administrator, Maregers, Developers

Before You Begin:  Decide what information to gather from users. Ask
marketing what they will need to do their research.

TopicsInclude: Creating Custom ADVs
ADV Grouping
ADV ldess
Programming With ADV's

See Also: Users section.

Account Data Variables (ADVs) hold information about users. They can hold any
text-based information such as names or addresses. An administrator can create as
many ADVs as she likes to profile website visitors.

For example, you can create ADV's to hold information about users favorite
products to buy on your website, or their favorite vendor or brand. This can help
you decide what products to add to your online store. Basic profiling like this help
your site visitors fedl like you care, and at the same time, you gather important
information.

To manage ADVsgo to:

any SiteBeater enabled website on which you have rights to manage
ADVs

go to the WS _Content directory
click on the Accounts link in the top navigation
click on the Manage ADV s link in the navigation beneath that

ADVs are visible to administrators with ADV rights to:

JackKnife 32-144



33 Confidential

create (SB_MADV_ADD)
delete (SB_MADV_DELETE)
update (SB_MADV_EDI T).

Additional rights are needed to edit the data contained in existing users ADVs:
edit user data ( SB_UD _EDI T)
view user data( SB_UD VI EW

SiteBeater ADVs
The SiteBeater Foundation comes with many built-in ADV's. Those ADVs all
have the prefix of “SB_".

SpeC|aI SiteBeater ADV s include:
SB_Nuniogi ns —tdliesthe number of times a user has logged into a
Domain. Do not Group this ADV with other ADV's from different
Domains. This ADV is hidden from users. Administrators may change the
value of thisADV at any time.

SB | PAddr ess — stores the last IP address of each user. As with the
number of logins ASV, do not group this with ADV's of different
Domains.

Creating Custom ADVs
To create anew ADV:
go to any SiteBeater website
go to the Accounts section
then the Manage ADV s page
click on the “New” link at the top to go to the creation page.
Fill out the information required for each ADV:

o Giveyour new ADV aname. Names are unique to each SiteBeater
Domain. The ADV name is used when programming ADVs. The
ACCNT_W i t eADV() and ACCNT_Ret ur nADV() AM
functions both require the ADV name as a parameter.

0 Enter adescription. This description iswhat is usually displayed
on the webpage next to the ADV form field. For example, an ADV
may have the name of ADV_CCNane and the description of:
“Name on credit card”.

0 Choose to make it required and/or visible.

= |f ADV isrequired, then by default, it isalso visible.

= Vighility of an ADV isdifferent from “Visible” and
“Hidden” on the user dataform. Visibility of an ADV
means that it is dynamically displayed on the user data
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form (the “ Preferences’ page) when all other criteriaare
met (rights and system).

= Hidden ADVs are used when administrators might want
some data hidden from the users — such as the users IP
address or last date they visited the site.

0 Choose to make it atext field or notes field.

» Thetext field holds less than 250 characters.

= The notes field holds nearly an unlimited amount of text
data

= Switching between the two will blank the original field. For
example, if an ADV was atext field and it is changed to a
notes field, the next time the user edits that data (or
sometimes even a form with that data on it), the text data
will be erased. If the ADV is switched back to atext field
before the user ever edits it again, the original data will
remain. In other words, the data is changed upon editing (if
an administrator changes an ADV by mistake, they can
quickly change it back and possibly avoid loosing any
data).

0 Optionally associate the ADV with a System.

= Associating ADVswith a System provides a method of
categorizing ADVSs.

= Some ADVsdon't make sense in some Systems. For
example, the SiteBeater M essage Board comes with several
ADVsthat do not show up on the users Preferences page.
The Message Board ADV's only make sense in the message
board. Things like board sort order or message signature
only apply within the context of the message board.

ADV Grouping
ADV data can be shared across SiteBeater Domains. ADVs that share data across
Domains must be added to an ADV Group. ADV Groups consist of a
single ADV from one Domain grouped with asingle ADV from one or
more other Domains.
Each group can only have one ADV from adomaininit a atime.

Data is bridged across domains through grouped ADVs. For example, an

administrator may group the SB_Fi r st Narme ADV from domainl and domain2.
Users who can log onto both domains can enter their first name on domainl and
see it on domain2 without having to ever enter it on domain2.

ADV Groups can cause problems. Here are three example situations that can
occur and possible solutions:
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If an administrator adds an ADV to a group, users may suddenly see data
on websites they did not enter that data on. For example, the administrator
has given a user rights to log onto domainl and domain2. That user enters
their first name on domainl but not on domain2. Then the administrator
groups SB_Fi r st Nanme from domainl and domain2. If the user goes to
domain2, they will suddenly see their first name on that domain —even
though they never entered there!
Solution: Unless properly informed, users may worry that the sites are
not secure, or that they are sharing data that they didn’t authorize to be
shared. Make sure it is plainly clear to users that datais shared across
several Domains. A good marketing method is to tout this feature as
one of the benefits of your website.

This time, the administrator removes an ADV from the group. For
example, the administrator has aready grouped SB_Fi r st Nanme on
domainl and domain2. The user enters their name into domainl and sees
it on domain2. If the user never changes their name on domain2, the
system will aways use the data from domainl. Later on, the administrator
decidesto take SB_Fi r st Nane from domain2 out of the ADV group.
Now, when the user goes to domain2, their first name has suddenly
di sappeared'
Solution: Asin the first example, users may worry about site integrity.
It may appear that domain2 has lost data. Make sure the users
understand that the websites are sharing data. Also, try and plan ahead
S0 you never have to remove an ADV from a group. Make a general
announcement using Mailing Liststo let all of your users know that a
change is about to occur and the nature of the change.

Choosing which ADV data to use. Finaly, if a user adds their first nameto
both domainl and domain2, they will have two sets of data. They could
have entered “Fred” on domainl and “Fred Jr.” on domain2. What
happens if the administrator then adds the SB_Fi r st Name ADV from
domain3 to the group? The system will check the data from domainl and
domain2 and populate domain3 with the version of data that was changed
last. Lets say the newest datais “Fred Jr.” from domain2. Domain3 will
then reference (it is not copied over) “Fred Jr.” from domain2 until the
user changes their first name on Domain3 or, the first name ADV from
Domain3 is removed from the group.

Consider adding strategic marketing text on the website to let users know that
their information is shared across several websites, the benefits of shared data,
and that they can use their account on several websites.

To change ADV Grouping:

go to the Manage ADV's screen
click the Modify Grouping button.
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This page lists all existing ADV Groups.
Beneath the group listing, the administrator may choose an ADV to
add to a Group.

ADV Ideas
Any user information can be stored in ADVs. There are an infinite number of
systems that use ADV s can be created, and ADV s that store answers to questions
that can be asked users. Ideas include:
Create severa online stores on different SiteBeater Domains. Use ADV
information as an “Internet Wallet” and website-spanning shopping cart.
The users would add items from one store to their cart, then go to another
store and add items to their cart from that store. Because all the stores are
using the SiteBeater System, the users information is website independent
and can be used on any store. Then, they can checkout from any of the
stores.
Allow users to choose the Text Scheme (language) and Color Scheme of
the website and save it in their preferences.
Add website specific information. With a site about sports cars, let users
add information about their car. Or with a website about gardening, let
users enter information about the plants they grow. Or let them keep alist
of favorites.
Keep statistical information of users with hidden ADV s that the websites
code populates and updates. Save information like last date the user
logged in, or number of visits, or pages visited.
Ask users what they like and display banner-ads based on their likes.
Use Crysta Reportsa or other software to create reports of the data stored
in ADVs.

Programming With ADVs

There are three API functions that deal with ADVs:
ACCNT_W it eADV() writesdatato an ADV
ACCNT_Ret ur nADV( ) returns ADV data
ACCNT_ReturnVisibility() lesdeveopersknow if the user wants
to hide from genera display the ADV data.

Users can set ADV information as “Visible” or “Hidden”. For example: users
may want to display their email address with their messages on the Message
Board. Use ACCNT_ReturnVi si bility() todeemineif the user wantsit
shown (it returns “PUBLIC” if they want it shown). Use

ACCNT_Ret ur nADV( ) to get the email address data from the ADV and add it
to HTML to create a MailTo link. If the user does not want it displayed, change
your HTML so that it does not have aMailTo link.
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Usmg ACCNT_Ret ur nADV() :
When developing custom systems, or using ADVsin Actions, the
ACCNT_Ret ur nADV() API function will only return the ADV data if
the current user is the owner of the ADV, or if the ADV has been set as
Visble by the owner of the ADV.

Sometimes you need to read the ADV data even if it is hidden to the
general public. One example of thisis when a user sends an email to the
administrator in the Message Board using the “aert administrator of a
offensive post” feature. What happens if the administrator sets their emall
address as a hidden ADV? If we cannot get the administrators email
address, the alert email goes nowhere or returns an error! Even though the
administrator is not the user logged in, we still need their email address to
send the mail. Use the “OVERRIDE” keyword in the

ACCNT_Ret ur nADV() function in place of the sVi ewLv| parameter
to have it return the value of the ADV even though that ADV is supposed
to be hidden.

Don't forget to include the Syst emJnq (the System’s ID number) of the
ADV you wish to get the data from. If the ADV is associated with the
Image Gallery System, you cannot ask for it using the Message Board
Syst enng. To find the SystemUna:

0 make sure you have rights to view System data
(SB_Ms_DELETE, SB_MS_UPDATE)
go to any SiteBeater enabled website
go to the WS_Content directory
click the Domains link in the top navigation
click the Systems link in the next level of navigation
the Syst emnq islisted to the Ieft of the System in the “ System
ID” column.

O OO0 0O

If the ADV's type is short text (or Var Char ), you must specify in the
parameters that you need the short text returned. If the ADVstypeislong
text, then you need to specify in the parameters that you want long text
retur ned. If you ask for the wrong type, you will either get nothing back,
or the wrong data.

Make sure that those who are using the API functions communicate with
those who are creating and editing the ADV s so that no changes to either
the ADV System or ADV Type happen without the developers also
changing their function calls.

See the API for more information about the functions used to read and write
ADVs. The APl dso lists al of the possible parameter values.
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Note: if an ADV isnot in an ADV Group, the G oupUnq for it in the
AccountMap table, SB_Accounts database, will be a 0. Developers should check
for thisin code that requires information about ADV grouping or when trying to
return ADV data without using the API functions. This should only be a concern
if developers plan on querying the database by hand. Developers must remember
to get the correct ADV data from the Group that the ADV isin and the Domain
the user is currently on. This sort of query is very advanced and we suggest you
use the API functions instead. If the ADV isnot in agroup (the G oupUnqg is0),
then developers do not need to worry about ADV Grouping.
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Initial Rights
Summary: Initial Rights give new members the power to do specific
things.
Audience: Administrator, Managers

Before You Begin:  Decide what rights new members should have.
TopicsInclude: Scenarios

See Also: Users, Rights

It is often useful to give new users alimited set of rights to begin with. Set rights
on the Initial Rights pages to what new users should have for the Domain. All
new accounts will then be given these rights.

Administrators must have the right to be able to set it as an Initial Right.

To manage Initial Rights go to:
any SiteBesater enabled website on which you have rights to manage Initial
Rights:
0 SB | R_UPDATE — update Initia Rights (you must have the right
to be able to change it)
go to the WS_Content directory
click the Accounts link in the top navigation
click the Initia Rights link in the navigation beneath that

Scenarios
If awebsite has a pay-to-join setup where users can download MP3s, set
the Initial Rights to allow all members the right to download (or listen to)
MP3s.
Do the same sort of thing for an online Image Gallery — give all new
members the right to create new galleries.
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Give administrative rights to al new members on a site closed to the
public.
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Summary:
Audience:

Before You Begin:

TopicsInclude:

See Also:

Groups are a powerful tool to manage account rights.
Administrator, Managers, Developers

Decide what Groups are needed, who will go in each
Group, and what rights to give the users in each Group.

Standard Groups
Rotational Groups
Programming With Groups
Uses for Groups

Pitfals

Random Account Creation

Rights, Users

SiteBeater Groups combine user accounts and the rights assigned to those
accounts. Many times different accounts have the same rights. Rather than change
rights on an account-by-account basis, a Groups rights may be changed, all
accounts within the Group will be affected. There are two types of Groups:

Standard and Rotational .

Manage Groups by going to:
any SiteBeater enabled website on which you have rights to manage

Groups:

0 SB_UG UPDATE - change existing Group settings

0 SB_ UG _ADDGROUP — create new Groups (you must have al the
rights of a Source Group if you are using one)

0 SB UG _GROUPRI GHTS - change Group rights (you must also
have the right to be able to change it)

0 SB UG DELETEGROUP — delete existing Groups

0 SB_UG_ADDACCOUNT — add accounts to Groups (you must have
all rights within the Group you are adding the account to)

JackKnife 41-144




Confidential

o0 SB UG REMOVEACCOUNTS - rightsto remove accounts from
Groups
go to the WS_Content directory
click on the Accounts link in the top navigation
click on the Groups link in the top navigation beneath that

Standard Groups
Within Standard Groups, changing the rights of the Group changes the rights of
all accounts within it.
Users can be in multiple Standard Groups at the same time.
A user in several Standard Groups will gain al rights for all the Groups
they arein.
Users can also be in Standard Groups on different SiteBeater Domains.
When this happens, they gain rights on all the SiteBeater Domainsin
which they are Group members.

Rights of each individual within Standard Groups can still be changed. Only
giving such auser additional rights will have an effect. Revoking individual
member rights will not prevent the user from having the rights because of the
Groups they arein.

There are two ways to completely revoke individuals' rights when the user
receives the rights from a Group:
the administrator must remove the user from that Group giving them the
rights
or revoke the rights from the Group

The SiteBeater Foundation comes with the “ SiteBeater Owners’ Standard Group.
This Group has all rights. When any additional SiteBeater Systems (Message
Board, Image Gallery, etc) are installed, this Group is given all rights for the new
System. The first account created when installing the Foundation is automatically
added to this Group.

When a Standard Group is deleted, it leaves al the accounts within it intact in the
system, but those accounts loose all rights associated with the Group del eted.

Rotational Groups

Sometimes, it is advantageous to have the ability to change accessibility on a
scheduled basis. A Rotational Group allows administrators to create accounts that
are active for aset number of days.

These Groups contain accounts that are only active for afew days at atime.
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Administrator may set the specific number of days for each account, or
for the Group as awhole.

Administrators may have the system randomly generate accounts when
the Group isfirst created, or create new accounts later on. No
previousy existing accounts can be added to this type of Group
(because of the treatment of the account within the Group — see the
paragraph below explaining what happens to accounts within
Rotational Groups).

Group rights may be set.

Individual accounts rights may be set.

Accounts may only bein one Group a atimeif they arein a
Rotational Group.

Administrators may specify how many times to “rotate” through the
Group. Or, the Group can rotate forever. Rotation means restarting
again with the first account once the last account has expired.

Rotational Groups were created with the assumption that they would protect
certain parts or functions of a website. Users would be given access to these parts
for alimited amount of time. For example, company A sells web services. They
want to give potential customers the ability to test their service for aday. The
company would then create a Rotational Group that changes login and password
each day. This Group has 365 accounts in it. Then when a customer requests a
demo, the company representative gives them the login for that day. The customer
then only has rights to view the website for one day. The Group does not “rotate”
for awhole year.

Rotational Groups contain a slightly different type of account. Technically
speaking, the accounts within Rotational Groups are the standard accounts.
SiteBeater simply handles them differently. For example, the System does not
allow users logged in with anaccount in a Rotational Group to edit account
preferences. (Y ou can customize the System and allow users to change
preferences. But, it may be odd to have an account — complete with email,
address, etc. — become disabled after three days, only to be re-enabled again after
six months.)

Deleting a Rotational Group deletes al accounts within it. It does not smply
remove them from the Group. Thisisthe only time any account within the system
can be deleted.

Groups & Rights

Rights affect Groups in ways thet may not be initially clear. Administrators
cannot give rights that they themselves do not have. It isfairly obvious, then, that
administrators cannot give a Group rights that they do not have. Not so obviousis
the fact that administrators may not create new Groups using Source Groups that
have rights that they (the administrator) do not have. The reason is that an
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administrator could create a new Group and randomly generate an account in the
new Group. The administrator would know the new accounts login and password,
and then be able to log in as that user with their new Group rights.

Also, administrators cannot add users to Groups that have rights that they do not
have. As with the previous example, an administrator could create a new account
in a Group that has rights that they do not have. Once the account has been added
to the Group, the administrator could log in as that user to gain those additional
rights.

Programming With Groups

With the SiteBeater API, developers can create custom rights (see the section on
Rights). Rotational Groups and Standard Groups could be given those custom
rights. Then developers could set areas or functions on the website as accessible
only to users in those Groups.

Remember, the functions dealing with rights in the SiteBeater API are al Group
compatible.

Uses for Groups

- Example 1: There are three password protected areas on the website. One
area for potential merchants, another for potentia retailers, and a third for
potential investors. All three types of people come and go over time. Some
way is needed to give al these people access to their respective areas for a
limited time. Think of the difficulties of having to worry about — say: 4
retailers on Monday, 8 merchants Tuesday, and 3 investors Wednesday.
What a pain to track when each of their accounts expires. Plus, all those
accounts will expire and clutter the system. Use Rotational Groups to
solve this problem. Create three Rotational Groups — one for each type of
person — retailer, merchant, and investor. Then, give each Group their own
custom right to access their particular areas on the website. When anyone
from any of the three groups of people call, give them today’ s login and
password for their group.

Example 2: Developers use SiteBeater to program a high security
website. Create a custom right and use the SiteBeater API to apply it to all
the web pages. Then, create a Rotational Group and add the custom right
to it. The login and password will change constantly and prevent the
password from leaking.

Example 3: Using the same scenario above, the company might have a

high turnover rate. With the account to access the site constantly changing,
past employees are prevented from knowing the login and password. And
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the administrator won't be required to remember to change all the
passwords.

Example 4: Standard Groups are great for their ability to help manage
many different types of administrators or managers. For example, one
Group can only change Actions, another can only change text in Text
Schemes (call that the Trandator Group), another can only add new
SiteBeater Domains (maybe a Purchasing Group), etc.

Example 5: A company has a pay-for-download website that sells four
levels of membership subscriptions. The Image Gallery has four different
rights thet users must have to download each of the four Alternate View
images associated with images in the gallery. The company could make
four Groups. The first Group would have the right to view the first
Alternate View image. The second Group would have the rights to view
the first and second Alternate View image, and so on.

Since administrators may also associate Configuration Variables with
Groups, the company could also set a download limit for each Group. The
administrator would simple need to create a copy of the

| MAGEGALLERY I NI TI AL_ NUMDOWNL OADS Configuration Variable
for each of the four Groups. Then members of the first Group could
download 10 images each day, the second Group 20, and so on.

S

Administrators who have rights to add users to Groups are, by defaullt,
given rights to create new accounts. The only way to add new usersto
Rotational Groups is by creating them. The form for adding new users
creates these accounts automatically before adding them to the Group.

Accounts in Rotational Groups will time-out. If users question why the
account they were using does not work anymore, be ready to explain that
it timed out after X days.

Accounts in Rotational Groups do not generally have ADVs. Thereis
usually no user explicitly associated with the accountsin Rotational
Groups. However, linking those who login with accounts in Rotational
Groups to the user data edit page (the Preferences page) is possible. It is
just not recommended. Remember too that there is no way to move ADV
data from one account to another.

ADV information will be stored with accounts within Rotational Groups
from the various Systems. For example, the hard disk space limit of the
Image Gallery will be stored as an ADV for accounts within Rotational
Groups just like any other account.
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It is possible to add users to Groups when the users do not have access to
log into the Domain of the Group (see the section on Users for more
information about controlling which Domains a user may log onto). The
reason is that when a new Domainis created, it copies all Groups and
users who are in those Groups — even if those users do not have access to
log into that new domain — to the new Domain. Administrators can give
them access to log onto the new Domain, or remove them from the new
Domains Group later on. Be careful who is added to the Groups — make
sure they have access to log into the Domain.

Random Account Creation

Accounts can be generated when creating a new Standard or Rotational Group.
These accounts will have al the rights from the Initial Rights (see the section on
Initial Rights) for the Domain, and will be able to log onto all the SiteBeater
Domains in the Domain Group (see the section on SiteBeater Domains).

The logins and passwords of these accounts are generated randomly from a source
fileinthe\ W5_Cont ent \ Account s\ Gr oups directory called: Wor ds. t xt .
This file has 100,000 English words in it, one on each line. The algorithm used to
gather logins and passwords expects 100,000 entries to be in that file. If thereis
less, it has a chance of returning an error, if there are more, the ones past 100,000
will be ignored. Some of the words may not be appropriate for every
situation. If any of the words are changed or removed, please remember to keep
the number of entries at 100,000.
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Mailing Lists
Summary: Send emails in bulk to SiteBeater accounts with mailing
lists.
Audience: Administrator

See Also:

Before You Begin:  Make sure SiteBeater is able to send emails.

TopicsInclude:

Configuring ASPMail, ASPQMail & CDONTS

SiteBeater Mailing Lists allow an administrator to send out bulk emailsto usersin
the SiteBeater Accounts database. An administrator may create as many lists as
she likes. Each list can contain an unlimited number of accounts, and each
account can be in an unlimited number of mailing lists.

Manage Mailing Lists by going to:
any SiteBeater enabled website on which you have rights to manage
Mailing Lists:

a
b.
C.

d.

e

f.
gotot

SB_M._CREATE to create new lists

SB_M._EDI T to edit existing lists

SB M._DELETE to delete lists and remove al accounts from the
list

SB _M._ADD to add userstolists.

SB_M._REMOVE to remove users from lists.

SB_M._SEND to send emails to the users on any list.

he WS_Content directory

click on the Accounts link in the top navigation
click on the Mailings link in the navigation beneath that
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Sending Emails

When sending emails through a mailing list, make sure that your email routing
server alows for multiple emails to go through it from the domain from where
you are sending the emails. Often times the email server will either completely
disalow emails from the domain, or only allow one at atime (one from each page
hit). Remember that the email routing server is set in the EMAI L REMOTEHOST
Configuration Variable. There are three versions of this variable on ALPHA,
BETA, and LIVE servers.

Emails may be sent as HTML or plain text. The administrator has the option of
sending atest email to herself. Thisis afeature that should be taken advantage of
to make sure the email looks like it isintended to. The test emails are sent to the
administrators email address — make sure one is entered (in the Preferences page).

The emails will be sent to each user using the accounts first and last names as
entered in their Preferences page. It will also use the email address from the
Preferences page. The Mailing List uses the “OVERRI DE” statement in the
ACCNT_Ret ur nADV() function to force it to return this information in the
event that the user set this data as “PRI VATE”.

To prevent the web page that sends the emails from “timing out”, the page will
only send 50 emails at atime. It will then pause for five seconds before sending
another batch of 50. It will continue like this until all of the emails have been sent.
Do not close the browse window until the page displays the Success message.

After an email is sent viaamailing list, the email data is logged. The Subject,
From Name, From Email, and Body, are all stored in separate log entries. Only
one copy of the email is saved in the logs.

Users may “opt-out” of each list on the website from their Preferences page. Only
lists that they have been added to appear on their Preferences page.
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Summary:

Audience:

See Also:

Create and manage polls so your users can vote on
guestions you ask.

Administrator

Before You Begin:

TopicsInclude: Managing Polls

Managing Answers
The Poll Action
Other Poll Pages

Actions, Creating WebPages & Custom Systems

SiteBeater Polls alow administrators to let their site visitors submit feedback. Not
only do the polls allow users to answer the questions, but users can also post their
thoughts as comments regarding the poll if the Message Board System is

installed.

Note: The polls use the Message Board System files. Make sure the
/WS_Content/MsgBoard/Includes/ directory exists before trying to display a poll
(this directory and the files within it should have been included with the
Foundation files or the Message Board files if you purchased that System).

Manage Polls by going to:
any SiteBeater enabled website on which you have rights to manage Polls:

a

@0 o0

SB _P_CREATE to create new polls.

SB P_EDI T to edit existing polls.

SB P_DELETE to delete polls.

SB_P_ADDANSVERS to add new possible answersto polls.
SB_P_DELANSWERS to remove possible answers from polls.
SB_P_EDI TANSVEERS to modify the possible answersin a poll.
SB _P_RESET to reset the tally of the number answered for each
guestion
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go to the WS_Content directory
click on the Accounts link in the top navigation
click on the Polls link in the navigation beneath that

Managing Polls

For an administrator to create a new poll, he need to first create the question.

Create questions by:
Choose an optional Message Board Conference and Thread (this option
only appears if the Message Board System is installed). Y ou can find both
numbers in the Querystring when you go to the thread in your browser.
Thei Conf Unq isthe Conference number, and thei Thr eadUnq isthe
thread number. Y ou must create the conference and thread
befor ehand.

If desired, check the checkbox to allow nonmembers (users not logged) to
answer (or even see) the poll.

Select a start and end date. The poll will not show up if the current server
date/time is outside of the date/times you choose here. Also, if when you
add the poll code to your page (see the section on The Poll Action below),
you don't declare and thei Quest i onUnq global variable, the system
will choose polls to display from those that are active based on start and
end date.

Managing Answers

Once apoll has been added, you can return to the main poll page and add answers

by cllcklng the "Edit" link next to the poll you wish to add answers to.
Clicking the "Edit" link next to the poll will take you to the poll editing
screen. At the top (if you have rights) will be alink to "Edit Answers".
Click this.

From the Poll Answers page, you can add as many answers to the poll
guestion as you like. Remember that these answers must fit in the narrow
poll box.

Add an answer.

Once you've added answers, you can reorder them by clicking the up and
down arrows next to them in the "Order" column.

You may aso delete them.
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If you have SB_P_RESET rights, you will also see a"Reset" link.
Clicking this will reset the number of times this answer has been chosen to
0.

Y ou can come to this screen at any time to view the number of times each
answer has been chosen, or edit the answer text.

The Poll Action
The Poll Action iswhat displays the small poll table with the questionsin it.

Developers can customize the SB__POLL Action to change the actual poll box that
is displayed for the end users. A good way to edit this Action isto copy al the
code into atest.asp file, and replace the %PW% with opening and closing ASP
tags (the <% and %> tags). Then you can go to (you website)
www.mysite.com/test.asp to see how your changes are coming along. When you
are finished, replace the <% and %> tags with the %PW% tag again.

REMEMBER that in Actions, you cannot break up code blocks into separate
%PW% blocks. (For example, if you have an if/then statement, you cannot have
the"If (1=2) Then" in one %PW% block, and the "End If" in another %PW%
block, both must be in the same %PW% block. Thisis why the whole SB_POLL
Action iswithin asingle big %PW% block and al HTML is output via
Response.Write statements.)

Adding Pallsto The Website

The Poll requires that you code the SB_POLL Action into whichever page you
would like it to appear. The /WS_Content/Public/Polls/Default.asp page illustrates
a simple example of how to do this. You can cal the Call
DISP_Action("SB_POLL") subroutine at any position in your HTML by opening
an ASP block and calling it. This allows you to position the poll box anywhere on
the page.

Follow these steps to code the SB_POLL Action into your page:
Include the /WS _Content/Includes/i_Includes.asp file in your page. Y ou

can use this code at the top of the page before any ASP: <! - - #I NCLUDE
VI RTUAL="/W5_Cont ent/ I ncl udes/i _I ncl udes. asp"-->

If you want to specify which Poll to display, you must declare globally the
i Questi onUng variable (within ASP delimiters): Di m

i Quest i onUng. Otherwise, the first Poll for the current date that the
user has not already taken will be displayed.

Enter al the code (HTML, ASP, JavaScript, etc.) that you need before the
poll.
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If you are specifying which Poll to display, set thei Quest i onUnq
variable to the ID number of the poll you wish to display:

i QuestionUng = 11 You can find the Poll ID number on the main
poll administrative screen to the left of the polls question in the "ID"
column.

Call the function to display the SB_POLL Action: Cal |
DI SP_Action("SB_POLL")

Enter any additional code (HTML, ASP, JavaScript, etc.) that you need
after the poll.

Other Poll Pages

Poll Configuration Variables
SB_PUBLI C_POLL_TABLEW DTH —default: 671 — This is the width of
the Poll Results and Past Polls pages.

PUBLIC_COLORS — default: 3 (Aqua) — Thisisthe Color Scheme of the
Public System - the Poll pages are in this System.

PUBLIC_TEXT —default: 1 (English) — This is the Text Scheme of the
Public System - the Poll pages arein this System.

Public Poll Pages Actions
The pages that display poll results and past polls both use the same opening and
closing Actions. Y ou can customize them to match your own opening and closing
HTML and ASP code:
Go to the /WS_Content/ directory, Domains System, and Actions page to
edit these Actions. Change the System drop-down list to the "For publicly
viewable pages in SiteBeater" System (System #5).

0 Changethe SB_PUBLIC_OPEN Action to change the opening
code.

o Changethe SB_PUBLIC_CLOSE Action to change the closing
code.

o Changethe SB_PUBLIC_CSS Action to change the StyleSheet
code - if you change the StyleSheets you may have to also change
the SB_PUBLIC_OPEN and SB_PUBLIC_CLOSE Actionsto
match your new style variables.

Poll Cookies
Users can only vote for a poll once until they close their browser. Once they close
their browser, they can re-vote for the poll.

If auser has dready voted for a poll, the system will display the next poll (based
on poll id number) whose start and end date encompass the current date/time.
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If you would like the cookie to expire at alater date (not expire when they close
their browser), you can edit the /WS_Content/Public/Polls/Results.asp page and
uncomment the line: Response. Cooki es("POLL" & i Donmi nNane) . Expires =
CDat e( Dat eAdd("d", 365, Now) online 76 and changing the 365 to the
number of days you would like the cookie to last.
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Domains

The SiteBeater Foundation
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Actions
Summary: Use Actions to build websites and functionality.
Audience: Administrator, Devel oper

Before You Begin:  Design each website.

TopicsInclude: Benefits of Actions
Using Actions
Coding Actions
Colors & Text
Coding Actions Into Pages
Action Ideas

See Also: Creating Custom Systems, SiteBeater AP

The pupose of SiteBeater isto create websites; Actions could be considered the
bricks and mortar holding these websites together. Sometimes Actions are
referred to as “macros’. They can be called from your ASP code, or from other
Actions. They can contain any HTML, text, JavaScript, Java cals, Flash calls, or
even ASP. You can aso use Text and Color Scheme data within Actions to make
your website multilingual and multi-themed.

Benefits of Actions

When the code in an Action is changed, the change appears in al places the
Action is caled from. Thisis great when things like navigation are the same
across many pages. Make the change in the Action, and the change is reflected
throughout your website.

Another benefit is that the Actions are in aweb-based interface. If a bug is found
on awebsite at two in the morning, the developer does not have to drive to the
office to fix it. She can just hop online and make her changes.

Security is an additional benefit. Many companies either have their web pages on
anetwork, or at a hosting service, or both. Employees can mistakenly delete files,
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and hackers can sneak in to delete or change your files. Files are also more
susceptible to virus attack (such as Code Red). With the data in a database in the
form of Actions, there is less chance of virus attack or hacking. Also, hackers
must break through Microsoft’s MSSQL login and password system to break into
the database to change the data.

Using Actions
Developers can create, view, delete, and modify Actions by:
going to any SiteBeater enabled website on which you have rights to
manage Actions
0 SB_MACT_CREATE_NEWHto create new Actions
o0 SB_MACT_UPDATE to edit existing Actions
o SB_MACT_DELETE to remove Actions
0 SB_MACT_USE_ASP to use ASPin Actions and to be alowed to
edit Actions with ASP in them. Actions are determined to contain
ASP if they have the vadue of the cCODE_DELI M TER
Configuration Variable within the Actions text.
click on the Domains link in the top navigation
click on the Actions link in the navigation beneath that
from here, choose the Domain from which to administer Actions
also choose the System from which to administer Actions

SiteBeater alows the use of either a plain text editor, or the Edit-On Pro

WY SIWY G editor. To use the WY SIWY G editor:
Make sure the editor isinstalled according to the editors documentation.
Set the USE_EDI T- ON Configuration Variableto “YES’
The WY SIWY G editor is best suited for Actions consisting of purely
browser-based technologies like HTML and JavaScript. ASP displays
poorly in the editor.
The editor is best when the Action has completely self-contained HTML.
An Action that is not self-contained would be an Action that opens an
HTML table, but relies on a second Action to close it.

A basic websites scenario uses Actions to open and close web pages, and display
navigation. For example, the SiteBeater administrative pages use an Action to
open each page, and one to close each page. The Action that opens each page
calls another Action to output the CSS StyleSheet code for the page.

SiteBeater Actions are broken up into various Systems. We suggest creating a
new System specifically for custom Actions. Y our website may have several
opening and closing Actions. Create these in the new System to keep things
organized.
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Coding Actions

Once an Action has been created, it needs to have code or text added to it. An
Action can contain any text, including HTML, JavaScript, Flash or Java calls and
ASP. Text and HTML in an Action isjust displayed. ASP within an Action is
actually parsed and run. For a developer to add ASP to an Action, they must know
the cCODE_DELI M TER Configuration Variables value. The default
cCODE_DELI M TER vaue is %PW/% The cCODE_DELI M TER vaue must
appear at the beginning and end of any block of ASP code within an Action.

For example, to print out the value of a variable called sVal ue, follow the
format described above by using this text:

%PWHResponse. Wite sVal ue%Wo Developerswho have used ASP
know that they can use shortcuts like <%=sVal ue% to print out values. Thisis
not allowed in Actions. Using the cCODE_DELI M TER isthe only way to use
ASPinan Action.

Another example:
%VWo
If ( bHasAccount = TRUE ) Then

Response. Wite "<a href='"/Logout. asp' >Logout </ a>"
El se

Response. Wite "<a href='/Login.asp' >Logi n</ a>"
End If
%PWo

ASP variables, subroutines and functions may also be used within Actions. These
have the same scope as they would if the DI SP_Act i on() (the API function
that runs Action code) call were replaced with the Actions code itself in the
calling file.

For example:
Create an Action called “SmallAction”. In it, add the code:
UPWX = X + 1%°Who

In your ASP page, add the HTML and ASP:
< =1%
<tabl e w dt h=100%
<tr>
<t d>
<%Cal | DI SP_Action(“Small Action”) %
<U%x%
</td>
</[tr>
</t abl e>
This will print out a 2 in the table. Thisis because the x in the webpage is the
same X in the SmallAction Action — the scope is as if the Action was replaced by
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the Actions actual ASP code. The following code is how the computer sees what
we have done:
< =1%
<tabl e w dt h=100%
<tr>
<t d>
<X = x + 1%
<%=x%
</td>
</[tr>
</tabl e>
The call to the Action is transparent to the computer.

Important: developers cannot break up code blocks into separate %6PW%
blocks. For example, if you have an if/then statement, you cannot have the "If ( 1
=2) Then" in one %PW% block, and the "End If" in another %PW% block, both
must be in the same %PW% block. Thisis because SiteBeater executes each
%PW% block independent of each other block.

Bewar e of changing thec CODE_DELI M TER Configuration Variable. If the
cCODE_DELI M TER is changed, al Actions that use its value must also be
changed or they will not run the ASP. Changing the delimiter means that all
SiteBeater administrative pages will loose their navigation because the Actions on
those pages use ASP. Be careful!

Protect Actions that use ASP by limiting the Domain System

SB_ MACT_USE_ASP rights. Developers without this right cannot add ASP to
any Action, even if they know the value of the cCODE_DELI M TER
Configuration Variable. Also, developers without this right cannot edit Actions
that aready have ASP in them. The cCODE_DELI M TER is aso protected by the
SB_MCONG _EDI T_cCODE_DELI M TER (to edit it) and

SB_MCONG VI EW cCODE_DELI M TER (to view it) rights. Only
administrators with those rights can view or edit that variable.

Colors & Text

Actions can use Color and Text Scheme data. This alows developers the ability to
create themes and languages for their website and use that information in their
Actions.

On the Action editing page, there are two links — one for colors and one for text —
that pop open new windows with either color or text data in them that can be
added to the Action. Choose color and text variables from these windows to put
into the Action code. Or, type the codes in by hand.

The codes entered are in the form of:
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“ISBCol or col or nane]” for colors
“[SBText textnane]” for text

For example:
<font col or="[ SBCol or Mai nPageCol or]’ >[ SBText ProductDetail]</font>

The color or text name is the color or text constant associated with the entry in
the scheme. If desired, developers can call the actual color or text display
functions (see the sections on Text and Color Schemes). The “[]” characters are
used rather than “<>" because, the color and text codes are often within other
tags (such as <font> tags) and the WY SIWY G editor does not allow for
embedded HTML tags.

Once an Action is created and code added to it, it must be added to your website.

Coding Actions Into Pages

Developers should use the API functionDI SP_Act i on() to display Action text
and HTML. ASP within Actions will be parsed and run instead of displayed. See
the section on Creating WebPages & Custom Systems for details on what should
go in each ASP file before displaying your Actions.

A simple example of using Actions in a webpage:

<body>
<tabl e wi dt h=100%
<tr>
<td col span=2>
<9Cal | DI SP_Acti on("“Qpeni ngNav”) %
</td>
</[tr>
<tr>
<td wi dt h=100>
<% Cal |l DI SP_Action(“Si deNavi gation”) %
</td>
<t d>
This is the body of the page
</td>
</[tr>
<tr>
<td col span=2>
<%Cal | DI SP_Action(“dC osi ngNav”) %
</td>
</[tr>
</t abl e>
</ body>
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This example does not include the opening and closing code needed in each page
to make the page SiteBeater enabled. See the section on Creating WebPages &
Custom Systems for examples of that code.

Actions can be embedded within Actions. For example, a Stylesheet Action could
be called within the Action that opens each webpage. Or, a Java applet Action
could be called within the body of a page Action.

To see which Actions are being used where, go to the page in question and view

the source HTML. Each Action opens with text of this format:
S SiteBeater Version 2.00 - Begin: SB _STANDARD OPEN ------------- >

The comment includes the version of SiteBeater and the Action name. Actions

close with similar text and include the Server |ID number:
N SiteBeater END: SB STANDARD CLOSE : 3 ----------mmmmmmmmii oo >

Action Ideas

Almost anything can be coded into Actions. Most of the time they are simply used

for creating the structure of the sites pages. But, do not forget that ASP can be

added to them.
Many times navigation has links that change depending on if the user is
logged in or not, or if the user has a certain right or not. Developers need
to take advantage of thisin the Actions they code. For example, change
the login link to alogout link when a user is logged in. Add links for
members that only show up when a member islogged in. Create alink just
for administrators to access private pages.

One of the best uses of the WY SIWY G editor isto edit the content of web
pages. Actions are not limited to navigation. Some of the best websites use
Actionsto display the body of pages. It isaquick and simple way of
editing content.

Create an Action repository. Set up severa different kinds of Actions—
news or weather feed Actions, an Action to display user information, an
Action to display stock prices or inventory levels or productsin a store.
It's easy to pass data to the Action telling it which product to display in an
online store.

JackKnife 60-144



61 Confidential
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Colors & Color Schemes

Summary: Color Schemes give websites the ability to change its
looks on the fly.

Audience: Administrator, Devel oper
Before You Begin:  Develop a color scheme and look for each website.
TopicsInclude: Using Color Schemes

Color Schemes & Configuration Variables

Color Scheme Example

See Also: Actions, Configuration Variables, Creating Custom
Systems, SiteBeater AP

Color constants and Color Schemes are what allow websites and Systems created
using SiteBeater to change their looks quickly. The administrator creates Color
Schemes and adds color constants to it. Each compatible scheme has the same
constants in it. Each web page uses those constants in places that affect colors and
looks. The color constants return the values that the administrator put in them
previously and return those color values when the web page is displayed. When
the scheme is changed, the constants return values from the new scheme. This has
the effect of changing the look of the site.

Stylesheet information, image names, color tags, and more canall be placed into
the value field of a color constant. Any text up to 255 characters may be input into
each color constant.

Colors and color schemes are copied when you create a new SiteBeater Domain
and use an existing Domain as its source. Once the colors and Color Schemes
have been copied, they are completely independent of the source SiteBeater
Domain and can be changed or removed, as necessary.

The SiteBeater Foundation includes three default Color Schemes. Each additional

SiteBeater System (Message Board, Image Gallery, etc.) includes color constants
for those three Color Schemes.
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To manage Color Schemes, go to:
- any SiteBeater enabled website on which you have rights to manage Color
Schemes:
0 SB_MC NEW COLCR- create anew color constant in the scheme
o0 SB_MC REMOVE COLOR-remove color constants from schemes
o0 SB_MC UPDATE_COLOR - change color constant names and
values
o SB_MC NEW SCHEME - create new Color Schemes
0 SB_MC DELETE_SCHEME — delete existing Color Schemes and
their color constants
click the Domains link in the top navigation
click the Colors link in the navigation beneath that
choose the Domain to manage
choose the Color Scheme to manage

Using Color Schemes

Creating a New Scheme:
One of the best methods of creating a new Color Scheme is by using an
existing Scheme as atemplate.

With the new copy of the scheme, the administrator can replace the old
color values with the new values for the new scheme. For example, let us
say that the original scheme included many shades of green, and that the
new scheme will include many shades of red. The administrator will need
to go through each color constant and change it’s value from a green hue
(say “11FF55") to ared hue: “FF1155".

New web pages or systems will also require new color constants. The
administrator can simply create the new constants by adding them from
the Color Scheme management pages.

Then, she can use her new color constants in her:
0 web pages ASP — using the DOVAI N_Col or (col or
const ant nane) API function.
0 or Actions— using the Action format for adding color constants:
[ SBCol or col or constant nane].

Administrators may need multiple variations of a custom Color Scheme.
After creating the first version of the new Color Scheme, the administrator
can then create the other variations of their custom Color Scheme. The
administrator would use this first scheme as the source scheme. Each new
scheme would already have the color constants, and only their values
would need to be changed.
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Debugg| ng Color Schemes:
If aweb page is requesting a color constant that is not in the current Color
Scheme, the constants name will be returned rather than any value. This
usually results in strange colors on the web page, but allows the devel oper
to see which color constants are missing.

Color Schemes & Configuration Variables

Each SiteBeater System has a Configuration Variable associated with its Color
Scheme. This Configuration Variable is what actually specifies which scheme to
use within that System. For example, the Accounts System uses the
ACCOUNTS_CCQLORS Configuration Variable to tell it which Color Scheme to
use. When this Configuration Variable is changed on the Configuration Variables
management screen, the colors in the Accounts System change. If thisvariable is
set to the “Aqua’ scheme, the colors are green. If it's set to the “White” scheme,
the colors are white and gray.

When a custom system or web pages are created, a custom Configuration
Variable can aso be created to specify which Color Scheme to use for the system

or pages.

For example:
Let us say that your developers are creating a new website. This website
will use a completely custom set of Color Schemes. It does not make sense
to use any of the existing SiteBeater scheme Configuration Variables. So,
the developers create a new variable and call it WEBSI TE_COLORS.

When they need to change the scheme on their new website, they change

the WEBSI TE_COLORS Configuration Variable to whichever scheme
they want.

The web pages in the new website must have some way of knowing which
Configuration Variable to use. SiteBeater has a global variable called

i Col or Scheme that lets the SiteBeater API color function

(DOVAI N_Caol or () ) know which scheme to use. This global variable
must be changed to the color scheme in each web page for the web page to
know which color scheme to use. Remember from above that the color
scheme is saved in the WEBSI TE_COLORS Configuration Variable. Use
the SiteBeater API function DOVAI N_Conf (“WEBSI TE_COLORS”) to
return the value of that Configuration Variable. At the beginning of every
web page, the Color Scheme must be set, as such:

i Col or Schenme = DOVAI N_Conf (“WEBSI TE_COLORS")
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The Configuration Variable uses the Color Schemes scheme number. The
Configuration V ariable management screen allows administrators to
choose the Color Scheme from alist of schemes. Administrators do not
usually need to know the scheme number. On the other hand, developers
may need to know it in case they need to hardcode the numbers in their
code. The scheme number can be found next to the scheme name in the
Scheme drop-down list on the scheme-editing page.

A second example:
Create aWEBSI TE_COLORS Configuration Variable and custom Purple
Color Scheme.
0 Set VEBSI TE_COLORS to the custom Purple Color Scheme.
0 Inthe opening website Action, set thei Col or Schene variable
to the VEBSI TE_COLORS Configuration Variable vaue:
%°\W4 Col or Scheme = DOVAI N_Conf (" WEBSI TE_COLORS" ) %W+
The website will appear purple.

Go to the login page. If the Purple Color Scheme hasin it custom color
constants that the login page does not use (remember that the login pageis
looking for the standard Accounts color constants), it will display the
missing (they are in the Accounts Color Scheme, not in the Purple Color
Scheme) color constant names in place of their values. Solutions to this
problem include:

0 The color constants used on the login page either need to be added
to the Purple Color Scheme.

0 Or,thei Col or Scheme needsto be set back to the Accounts
Color Scheme.

0 Or, asathird alternative, anew Default Purple Color Scheme
could be created that used one of the default SiteBeater Color
Schemes (say Aqua). Then change its color constants values to
match the Purple Color Scheme — it will then have al the color
constants that the login page is looking for.

Developers must write code to match the Color Scheme they plan on
using. For example, the Purple Color Scheme may contain a color constant
called HEADER _TEXT. There exists another custom scheme called Red
Color Scheme does not have the HEADER _TEXT color constant. If the
administrator switches from the Purple to Red Color Scheme, any place in
the code that uses the HEADER _TEXT color constant will display
incorrectly. This is because the code was looking in the Red Color Scheme
for acolor constant that the Red Scheme did not have.
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12

Configuration Variables

Summary: Set up SiteBeater Configuration Variables or create new
variables for custom systems.

Audience: Administrator, Devel oper
Before You Begin:  Gather information to populate the variables.

TopicsInclude: List of Configuration Variables

See Also: Creating Custom Systems, Setting Server IP Addresses

Configuration Variables hold information that the SiteBeater System uses. This
information ranges from passwords to Color Scheme numbers. Administrators can
change the Configuration Variables that come with the different SiteBeater
Systems.

Manage Configuration Variables by going to:
any SiteBeater enabled website on which you have rights to manage
Configuration Variables:
0 SB MCONF CREATE_NEW- create new variable
0 SB_MCONF_DELETE —remove existing variable
0 SB_MCONF_UPDATE — change existing variable
0 SB _MCONG _EDI T_RI GHTS — change the rights needed to update
variables
go to the WS_Content directory
click the Domains link in the top navigation
click the Configurations link in the navigation beneath that

Administrators should carefully track who has access to view or change
Configuration Variables. If auser has right to update, add, or delete Configuration
Variables on a SiteBeater Domain, they may also be able to see private ones on
that Domain. Some of the variables hold sensitive information like passwords.
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And, an administrator can add more critical or private custom variables (merchant
account number, access passwords, €tc.).

Configuration Variable Rights

In addition to the rights to add, edit and delete Configuration Variables, an
administrator may have the right to change Configuration Variable rights
(SB_MCONG_EDI T_RI GHTS). Each Configuration Variable may be assigned a
right level that is required for an administrator to either view or changeit. This
right allows site owners to give users the right to change select Configuration
Variables.

For example: a site owner may want to del egate some authority to a user and
allow them to change the color Configuration Variable on the site. The
administrator would not want that user to be able to see (much less edit) the
DB_ACCOUNTS_PASSWORD Configuration Variable (the password to the
SB_Accounts database). Before giving the user rights to edit Configuration
Variables (SB_MCONF_UPDATE), the administrator should set the view rights on
DB_ACCOUNTS_PASSWORD to arights level that the user does not have. The
administrator could require that a user have rights to view live DB connection
information (SB_CONF_VI EW LI VE_DB) to seethe

DB_ACCOUNTS PASSWORD Configuration Variable. The administrator could
also create a custom right, say VI EW DBs and assign that to the
DB_ACCOUNTS PASSWORD Configuration Variable.

Using Configuration Variables

The interpretation of each Configuration Variable reflects the way the SiteBeater
System is currently coded. If the source code is changed to interpret the variables
differently, then the variables can be used in other ways. For example, the
ACCOUNTS _SI GNUP looks for either “OPEN” or “CLOSED”; meaning signing
up for new membershipsis either open or closed to the public. Developers could
add athird possibility: “PAY ONLY” to mean users need to purchase a
membership. Then they would have to change the ASP in the web pagesto be
able to handle the new “PAY ONLY” status of the variable.

Usethe DOVAI N_Conf (“sVari abl eNanme”) API function to request the
value of a Configuration Variable. See the APl documentation for more
information.

Configuration Variables may be associated with an account Group. This is useful
when a specific group of users need different site configurations. For example, let
us say that a company would like all usersin a Gallery Editors Group to have
unlimited hard disk space for adding images to galleries. The administrator would
create anew copy of thel MAGEGALLERY | NI TI AL_ NUVDOANL OADS
Configuration Variable. This copy would be assigned to the Gallery Editors
Group and be given the value of —1 (meaning unlimited). Now all accounts within
the Group will be alowed to upload an unlimited number of bytes to the Image
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Gallery. (Unfortunately this Configuration Variable only affects new accounts, so
all existing accounts would have to be updated by hand — see the Image Gallery
documentation for more information on this Configuration Variable.)

List of Configuration Variables
Foundation Variables

Variable Default Value | Information
SB_ACCOUNTS_SERVER thevalue entered at the | Thisisthe name of the database server machine that
time of installation the SB_Accounts database ison. The LIVE server

versionrequires SB_.CONF_EDI T_LI VE_DB
rightstoeditand SB_CONF_VI EW LI VE_DB
rightsto view.

SB_ACCOUNTS_LOG N SB_Accounts Thisisthelogin for the SB_Accounts database. The
LIVE server version requires

SB CONF_EDI T_LI VE DB rightsto edit and
SB_CONF_VI EW LI VE_DB rightsto view.

SB_ACCOUNTS_PASSWORD thevalue entered at the | Thisisthe password for the SB_Accounts DB. The
time of installation LIVE server version requires

SB CONF_EDI T_LI VE_ DB rightsto edit and
SB_CONF_VI EW LI VE_DB rightstoview.

cCODE_DELI M TER %PW% Thisisthe text that opens and closes ASP codein
SiteBesater Actions. See the section on Actions.
Changing this Configuration Variable does NOT
change code within Actionsto the new
cCODE_DELIMITER. Requires

SB_CONF_EDI T_cCCODE_DELI M TER rightsto
editand SB_CONF_VI EW cCCDE_DELI M TER
rightsto view.

ACCOUNTS_COLORS 3 (Aqua) Thisisthe SchemeUnq of the color scheme to use
on the Accounts System. Thisincludes thelogin,
pageto turn off auto-login, signup, and preferences
pages. See the section on Color Schemes. Requires
SB_CONF_CHANCGE_ACCOUNTS_COLORS rights
to edit and

SB_CONF_VI EW ACCOUNTS_COLCRS rightsto
view.

DOVAI NS_COLORS 3 (Aqua) Thisisthe SchemeUnq of the color schemeto use
on the Domains System. See the section on Color
Schemes. Requires

SB_CONF_CHANGE_DOVAI NS_COLORSrightsto
editand SB_CONF_VI EW DOVAI NS_COLORS
rightsto view.

ACCOUNTS_TEXT 1 (English) Thisisthe SchemeUng of the text schemeto useon
the Accounts System. See the section on Text and
Text Schemes. Requires
SB_OONF_CHANGE_ACOOUNTS_TEXT rightsto
editand SB_OONF_VI EW ACCOUNTS_TEXT
rightsto view.

DOVAI NS_TEXT 1 (English) Thisisthe SchemeUng of the text schemeto useon
the Domains System. See the section on Text and
Text Schemes. Requires
SB_CONF_CHANGE_DOMAI NS_TEXT rightsto
editand SB_CONF_VI EW DOVAI NS_TEXT rights
toview.

ACCOUNTS_SI GNUP OPEN If thisis set as"OPEN", then anyone can signup for
anew account. If it'sset as"CLOSED", then
administrators must create them in the Manage
Accounts screen.

EVAI L_TYPE ASPMAIL Either “ASPMAIL” or “CDONTS". Thisisthe
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method or program used to send emails. Set it to
“ASPMAIL" to use ASPMail or ASPQMail from
ServerObjects Inc. (www.serverobjects.com).

EVAI L_LOG N_FROWNAME

Customer Support

Used when a user is retrieving their login/password.
Thisisthe name of the sender.

EMAI L_LOG N_FROVEMAI L

Customersupport @
Y ourWebSiteHere .com

Also used when auser isretrieving their
login/password. Thisisthe email address of the
sender.

EMVAI L REMOTEHOST

mail.Y ourWebSiteHere.
com

Email server used to route messages. This
Configuration Variable comes with the SiteBeater
Foundation and is used when sending emails from
the different systems. These hold the name of the
remote host used to send emails through (usualy in
theform of “mail.domainname.com”). The
ASPMail documentation (www.ServerObjects.com)
has more information on thisvariable. Clear this
valueto turn off all emailing abilities on the
website.

USE _EDI T-ON

NO

Setto “YES' to usethe Edit-On WY SIWY G editor.
“NO” to not useit, or if it isnot installed.

EDI T- ON_LI CENSEKEY

The Edit-On Pro license key for this SiteBeater
Domain. Populate this only when not using the
standard licensekey.xml file.

EDI T-
ON_SPELLCHECKPROPERTI ES

sc-americanenglish.txt

Set to the spell check propertiesfile to use. Change
according to the language. See the Edit-On Pro
documentation.

EDI T- ON_I MAGEROOT http:/iww. ImageRoot value from Edit -On Pro. See the Edit -

Y ourWebSiteHere.com/ | On Pro documentation. With multiple web servers
Images and one of them being reserved as an image server,
this can be used to point to that server

EDI T- ON_TEXT 1 (English) The Text SchemeUnq used with Edit-On. Must be a
SiteBeater Text Scheme or scheme created using a
SiteBeater Text Scheme, asit needstext constants
only found in default SiteBeater Text Schemes. See
the section on Text Schemes for moreinformation.

EDI T- ON_| MAGEPROXYURL Usewiththe EDIT-ON_IMAGEROOT. The IP
address/Domain name (with out thehttp://) of the
server hosting al images (e.g. 192.168.1.1) —or
leave blank if thereis no specific image server.

ACCOUNTS_TABLEW DTH 671 Width of the tablesin the login.asp,
disableautologin.asp, new user signup page, exiting
user preferences page, andthei_Domains.asp
function DOMAIN_Message(). Set thisto apixel
number, or percent of page width.

SEND ADM N _REG EMAI L YES Setto“YES’ to send an email to the administrator
when auser creates a new account, or “NO” to not.

SEND_ADM N_REG ENAI L_DEST administrator@ For use with SEND_ADMIN_REG_EMAIL. Setto

YourWebSiteHerecom | the administrators email address.
SEND ADM N_REG FROVNAMVE SiteBeater For use with SEND_ADMIN_REG _EMAIL. Set to
Administrator the name of the person who sends the email.
SEND_ADM N_REG FROVEMAI L newuser @ For use with SEND_ADMIN_REG_EMAIL. Set to
Y ourWebSiteHere the email address of the person who sendsthe
.com email.

SEND_ADM N_REG DESTNAME Administrator For use with SEND_ADMIN_REG_EMAIL. Set to
the name of the administrator who receivesthe
email.

LOGE NG_ENABLED Enabled Enter anything in this variable to enable logging.
Clear thisto disable logging.

SB PUBLI C_POLL_TABLEW DTH 671 Thisisthewidth of the tables on the results pages
of the public Poll pages. This can be either a
number of pixelsor screen width percent.

PUBLI C_COLORS 3 (Aqua) Thisisthe SchemeUnq of the color scheme to use

on the Public system.
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PUBLI C_TEXT

1 (English)

Thisisthe SchemeUnq of the text schemeto use on
the Public system.
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13

SiteBeater Domains

Summary: SiteBeater Domains link all the data to a website.
Audience: Administrator, Developer
Before You Begin:  Decide who will modify the SiteBeater Domains.
TopicsInclude: Creating a New SiteBeater Domain

Deleting Domains

SiteBeater Domain Security

Domain Groups

See Also: Rights, Foundation Setup

Internet domains reference SiteBeater Domains. The SiteBeater Domain is simply
away of assigning data (such as Text and Color Schemes and Actions) to
websites. Each of your websites must have a SiteBeater Domain entry. Until your
website has a SiteBeater Domain entry, it will not be able to use any SiteBeater
functionality or Systems.

When a SiteBeater Domain is changed, its corresponding 11S entry may aso be
changed.

Manage Domains by going to
Any SiteBeater enabled website on which you have rights to manage
Domains:
0 SB_MD_CREATE_NEW-right to create new SiteBeater Domains
or websites
0 SB_MD DELETE —rightsto delete existing Domains
o0 SB_MD UPDATE - rights to change Domain name
o SB_NMD_MODI FY_DOVAI N - rights to modify Domain Groups
Go to the WS_Content directory
Click on the Domains link in the top navigation
Click on the Domains link in the navigation beneath that
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Creating a New SiteBeater Domain

After theinitia SiteBeater Foundation installation, Server information must be
entered before creating a new SiteBeater Domain. The installation script cannot
enter complete Server information. The Foundation installation script will create
three server entries based on information gathered from the server used to perform
the installation. This information does not include severa paths, or the
administrator login or password for the servers. Before creating any new
SiteBeater websites, please enter the missing path and login information Go to

Any SiteBeater enabled website on which you have rights to manage
Servers:

0 SB_MSE CREATE_NEW - create new Server entries

o0 SB_MSE UPDATE — update existing Server entries

0 SB MSE DELETE — delete Servers
Go to the WS_Content directory
Click on the Domains link in the top navigation
Click on the Servers link in the navigation beneath that (see the section on
Multiple Servers for more information about Server).

Creating the New Domain
When creating a new SiteBeater Domain, several options are present and
requirements for those options:

Using a Source Domain. An existing SiteBeater Domain may be selected
to copy the SiteBeater datafrom. This copies al Text and Color Schemes,
Configuration Variables, ADVSs, Initia Rights, Actions, and Rights (but
not necessarily rights assignments — see the next item).

Copying Rights from Sour ce Domain. Independent of using a Source
Domain, rights assignments may also be copied to the new domain.
Copying the rights means that users with rights to do something on the
source SiteBeater Domain will have those same rights on the destination
Domain. This also copies all Groups and Group rights.

Grouping the new Domain. The administrator may also choose to group
the new Domain with an existing Domain. The section on Domain Groups
(below) has more information on Domain Groups. Adding the new
Domain to a Domain Group does not give any existing users the right to
log onto the new Domain. It only affects new users who create their
account on a Domain in that Group.

Enabling usersto log onto new Domain. If the administrator chooses to
add the new Domain to the list of Domains users can log onto, then
existing users may be able to log onto the new Domain. This only affects
users who have Home Domain(s) that the administrator has rights on to
give users login rights. In other words, for a user to be given the right to
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log onto the new Domain, they must have a Home Domain that the
administrator has SB_MA_CHANGE_DOMAI NS rights on.

Copying files from Sour ce Domain. The administrator may also choose
to have al of the files from the source Domain copied to the destination
Domains directory. Thisis great when making many copies of the same
website, or atemplate website.

o If the administrator chooses to copy files,_she must enter the source
directory. The source directory does not need to metch any existing
Domains directory (i.e. it is not required to be the Source Domains
directory, or the Grouping Domain).

Copying files—part |1, and/or Creating an 1S Entry. To create either a
new directory or any 1S entries for the new Domain, the administrator
must enter the new website directory name. Thisis used for both copying
filesand creating an 11S entry. 1S uses this information to know where the
website is stored on the server. It is also the destination directory created
for the new Domain when the administrator chooses to create the new
directory for the new Domain. Enter it if one or the other, or both choices
are made.

0 After copying files, the directory and file permissions must be set
correctly. For example, if the source SiteBeater Domain has a
directory within it for images in the Image Gallery System, the
administrator must make sure the same directory in the destination
has the same (ITUSR modify) rights. If it does not, no one will be
able to upload images on the new Domain. The exception to thisis
if the administrator has set the rights to the Domains directory to
cascade to all subdirectories.

Creatingan I1SEntry — part |1. SiteBeater can create the |1S entries
when making the new Domain in SiteBeater.

0 The administrator must enter the new websites directory name
even if they do not intend to have SiteBeater create the directory.

0 The administrator must also enter the Server path (thisisfound on
the Server management page — Domains->Server). The new
directory name and Server path are what make up the complete
path to the new Domainin 1IS.

o If the administrator chooses to not have SiteBeater copy source
files to the new Domain, a new directory must be created by hand
and the files copied to it.

0 Seethe section on Multiple Servers and Security 1ssues for
information about the requirements for creating Domains and 11S
entries on multiple servers.

0 If SiteBeater does not create the I1S entry for the new Domain, it
cannot manage it in 11S. Thisis usually only a minor
inconvenience. When there is a change to the Domain name or the
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Domain is removed, the administrator must make parallel changes
to the Domain in 11S because SiteBeater will not make the changes
for them. For example, if the administrator changes a Domain
name in SiteBeater, she must also change the same domainin 11S.

Not Creating I1S Entries. If SiteBeater did not create |1S entries, anew
Virtual Directory must be created for the new Domain in IIS. This Virtual
Directory must point to SiteBeaters /WS_Content/ directory.
o0 The Virtua Directory does not to be created if the WS_Content
directory has already been copied to the new Domains directory.

It is possible to work on a website before purchasing the Internet domain. A
Microsoft Loopback Adapter or saf-referencing DNS and I1S serverswill alow
developersto still work on the site. This alows for development even before
purchasing the domain.

This error may appear on new websites: “Critical Error: Domain name not found
in database. Quitting.” It generally appears when a new SiteBeater Domain has
not been created for the Internet domain.

This error could al'so occur when accessing awebsite using its |P address —
http://123.123.123.123 instead of domain name — http://www.mysite.com. If,
when creating the SiteBeater Domain, the administrator used “www.mysite.com”
as the Domain name, the users must type that exact text (case insensitive) in the
browsers address bar. To use the IP address, change the SiteBeater Domains name
to the I P address numbers (*123.123.123.003").

Using an I P Address|nstead of Internet Domain Name

Normally the administrator would use the Internet domain name as the new
SiteBeater Domain name. Another option is where websites are accessed via their
| P addresses. This happens most during testing or before purchasing the Internet
domain name. To access awebsite by its IP address, enter the IP address as the
Domain name when creating the new SiteBeater Domain, or when running the
SiteBeater Foundation installation script for the first time. The name of the
Domain can be changed to a standard URL later on by changing it in the Domains
management screen.

Using localhost as the URL of the Domain is not supported.

Deleting Domains

To delete any part of a Domain, an administrator must have SB_ MD_DELETE
rights. An administrator may delete the Domains database data, files, or 11S
entries.

When a Domains database data is deleted, it removes everything, including:
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Configuration Variables

Color and Text Schemes

Actions

Serversit was on

Rights

Initial Rights

Groups

Mailing Lists

and disassociates users who have it as their Home Domain.

Log entries are not created for the deletion of these items when a Domain is
deleted.

There are several ways to delete a Domain and parts of it that can be deleted,
changed or shut off. These actions often require specia setup before being able to
perform them:
Delete a Domain from [1S on the current server. For SiteBeater to
manipulate I1S:
= TqcRunas must be installed
= the Domain must have been created on the server using SiteBeater
= NT Authentication must be enabled on the website you are
changing 11S from
* You must be logged into the NT Authentication as an administrator
with NT rights to manipulate the metabase (to change 11S).

Delete a Domainsdirectory on the current server.
0 Thedirectory must have permissions set so that the [USR can
delete it.

Deletethe Domainsdirectoriesor 11Sentriesfrom multiple servers.
This also appliesto a server other than the one that serving the current
SiteBeater page:
= TqcRunas must be installed
= the Domain must have been created on those servers using
SiteBeater
= NT Authentication must be enabled on the website you are deleting
the Domain from
= You must be logged into the NT Authentication as an administrator
with:
NT rights to delete files and directories on all of the
servers
NT rights to manipulate the metabase (to change I1S)
on al of the servers.

Stop the websitein I1Sfrom the current, multiple or other servers:
= TqcRunas must be installed
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= the Domain must have been created on all servers using SiteBeater
= NT Authentication must be enabled on the website you are deleting
the Domain from
* You must be logged into the NT Authentication as an administrator
with:
NT rights to delete files and directories on all of the
servers
NT rights to manipulate the metabase (to change I1S)
on al of the servers.

Rename the websites directory on the current server.
= Thedirectory must have permissions set so that the I[USR account
can rename the directory.
= TheDOVAI NS_DELETE_DOVAI NS_MOVED FOLDER text
constant contains the value that is appended to the directory name
when it is renamed.

Rename the websites directory on another server, or multiple servers.
= TqcRunas must be installed
= the Domain must have been created on all servers using SiteBeater
= NT Authentication must be enabled on the website you are deleting
the Domain from
*= You must be logged into the NT Authentication as an administrator
with:
NT rights to delete files and directories on all of the
servers
NT rights to manipulate the metabase (to change I1S)
on al of the servers.

Delete the Domains database data.
= No additional permissions or settings required.

When an administrator chooses to change a Domain on multiple servers, he can
select the servers to change. The same server will appear severa times if there are
ALPHA, BETA, or LIVE versions of the server. The administrator only needs to
choose one of the variations of the server for the Domain to be affected on that
server. The variations are listed only for reference.

Domain Groups

Domain Groups are Domains that new users can log onto. If a user creates an
account within any Domain in a Domain Group, that use can log onto any of the
Domains in that Group. Changing Domain Groups only affects new users.
Change the Domains an existing user can log onto by going to the Accounts
System M anage Accounts page.
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Administrators must have SB_ MA_CHANGE_DOMVAI NS rights on the users Home
Domain to change which Domains an existing account can log onto. They must
have SB_MD_MODI FY_DOMAI N rights on a Domain in order to add it to a
Domain Group.

SiteBeater Domain Security
Being able to modify SiteBeater Domains is a powerful right.

If an administrator creates a new Domain and copies the rights from a Source
Domain, the new Domain will possibly have rights for accounts that cannot |og
into it. Thisis because those users do not have the new Domain in the list of
Domains they can log onto.

Also, o account has the new Domain as one of the Domains they can log onto.
So, when the Domain is added to the list of Domains an account can log onto, that
account will appear to suddenly have rights on the new Domain. The account
actually had those rights the whole time, it just could not log in, so could not tell.

Avoid this situation by
grouping the new Domain with another Domain at creation time (from the
Domain Grouping drop-down list)
checking the box under that to add the new Domain to the list of Domains
users (whom you have rights to) can log onto.

If the administrator has rights to add Domains to the users on the current Domain
and use the current Domain as a Source Domain, then all the users covered will
have access to the new Domain.

For information and requirements needed for administrators to use SiteBeater to

administer 1S, please see the sections entitled Multiple Servers and Security
| ssues.
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14

Systems
Summary: Systems encapsul ate code and data.
Audience: Administrator, Developer

Before You Begin:  Decide what Systems to create and who has rights to
manipul ate them.

TopicsInclude: System Implementations
See Also: Domains, Actions, Rights, ADVs, Creating Custom
Systems

What we call a*“SiteBeater System” is simply an implementation of the
SiteBeater API. Each System has a System Constant and 1D number associated
with it. The constant is for ease of use when programming — thisis so developers
do not need to remember each ID number. The ID number iswhat is used in the
database to reference each System. Systems are also used to categorize Actions,
Color and Text Schemes, Configuration Variables and other SiteBeater data.

Manage Systems by going to

Any SiteBeater enabled website on which you have rights to manage

Systems:
0 SB_MS CREATE_NEW-right to create new SiteBeater Systems.
0 SB_MS DELETE —rightsto delete existing Systems
0 SB_MS UPDATE -rightsto change existing Systems

Go to the WS_Content directory

Click on the Domains link in the top navigation

Click on the Systems link in the ravigation beneath that

Administrators can create, edit, and remove System database entries. The System
ID number isin several other database tables. The data in these tables reference
the System using the System ID number. If a System ID number is removed or
changed, the System ID numbers in these other tables do not change. Because the
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System is gone, no administrative page can see any data from tables referencing
the System ID number. This other data is essentialy lost in the database. The
System ID can be recreated again and the administrative pages will again be able
to reference the data that is associated with that System ID.

For example, rights are all associated with a specific System. Right A is
associated with System 12. If System 12 is deleted, the rights administrative pages
cannot see System 12 or any rights associated with it —including right A. But,
right A is still in the database, and still has 12 as its System ID number. If System
12 isrecreated, the rights administrative pages will again be ableto seeit —as

well as al rights within it, including right A.

Systems are SiteBeater Domain independent. This means that when one System
is created on one SiteBeater Domain, it appears on al. If one Systems entry on
one SiteBeater Domain is changed, that change appears and affects all Domains.
Thisis so all Domains can share functionality. For example, if the SiteBeater
Image Gallery System isinstalled, it can be used on any SiteBeater Domain.

System Implementations

Administrators are allowed to add Systems so they can organize Actions, rights,
ADVs and custom code better. An example of a custom System is awebsite
System that can be created to be used for al websites. Remember that a new
Website System will be usable on all SiteBeater Domains. Developers can create
all website Actions, colors, text, rights and Configuration Variables within that
System.

Custom code should aso be created under the umbrella of a new System. That
way, it is easier to keep that code and data encapsulated and independent from the
rest of the SiteBeater code, data and Systems.

Generally, custom code does not use the System constants directly. The System
constants help the developer know which Actions, Configuration Variables,
ADVs or rights are useable within a specific System. For example, the Image
Gallery has several Actions associated with it. Those Actions were placed in the
Image Gallery System (System Constant | MAGEGALLERY _SYSTEMUNQwhich
isnumber 7). A developer would then know immediately that he could use all
Actions within System number 7 in the Image Gallery.
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15

Text & Text Schemes

Summary: Text Schemes give websites the ability to change
languages on the fly.
Audience: Administrator, Devel oper

Before You Begin:  Decide who will manage and translate each website.

TopicsInclude: Emails
Using Text Schemes
Text Scheme Example

Text Schemes and constants are what allow websites and Systems created using
SiteBeater to change their language on the fly. Text Schemes and constants work
in much the same way as Color Schemes and Constants.

Manage Text Schemes by going to
Any SiteBeater enabled website on which you have rights to manage Text

Schemes:
0 SB_MI_NEW CONST - right to create new text constants within
schemes.
o SB_MI_REMOVE CONST - rights to remove constants from
schemes

0 SB_MI_UPDATE _ CONST - rights to change existing constants
0 SB_MI_NEW SCHEME — right to create new Text Schemes.
0 SB_MI_DELETE_ SCHEME - right to delete existing schemes and
all associated constants.
Go to the WS_Content directory
Click on the Domains link in the top navigation
Click on the Text link in the navigation beneath that

Administrators create Text Schemes and add text constants to them. Compatible
schemes have constants with the same names in them (each scheme can, of
course, have different constants). Each web page uses those constants in places
that affect languages. When the site changes from scheme to scheme, the only
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thing that changes is the value of those constants. This has the effect of changing
the language on the site.

Any information can be entered into the value field of each Text Constant. Often,
images, Flash, or Java applets have text. Developers and administrators can use a
text constant to hold the image or Flash file names for eachdifferent language.

Then, put the Text Constant in their code instead of the image or Flash reference.

Sometimes a developer may need to add spaces before or after text in atext
constant. SiteBeater automatically strips out all white space (spaces, tabs, crlf)
when displaying text constants. Devel opers can add spaces by entering in the
HTML &nbsp; tag. These tags will not be stripped out.

Text and Text Schemes are copied when a new SiteBeater Domain is created.
Once the Text Schemes and Constants have been copied to the new Domain, they
are independent of the source Domain and can be changed or removed as desired.

Administrators can use the Edit-On Pro editor to change long text values. Make

sure the editor isinstalled and the USE_EDI T- ON ConfigurationVariable is set
to “YES’. This editor is great because it has a built-in spell checker and can help
with any HTML embedded in the text.

Emails

All of the SiteBeater emails are stored in text constants. Each email has text
within it that is replaced whenthe email is sent. The replaced text is in the format
“X: 7 where “X” is a number. Administrators can move these numbers around
within the email as necessary. Some of the replaced text may be removed — some
isrequired.

EMAI L_RETRI EVELOG N_BODY - thisis the body of the email that is sent to
users who request a reminder of what their login and password is. This happens
on the login page. This email contains1: and 2:

1: - thisis replaced with the users login

2: - thisis replaced with the users password

EMAI L RETRI EVELOQ N_SUBJECT - thisisthe subject of the email.
Configuration Variables used with the reminder email include:

EMAI L_LOG N_FROWAME and EMVAI L_LOG N_FROVEMAI L.

NEWACCOUNTS_ADM N_EMAI L_MSG —thisis the body of the optional email
that is sent to the administrator when a user creates a new account. It contains 1:
and 2:

1. - thisis replaced with the new users login

2: - thisis replaced with the new users password
NEWACCOUNTS_ADM N_SUBJECT - thisisthe subject of the email.
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Configuration Variables used: SEND _ADM N_REG _EMAI L,
SEND ADM N _REG EMAI L_DEST, SEND ADM N_REG FROVNAME,
SEND_ADM N_REG FROMEMAI L, SEND ADM N_REG DESTNAME.

NEWACCOUNTS_USER _EMAI L_MSG-thisisthe body of the email that is
optionally sent to the user when they create a new account. It contains1: and 2:
1: - thisis replaced with the new users login
2 - thisis replaced with the new users password
NEWACCOUNTS_USER _EMAI L__SUBJECT - thisis the subject of the email.
Configuration Variables used: SEND_USER_REG EMAI L,
SEND USER _REG EMAI L_SOURCE, SEND USER REG EMNAI L_NAME.
The destination information comes from the new user information.

Using Text Schemes
The English Text Scheme is included with the SiteBeater Foundation. Other
SiteBeater Systems insert additional constants into that scheme.

When creating a new Text Scheme, administrators may copy all of the text
constants from a source scheme. This helps with translating. When a scheme is
copied, al of the text constants are already in the new scheme. Trandators only
need to change the values. Consider giving trandators rights to update
(SB_MI_UPDATE_CONST) text constants.

The scheme number identifies each Text Scheme. The scheme number can be
found next to the scheme name in the Scheme drop-down list on the scheme-
editing page. The SiteBeater Systems use a Configuration Variable to save these
values (see the section on Configuration Variables within each Systems
documentation). For example, the ACCOUNTS_TEXT Configuration Variable
holds the scheme number that is used on al of the web pages associated with the
SiteBeater Accounts System. Administrators can create Configuration Variables
to hold website Text Scheme numbers.

Text Scheme Example
Create aWEBSI TE_TEXT Configuration Variable and a custom Chinese Text
Scheme. In the website opening Action (you might use SB_STANDARD_OPEN),

setthei Text Schene variable to the Configuration Variable' s value. The
website will appear in Chinese.

If a page used text constants not in the Chinese Text Scheme — say, for example

the login page (remember the login page uses default text constants), it will
display the missing text constants names in place of values.
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Add the text constants that the login page is looking for to the custom Chinese
Text Scheme, or set i Text Scheme back to one of the default Text Schemes. As
athird alternative, create a new Default Chinese Text Scheme from one of the

default SiteBeater Text Schemes (English) and change the values of its text
constants to Chinese.

Specialty sites might use Text Schemes that are variants on languages. For
example, create a Jive, Pirate, Shakespeare, or Star Trek Text Scheme.
Developers could even create a Text and Color Scheme combination to make a
version of the website completely WAI Conformant for users with disabilities.
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16

Migration

Summary: Copy data from one website to another using the Migration
tool.

Audience: Administrator, Devel oper

Before You Begin:

TopicsInclude:

See Also: SiteBeater Domains, Using Servers
(ALPHA/BETA/LIVE), Multiple Servers

Migrating means copying the data (files and database data) from one Domain to
another.

Migrate data by going to
Any SiteBeater enabled website on which you have rights to Migrate data:
0 SB_M G_ACTI ONS - rights to migrate Actions.
0 SB_M G_COLORSCHEMES - rights to migrate whole Color
Schemes.
0 SB_M G_CONFVAR - rights to migrate Configuration Variables.
0 SB_M G_TEXTSCHEMES — right to migrate whole Text Schemes.
Go to the WS_Content directory
Click on the Domains link in the top navigation
Click on the Migrate link in the navigation beneath that

SiteBeater allows administrators to copy data from one website to another using
the Migration tool. Administrators can migrate Actions, Color or Text Schemes,
and Configuration Variables. The migration overwrites any existing data.

When an administrator migrates data, she must have rights to migrate on both the

source and destination domains. To migrate, the administrator must have rights to
migrate the specific data type.
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Generally the migration tool is used to copy data from one Domain to another.
Many times its easier to make changes on one website first, then rather than
having to repeat the changes many times on other Domains, administrators can
simply migrate the data.

The migration tool can also be used to copy data from a custom System. New
Systems are generally developed on a separate website. Once the System is
finished, it's new data (Actions, Color Schemes, etc) can be copied to any existing
website. See the section on Creating WebPages & Custom Systems for more
information.

Sometimes data is created in new Systems that cannot be migrated using the migration
tool (such as new rights). This data must be copied to each website by hand or with SQL
scripts.
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17

Logging
Summary: Logging tracks all changes administrators make.
Audience: Administrator, Developer
Before You Begin:  Decide if logging should be used. Assign administrators to
check logs.
TopicsInclude: Custom Log Entries

See Also:

SiteBeater logging tracks al changes made by administrators. Administrators may
enable logging by changing the LOGG NG_ENABLED Configuration Variable to
“Enabled’. The SB_ CONF_CHANGE_LOGG NGright is required to change the
LOGG NG_ENABLED Configuration Variable. Any other value will disable

logging.

Manage Logging and Logged data by going to
Any SiteBeater enabled website on which you have rights to manage
Logging:
0 SB_LOG VI EW 1 —rightsto view Accounts System log entries.
o SB LOG VI EW 8 —rightsto view Domains System log entries.
0 SB _LOG DELETE_1 —rightsto delete Accounts System log
entries.
0 SB_LOG DELETE_8 —right to delete Domains System log
entries.
Go to the WS_Content directory
Click on the Domains link in the top navigation
Click on the Logs link in the navigation beneath that

Any administrator with rightsto view or delete log data will be able to see
any data that has ever been added, changed or deleted. Thisisvery
important. An exampleisif one administrator adds a new Configuration
Variable, say, MERCHANT _ACC_NUM Any administrator with rightsto view
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log data will be able to see this new Configuration Variable and it’s value.
Even if that administrator does not have rightsto view the Configuration

Variableitself!

Everything that anadministrator does is tracked including al additions, edits, and
deletions. The complete list of things tracked (this includes al additions, edits or
deletions of the thing):
Domains System:
o0 Actions:

Action Constant
Action Description
Action Code

o Configuration Variables

Configuration Variable Constant
Configuration Variable Description
Configuration Variable Vaue
Configuration Variable Server
Configuration Variable View Rights
Configuration Variable Edit Rights
Configuration Variable Type

Server Name

Server IP Address
Server Description
Server Type

Server WebRoot

Server WS_Content
Server All Unassigned?
Server Login

Server Password
Server NT Domain

o Domain

Domain Name
Domain Description
Domain Server On
Domain Groups

0 Sysems

o Colors

o Text

System ID
System Constant
System Description

Color Scheme Name
Colors In Scheme
Color Name

Color Vaue
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= Text Scheme Name
= Text In Scheme
= Text Name
= Text Vaue

Accounts System:

o0 Accounts

= Account Login
= Account Password
= Account Accessible Domains
= Account Rights Granted
= Account Rights Revoked
= Account ADVs
= Account ADVs Visihility
= Account Groups
= Account Ignore Global — Groups
= Account # Days Active — Groups
= Account Mailing Lists
= Account Mailing Opt-Out

= ADV Name
= ADV Description
= ADV Required?
= ADV Visble?
= ADV DataType
= ADV System
= ADV Right
= ADV Group
o Initial Rights
= Changeto Initial Rights
o Groups
=  Group Name
= Group Rights Granted
= Group Rights Revoked
=  Group Number of Rotations
o Mailing Lists
= Mailing List Name
= Mailing Send — Subject
= Mailing Send - From Address
= Mailing Send - From Name
= Mailing Send — Body
= Mailing Send — Format

Reading Log Entries

Administrators can choose which Domain to look at log entries from. Only
Domains that the administrator has right to view log entries will appear in
the list of Domains to manage.
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After choosing a Domain, the administrator may choose one of the log

types from the log type drop-down list. The log types are shown in the list
above.

Administrators may aso narrow the search by entering in the

Account Ung of asingle administrator. Doing so will make the log
management page only display actions that administrator performed. This
can be helpful when auditing specific users.

Each log entry has several parts. Log entries that “go together” have the
same background color. Log entries that “go together” are entries for the
same element — entries that affected the same piece of data. For example,
sometimes atext constant is edited several times. All of the entries for that
specific text constant are grouped together and have the same background
color. The next text constant will have a different background color.

Each Iog entry displays:
the user who made the change
the date of the change
the change type. The change can be one of three things: Update,
Delete, or Insertion.
the logged data. If the type of change was an update, this will store
the value of the data as it was before the change. A deletion will
store the value as it was before the deletion, and an insert will hold
the original value.
the keys to the data. There can be up to six keys. There can be
three text based keys and three numeric keys. Each log type has a
different set of keys. The keys are the pieces of data associated
with the data to identify and categorize the data. For example, each
text constant log entry has three keys:

0 theText Const itsdf (atextua key). Such as
“ACCOUNTS_ADV_FOOTER1”
o theDomai nUng (anumeric key) it was changed on
o the Text Scheme (ScheneUnq) (a numeric key) itisin.
the current data.

The system tries to display additional information with each of the keys.
Many of the keys are things like Domai nUng, Syst enlnq, etc. These
id numbers do not mean much to an administrator. So, the system will
look the number up and also display the Domain associated with the
Domai nUnq, or the Text Scheme name associated with the SchemeUnq.

When the system displays such information, it can often be wrong. The
Domai nUnqg or SchenmeUnq data may be out of date. Thisis because if a
log entry was made prior to a change in Domains, Schemes, etc. the log
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entry will have the old Domain or Scheme information. So, for example, a
text constant may have been changed six months ago. Lets say that back
then, the ScheneUnq of the Text Scheme that the constant was in was 4
and the name of that scheme was “Website English”’. Things have changed
and the “Website English” scheme was deleted and a new scheme was
created in its place called “Frontpage Chineese”. Now, the log entry will
say that the text constant was in Text Scheme number 4 and that Text
Scheme number 4 is “Frontpage Chineese”. But, when the log entry was
initially created, the text constant was really in “Website English”!
Administrator s should under stand that the key information may be
invalid and to take into consider ation the date the action was taken.

Deleting Log Entries

Administrators may delete log entries. Sometimes the log table (which
resides within the SB_Domains database, L ogData table) becomes too
large and slow. Or, an event happens that creates many log entries.

Administrators should navigate to the log entries on the page to delete log
entries the same way they do on the page to view log entries. Log entries
can be deleted individually, or the administrator may enter a date to delete
log entries. All log entries that occurred before the date will be deleted.
This date can aso include a time for more granularity.

Custom Log Entries
When devel opers create new Systems they may need to log actions taken within
the new System. Developers can add their own log types by inserting a new row
into the LogTypes table in the SB_Domai ns database. The columnsin this table
include:
Dormai nUnq — the Domain on which the action took place. Not
necessarily the Domain on which the data resides. The Domain on which
the dataresides is a key (see the key information below) — if that datais
required.
Syst emJng —the Syst emnq of the System the log type is assigned to.
Currently only Syst enling’ s 1 (Accounts System), 2 (Message Board
System — only viewable in the Message Board System log management
screen), and 8 (Domains System) are manageable. This is because the log
management pages only display from those Syst enunq’ s.
TypeUnq — this should be a unique ID number for the new log type.
Custom log types should begin at 10000 because earlier TypeUnq’ s are
reserved for future use in SiteBeater.
Narme — the name of the type that is displayed in the drop-down list on the
management screen.
Descri pti on —alonger description.
Char Key1Name — the name that is displayed in association with the first
character key. See the paragraph below for more information about keys.

JackKnife 89-144



90

Confidential

| nt Key2Name — the name that is displayed in association with the first
integer key.

Char Key3Nane — the name for the second character key.

| nt Key4Name — the name of the second integer key.

Char Key5Nane — the name of the third character key.

| nt Key6Narme —the name of the third integer key.

s DB — the database name where the current data of the log entry can be
found. For example, if the log type is for storing changes to account
logins, this database would be SB_Account s.

sTabl e —the table within the s DB database that is storing the current
value of the log entry. Thisis used with s DB to find the data to display on
the log management screen with the log entry. For example, if the log type
is for storing changes to account logins, the database would be the s DB
database, and the table would be Accounts.

sCol um — the column within the table that holds the data for the log
type. Continuing the examples from above, the log data for the changes to
the login name would be the Login column.

The keys (Char Key 1Nane through | nt Key6Namne) should be chosen
carefully. These are the keys used in the query to find the current data for the log
entry. Each log entry must have enough information so that, if necessary, the
administrator can recreate previous states within the website. For example, lets
say we are logging changes to user logins. Each login is dependent on an
Account Ung. Thelogin is not dependent on a Domai nUnq or Syst ennq, so
we do not need those as keys. But, we do need the Account Unq as akey. Since
the Account Unq isaninteger, we will use | nt Key2Nane to hold that value.
S0, in the database, all of the keys will be blank, except | nt Key2Nanme will be
“AccountUng”. With this information, the administrator will know which user the
change to the loginis associated with and can step back in time — per-se—to see
all of the states that users login has been in.

After the log type has been added to the database, developers can use the logging
API function to log actions. The DOVAI N_Log() function is used to save log
entries. This function uses the Ty peUnq for the log type to know which log type
to save the data for. See the API documentation for more details on the
parameters of this function. An example call to add alog entry for the creation of
anew user account would look something like this:

Call DOVAIN_Log(36, "", sAccountUng, "", O, "", O, "V', "I", sNewLogin, "")

The first parameter is the Ty peUnq, and the next six parameters are the keys.
Notice that only one key has avaue —the Account Unq of the new account. The
three character keys are blanks and the second and third integer keys are both O.
This function also always assumes that the Domain on which the action is taking
place is the current Domain.
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Logging too many things can dow the system down. Also, administrators may
want to purge the log table on aregular basis, as it gets large.
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Using Servers (ALPHA/BETA/LIVE)

Summary: Using the SiteBeater System with ALPHA, BETA, and
LIVE server hardware.

Audience: Developer, IT
Before You Begin:  Take an inventory of servers and hardware limitations.

TopicsInclude: ALPHA/BETA/LIVE Server Configurations
Migrating

See Also: Multiple Servers
Configuration Variables

Many companies realize they cannot develop new web pages or systems on live
servers. These companies set up apha, and often beta, servers (primary test and
secondary test servers) to develop and test their new systems. SiteBeater can work
with such a setup.

ALPHA/BETA/LIVE Server Configurations

Single Domain —Multiple | P Addresses

Each set of servers (ALPHA, BETA, LIVE) hasits own IP address (or set of IP
addresses — see the section entitled Multiple Servers) and DNS entry. They all use
the same Internet domain name. So, ALPHA servers would point to 1P address
123.123.123.001, BETA servers would point to 123.123.123.002, and LIVE
servers would point to 123.123.123.003. Each of the three would be accessed with
http://www.mywebsite.com in the browser.

If the three servers will have different data on them, then there must be at least a
MSSQL 2K server for each configuration. In other words, the ALPHA or BETA
web server would never look in the LIVE MSSQL database server for their data.
They would have their own independent MSSQL servers. SiteBeater needs to
have a separate installation for each server for this type of setup.

Thisis probably not the best use of SiteBeaters capabilities. With this setup, you
will not be able to specify which server each Configuration Variable is on since
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each variable will be always on it'sown “LIVE” server (since they have their own
installation). Y ou will aso not be able to use the SiteBeater migration tool
because the tool cannot migrate data from one MSSQL server to another. See the
section below on migration for ideas about how to migrate data in this type of
setup.

Multiple Domains

Another option isto set up the ALPHA, BETA, and LIVE servers on separate
Internet domains. For example, the ALPHA server: www.alpha- mywebsite.com,
BETA: www.beta mywebsite.com, and L1VE: www.mywebsite.com

To use such a setup, create SiteBeater Domains for each of the three Internet
domains. Then, because each is independent, SiteBeater will see each
Configuration Variable as having its own possible ALPHA, BETA, and LIVE
servers. Therefore, the administrator can use the LIVE Configuration Variables
(see the =ction on Configuration Variables) on each of the three SiteBeater
Domains. Or, she can use the ALPHA variables on the alpha machine, the BETA
variables on the beta machine, and the LIV E variables on the live machine. But,
using the ALPHA Configuration Variables on www.al pha- mywebsite.comwould
be saying that the alpha server has alpha servers of its own! And, that they use the
www.a pha- mywebsite.com Internet domain but different 1P addresses.

This technique alows devel opers to use the SiteBeater migration tool to copy data
from one website to another. When the ALPHA website has been tested, it's data
can be migrated to the BETA website, and from there to the LIVE website.

Subdomains

It is possible to use one Internet domain name for your ALPHA, BETA, and
LIVE systems. Each system has its own subdomain. Create a new SiteBeater
Domain for each subdomain. For example: alpha.mywebsite.com,
beta.mywebsite.com and www.mywebsite.com Using SiteBeater to create the I1S
entries for the apha or beta subdomains is not possible because they need
independent Host Headers that SiteBeater cannot create. Create the SiteBeater
Domains in the SiteBeater administrative pages, and the two new Host Header
Namesin IIS.

Configuration Variables and migration is treated the same as with Multiple
Domains (see above).

Setup Pros Cons

Single Domain — - Complete seperation | - Cannot use the

Multiple IP Addresses of websites SiteBeater migration
Added security tool
L ess chance of - Required to use
causing problems on separate devel opment
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production websites

machines

Cannot use the same
SiteBeater databases
(requires independent
MSSQL servers)
Must set up separate
workstations to

access each of the
different websites (ie.
the workstations DNS
must point to either
the ALPHA, BETA

or LIVE, but only one
a atime)

Difficult to setup

Multiple Domains

Easy to setup

Can use the
SiteBeater migration
tool

Can use the same
SiteBeater databases
Grest if you only
intend to change data

Data is not separate
from production
websites

Cannot change ASP
filesin global
WS_Content
directory without
affecting other

in the database. (possibly live)
websites
Subdomains Same as Multiple Same as Multiple
Domains Domains
SSL

SSL can be used anywhere in the SiteBeater System by purchasing a key and
setting it up in [1S. Thisis usually only done on the LIVE servers.

Migrating

Performing a migration on a server configuration of Single Domain —Multiple IP
Addresses, can be a bit scary, but not all that difficult. Migrating from Multiple
Domains or Subdomains can be accomplished using the SiteBeater migration tool

(see the section on Migration).

Track the files that have changed, been added or removed during development.
Copy these files to the destination location — whether it is another server, or just
another directory. At the same time (or very quickly), use the MSSQL Enterprise
Manager to copy the data from the source server and database to the destination
server and database. Enterprise Manager copies all the data in the tables specified

JackK nife
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from completely different machines. It is necessary to copy the databases of al

the Systems changed or added.
These are the databasesto migrate according to the data changed:

- Groups — SB_Accounts
Initial Rights —SB_Accounts
ADVs — SB_Accounts
Rights — SB_Accounts
Users — SB_Accounts
Mailing Lists — SB_Accounts
Action —SB_Domains
Colors — SB_Domains
Text —SB_Domains
Domains —SB_Domains
Servers —SB _Domains
Configuration Variables — SB_Domains
Systems —SB_Domains
Logs (not required) —SB_Domains
Message Boards —SB_MsgBoard
Image Galleries — SB_ImageGalleries
MP3 Catalog —SB_Radio
News —SB_News

JackK nife

There is no facility built into SiteBeater to migrate a SiteBeater Domain from one
MSSQL server to another.
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Multiple Servers

Summary: Configure SiteBeater for load balancing technologies
and multiple servers.

Audience: Developers, IT
Before You Begin:

TopicsInclude: Server Setup
Server Data
Configuration Variables
Different Serverg/Different Websites
Load Balancing
Server & 1S Issues

See Also: Using Servers (ALPHA/BETA/LIVE)

Server Setup

SiteBeater can work with multiple servers in a load-balancing environment.
Adding SiteBeater to other servers must be done correctly or data may be lost.
Make sure the administrator does not re-run any installation scripts. The
installation script for the Foundation deletes all data in the database!

To install SiteBeater on any other server after the first, follow these steps:
1. Make backups of everything.

2. Enter the new server into the list of serversin the SiteBeater database by
going to an existing website on an existing server and to the SiteBeater
administrative screen Domains->Servers and clicking the "New" button.
Enter all of the information for the new server.

3. Create awebsite (I11S and DNS entries and directory) on the new server if
oneis not aready set-up (for example: www.mywebsite.com).
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Copy all of thefiles from the WS_Content directory of a server with an
existing SiteBeater installation to the new server in its corresponding
WS _Content directory (usually e\inetpub\wwwroot\WS_Content)\).

The ASPMail, ASPImage, and/or TqcRunas DL Ls should be installed and
registered. Give the DLL files [USR execute and read access.

In the website in 11S, create avirtua directory caled WS_Content - at the
root of your new websites directory - and point it to the WS_Content
directory from step number 4 that holds all the SiteBeater files. Make sure
that the read, write, and script properties are checked.

Y ou should now have a new website on the new server configured as
such: www.mywebsite.com that points to a directory:
/inetpub/wwwroot/mywebsite/, that has a virtual directory:
linetpub/wwwroot/mywebsite/WS_Content/, that points to
/inetpub/wwwroot/WS_Content/:

Physical Mapping ‘Web Mapping
e:linetpubivasisay oottnynebsitel ﬂ W myseehsite. com
einetpubssdootiB's Cortentd [+ @ WS_Content

e netpubhanenr oot um B Et e ma gEsh o -] Images

Copy the files of the existing website from an existing server to the new
server.

Go to the website on the new server by setting the load- balancing system
to force users to that server. Going to the new server viaits IP address will
only work if there is a SiteBeater Domain that has that IP Address as its
name. Creating a dummy domain with the IP address as its name is a good
idea to test the new installation (see the section on SiteBeater Domains for
information about creating SiteBeater Domains using | P addresses).

The number of the server in the list of SiteBeater serversisin the closing
comments of each Action. Check which server is sending each page by
looking at the page source (see the section on Actions for more
information).
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Server Data

Each Server that has a SiteBeater website on it must be entered into the SiteBeater
database. Administrators should go to the Domains->Servers page to add new
Servers. Theinitial installation script will enter an ALPHA, BETA, and LIVE
Server into the SiteBeater database. This script cannot enter all of the data needed
with each Server so an administrator must add the rest before creating any new
SiteBeater Domains.

Each Server entry has the Server name, |P address, type, login, password, NT
domain, two different paths and a choice of |P addresses to use when creating
new domainsin IS,

If avisitor requests a page from an IP address or Server not in the SiteBeater
database, an error message will be displayed and SiteBeater will use data from
Server number one.

Configuration Variables

Server information is used when creating new SiteBeater Domains. It is aso used
my SiteBeater to know which Configuration Variable to use on which IP address
for which Domain. For example, a company sets up aload-balancing system with
three servers and uses the SiteBeater MP3 Catalog. The first server has its MP3s
located in a directory that is completely different from server two or three.
SiteBeater uses the Server data to know which MP3 path information
Configuration Variable to use when a visitor requests a page from any of the three
servers. It does this by checking to see which domain they are on, then looking for
the |P address of the server they are on. Once it finds the two, it uses that
information to find the Configuration Variable reserved for that domain/IP
combination.

Another common use is with database connection information. Many times, for
security purposes, only afew people hold the database passwords on the LIVE
systems. An example of this would be to set the SB_Accounts MSSQL login to
use “Accounts SB” as its password on the ALPHA system. The
SB_ACCOUNTS_PASSWORD Configuration Variable on the ALPHA server will
use this same password. Then on LIVE, the SB_Accounts login would use
“jhg9s_hardpw” as the password. The SB_ ACCOUNTS PASSWORD
Configuration Variable must both be set to “jhg9s_hardpw”. Also make sure to
set Rights (SB_CONF_VI EW LI VE_DB) so that only those people who know the
LIVE system password can see the Configuration Variables for that SiteBeater
Domain. Make sure to also either remove all other users from Groups with those
rights, or revoke those rights from Groups they arein.

Administrators can specify which Server each Configuration Variableis on and
can make a version of each Configuration Variable for each Server.
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Administrators can create copies of each Configuration Variable on as many
Servers as they need.

Load Balancing

SiteBeater was created with the ability to run on several web servers concurrently.
Many companies have so much web traffic that a single web server cannot bare
the load. These companies use |oad-balancing technologies to split the traffic
across severa servers. Load balarcing configurations often use a different IP
address for each machine, but use the same Internet domain.

Currently there is no method of using different subdomains or domains for
different web servers of the same website. An example of this type of setup would
be to have three web servers in aload-balancing configuration. Each server uses a
different subdomain, such as: www1.mywebsite.com, www2.mywebsite.com, and
www3.mywebsite.com. Each subdomain brings up the same website and pages
are routed to the dif ferent servers (i.e. subdomains) via the load-balancing system.
This method will not work because SiteBeater uses cookies to track users and
their logins.

Instead, use the same domain name on multiple servers (each server with a unique
| P address). For example, www.mywebsite.com would be on IP address
123.123.123.001, 123.123.123.002, and 123.123.123.003. Each I P address would
be assigned a different machine. The administrator would create three Server
entries in SiteBeater — one for each |P address. The Configuration Variables for
www.mywebsite.com would then be assigned to each Server as described in the
radio example above.

Different Servers/Different Websites
One of the beautiful things about SiteBeater is that each website can be on a
different server and still administered from a single point.

Each website can have Configuration Variables assigned to as many Servers as
necessary. And, each website can have a directory and 11S entry on many Servers.
So, for example, www.mywebsite.comcan be on Servers 1, 4, and 9. Then,
www.yourwebsite.comcan be on Servers 2, 3, 5, and 6. Servers 7 and 8 can be
reserved for ten smaller sites each.

The administrator can use SiteBeater to create a new website — www.thissite.com
- on Servers 1, 2, and 3. SiteBeater will create the new directories, copy the files,
and create the |1S entries — on all three Servers! Then with each Domain and
Server combination can be a unique value for each Configuration Variable.
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Server & IS Issues
If a Server is added, then a Domain added to that Server, then, that Servers
| P address or computer name is changed, now, if an administrator triesto
delete the Domain, SiteBeater will try and remove it from the wrong
machine. SiteBeater will be looking at a new 1P address and computer
name for the 11S entry and directory. To resolve this, remove Domains
first, and then change Server information. Or, do not change Server
information at all — unless the machines information is al'so changed to
match. For example, if the |P address of the machine is changed, then
update the SiteBeater information for that Server. Never just change the IP
address to a different machine — make a new Server entry if amachineis
added.

It is only possible to add, edit or delete awebsite from I1S or on a different
server logged in using NT Authentication.

The error “-2146893039 (0x80090311)" occurs when the web server has
NT Authentication on and it is trying to vaidate your NT login and
password on the web servers NT domain. The server cannot get to the NT
domain entered in the NT Authentication login popup. The web server
must be on or connected to the correct NT domain. Or, remove it from al
NT domains and add it to a Workgroup. Right click on the My Computer
icon on the desktop, go to Properties->Network |dentification->Properties
and make it a member of a Workgroup. Then, in the NT Authentication
popup, enter the administrator login and password and leave the domain
field blank.

The administrator will not be able to edit or remove from 11S the Domain
that SiteBeater was installed from. This is because SiteBeater cannot know
the site name in 11S (it did not create it, so does not know the name). The
administrator must make the changesin I1S by hand. SiteBeater can
change the name of the Domain in the SiteBeater database, and the
administrator can still delete its database entries and directories.

If an administrator uses SiteBeater to add a Domain in 11S, then deletes it
just in 1S, then recreates it again using just 11S, SiteBeater will have lost
track of it - with respect to being able to rename or delete it in 11S.
SiteBeater will still be able to manage its database data — SiteBeater has
just lost track of the 11S site name.

If the administrator changes the name of a website using SiteBeater in 11S
on servers, it will change al the host headers to the new name. For
example, if www.mysite.com and mysite.com are host headers, and they
are changed in SiteBeater to www.yoursite.com, it will change one of the
host headers to www.yoursite.com and the other to yoursite.com.
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Click this button to add a new Server.

Click this button to delete Servers with the checkboxes on their line
checked (number 5).

Click this button to save changes made to Server names (number 8), |P
addresses (number 7) or descriptions (number 9).

This shows what Type the Server is. Servers can be ALPHA, BETA, or
LIVE. Thisis used to categorize Configuration Variables.

Check this box and click the Delete button (number 2) to delete the Server.
Click thislink to edit the paths, login, password, and NT domain of the
Server.

Thisis the IP Address assigned the Server. SiteBeater uses this and the
Domain name to determine which Configuration Variables to use when
displaying aweb page.

This is the name of the Server. Thisthe NT computer name. It is used
when logging into a server across server boundaries and for being able to
identify Servers.

Thisis adescription of the Server.

10. This is the Servers unique identifier.
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Click this button to return to the list of Servers.

This is the name of the Server. Thisthe NT computer name. It is used
when logging into a server across server boundaries and for being able to
identify Servers.

Thisisthe IP Address assigned the Server. SiteBeater uses this and the
Domain name to determine which Configuration Variables to use when
displaying aweb page.

This shows what Type the Server is. Servers can be ALPHA, BETA, or
LIVE. Thisis used to categorize Configuration Variables.

Change this to what SiteBeater should put in any I1S entries it creates for
SiteBeater Domains. This can be the Servers IP address or “All
Unassigned”.

Thisisthe NT Domain of the Server. Thisis used when administering
SiteBeater Domains across server boundaries.

This is the password to use when administering SiteBeater Domains across
server boundaries.

Thisis adescription of the Server.
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9. Thisisthelogin to use when administering SiteBeater Domains across
server boundaries. This must be avalid NT account with rights on the
other server to either create new directories or write to the 11S metabase.

10. Thisis the full path to the WS_Content directory. When creating I1S
entries, SiteBeater tries to create a Virtual Directory that points to this
location — so the new website can access al of the SiteBeater files.
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Creating WebPages & Custom Systems

Summary: This explains how to code the ASP pages in a website to
use SiteBeater. Also includes, comments on creating
custom systems using SiteBeater.

Audience: Developer

Before You Begin:  Plan and prototype the custom system or website.
TopicsInclude: Creating New ASP Files

Custom Systems
Sample Code

See Also:

The SiteBeater administrative pages allow a developer to manipulate and control
awebsite created using SiteBeater. This section will explain how to make a
website SiteBeater enabled.

A SiteBeater enabled System can be used on multiple domains and has al of the
abilities and features of the SiteBeater Foundation.

Creating new ASP files

Thereis an unlimited number of ways to create SiteBeater enabled ASP pages.
Following are two examples. Both require an include statement at the top of each
ASPfile:

<! --#| NCLUDE VI RTUAL="/W5_Content/ I ncl udes/i _I ncl udes. asp"-->
Once this Include statement has been added to an ASP page, all variables must be
declared — the i_Includes.asp file has a VBScript pragma statement that requires
all variables to be declared.

Example 1:

JackKnife 106-144



107

Confidential

The first way to create the ASP pagesis to include al the required functions
within the ASP pages. This method is fine if the functions are not being
duplicated in each ASP file — or if repeating the functions in each file is not an
issue.

Call the subroutine DI SP_Act i on(" My_Top_Nav") todisplay any Action
data (HTML or ASP). Replace “My_Top_Nav” with the Action name to display.
Anywhere before, between, or after the calls to display the Actions, add custom
text or code. At least one Action must be called in a page befor e opening any
other databasesor calling any other SiteBeater API functions. If you have no
specific Action you need to call, you can run the DI SP_Act i on() subrountine
with nothing between the double quotes—likethisCal | DI SP_Action(“”).
The DISP_Action() subroutine will open the SB_Domains database for you
(which contains all the Configuration Variable information required to connect to
all of the other databases) and detect which server the user is on.

The SB_Accounts database will most likely be used to display some sort of user
information, or to determine something about users. Call the subroutine Cal |
DB_OpenAccount s() to connect to that database. Next, call the

I NI T_Logi nDet ect () subroutine. This detects if a user islogged in and what
rights they have and if they are in any Groups.

Next, to use Color constants from a Color Scheme, or Text constants from a Text
Scheme, populate thei Col or Scheme andi Text Schene variables by calling
the subroutines (the subroutine returns the values of the Configuration Variables
passed it — see the APl documentation for more information):

Cal | DOVAI NS_Set Col or Schene(" ACCOUNTS _COLORS")

and

Cal | DOMAI NS_Set Text Schenme( " ACCOUNTS_ TEXT") .

Change those calls by inserting the color and text Configuration Variables for the
Text and Color Schemes used on the new ASP page. The ACCOUNTS_COLORS
and ACCOUNTS_TEXT are used for the SiteBeater Accounts System. The
ACCOUNTS_COLORS scheme can be used if the color constants in it match the
colors used in the new ASP page.

At the end of the ASP file, consider adding a closing Action to display closing
navigation. Finally, add the lines to close al the databases that have been opened.
In this case: Call DB_CloseAccounts() and Cal | DB_C oseDomai ns() .

Example 2:

The second method is used when many web pages are opened and closed in the
same way. This method requires that the same databases are opened on every
page, and that the same color and text schemes are used.
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In each ASP file, the first line should be a call to open an opening Action: Cal |
DI SP_Action("M _Top_Nav") . Next, add whatever HTML, code or other
Actions for the page. Finally close off each page by calling the closing Action:
Call DI SP_Action(“M/_C osing_Nav”).

Inthe My_Top_ Nav Action, make several callsto subroutines. First, open the
ASP block by using the cCODE_DELI M TER value. By default the
cCODE_DELI M TER is%*W/% Within the ¥PW/tags, add the calls to open the
required databases (remember that the DI SP_Act i on() subroutine
automatically opens the SB_Domains database), and the calls to populate the
color and text scheme variables:

%P\Wo

Cal | DB_OpenAccount s()

Call INIT_LoginDetect ()

Cal | DOVAI NS_Set Col or Schene(" ACCOUNTS _COLORS")

Cal | DOVAI NS_Set Text Schene(" ACCOUNTS_TEXT")

%P\Wo

(Replace the ACCOUNTS _COLORS and ACCOUNTS _ TEXT with whatever color
and text Configuration Variables are needed on the pages.

Add the HTML, code and other Actions to the pages to display the page content.
Finally, create aclosing Action and add a call to it at the bottom of each page.
Within the closing Action, add code to close the databases:

%P\Wo

Call DB _C oseAccounts()

Call DB_C oseDonai ns()

%P\Wo

Remember to close the SB_Domains database — which you’ ve opened indirectly
by calling DI SP_Act i on() thefirst time.

Remember to add the include file to each ASP file that will be using SiteBeater
functions (Actions, Rights, etc.). From there, open the SB_Accounts database to
get account information.

Open page Subroutines and Functions:
Call DB_OpenAccounts()
Call INIT_Logi nDetect()
Cal | DOMAI NS_Set Col or Schenme( " configuration Variable")
Cal | DOMAI NS_Set Text Schene( " Configuration Variable")

Call DI SP_Action(“Action Nane”)
Close page Subroutines and Functions:

Cal | DB_d oseAccount s()
Call DB_C oseDomai ns()
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Custom Systems

SiteBeater allows devel opers to create whole systems using the API. Possible
systems include: Classified Ad System, eCommerce Systems, Auction Systems,
and more.

Generally when creating a new system, developers would first create a prototype
of the new system on atest website. New systems should be given their own
directory within the WS_Content directory. This allows them to be used on
multiple domains.

The system should have a system entry in the Domains->Systems page. This
helps categorize Actions, Rights, Configuration Variables, Color and Text
Schemes. Remember that SiteBeater System entries are cross-domain and all
websites that use SiteBeater will aso be able to use the new System.

The system should use color and text constants from Color and Text Schemes the
developers create themselves. Each custom scheme should have an accompanying
Configuration Variable. When using custom schemes, each ASP page or opening

Action should use the code:

%P\Wo

Cal | DOMAI NS_Set Col or Schenme( " configuration Variable")

Cal | DOMAI NS_Set Text Schene( " Configuration Variable")

%P\Who

Each new system should also have its own Actions. Add these Actions under the
new SiteBeater System entry. The Actions should help with navigation onthe
pages in the new system. Generally there are two sets of navigation: user
navigation and administrative navigation. Do not forget to create administrative
pages for the new system.

The new system will also require new Rights. Use the API functions to create new
Rights, and return user right levels. The rights can be applied to the administrative
pages of the new system. If desired, a new Group could also be created for
administrators who will work with the new system.

Configuration Variables will also need to be created for the new system. In
addition to the Color and Text Scheme variables, each new system will need
severa other variables. If the new system connects to a database, login, and
password can al be held within Configuration Variables. You might also want to
look at what Configuration Variables each of the different SiteBeater systems
have. Maybe email variables or display formatting variables.

New systems may aso have ADVs associated with them. It is generally a good

ideato keep all user information in ADV's — even if the new system has its own
database. Using ADV s gives the devel opers the advantage of being able to use the
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SiteBeater API functions, share data across domains, and keep the datain one
place for backup, replication, and such. On the other hand, developers may want
to keep some user data separate. For example, very confidential information could
be kept on a separate, secure database server reserved for such data.

The Actions, Color and Text Schemes, Rights, and Configuration Variables that
are created on one SiteBeater Domain will not appear on any other existing
Domain. New SiteBeater Domains can use the Domain the system was created on
as their Source Domains to gain a copy of the data for itself. Developers will have
to create installation scripts for the other Domains — to add the database data to
those Domains. It is possible to use Microsoft’s Query Analyzer to copy the data
from one Domain to another. Or, enter the data on each Domain that will be using
the new system. The SiteBeater migration tool can be used to copy Actions, Color
and Text Schemes, and Configuration Variables to the other domains. Using the
migration tool is not recommended if there are many domains because it will take
along time do copy all of the data by hand — create a small installation script to
migrate the data instead.

Programming Notes:

- ThesRet ur nPage variable can be used with the login page. When
linking to the login page, if the sRet ur nPage variableisin the
QueryString or in aform, the user will be sent to the URL the variable is
set to instead of the referring document. Thisis great if, after a user has
logged in, the need to be sent to a specific web page.

ASP variables, subs and functions may be used within Actions. These
have the same scope as they would if the DI SP_Act i on() cal that
“run” the Actions were replaced with the Actions code itself.

Actions can also retrieve data from the QueryString, forms, cookies,
application variable, and session variables.

The DOVAI N_Conf ( sConf Const ) function returns the value of the
Configuration Variable passed it. See the APl documentation for more
information and examples.

The ACCNT_Ret ur nRi ght s(sRi ght sLvl ) function returns TRUE if
the user currently logged in has the right level passed it. Again, see the
API documentation for more information and other functions.
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Groups do not usually need to be explicitly programmed for. When code
checks for user rights, it automatically checks for Group rights that user
may also have.

Make sure to program with multiple domain functionality in mind. When
specifying path information for files, use Configuration Variables instead
of hardcoding the path, as the path may be different from domain to
domain or server to server. Also if different people administer Domains,
those people might like to do some things differently. Allow the
administrator some leeway by making some things Configuration
Variables instead of hard coded.

In addition to creating new Actions, these Actions in the Accounts System
should also be changed: SB. ACCOUNTS LOG N_OPEN,
SB_ACCOUNTS_LOG N_CLGCSE,

SB_ACCOUNTS_NEWACCOUNT _OPEN,
SB_ACCOUNTS_NEWACCOUNT _CLCSE,
SB_ACCOUNTS_USERDATA OPEN,

SB_ACCOUNTS_USERDATA CLOSE. These Actions are used on the
login and user data pages that site visitors see.

Use the SiteBeater API function to send emails.

System entries in SiteBeater are cross-domain. A new System created on
the Domains->Systems page will appear on all Domains for all
administrators with rights to view Systems.

The DOVAI N_Col or (sCol or Const ) function returns the value of a
color constant in the current Color Scheme. The current Color Scheme is
stored as an integer in the i Col or Schene variable. See the API for
more information on the function.

The DOVAI N_Text (sText Const) functionreturns the text in a text
constant in the current Text Scheme. Just like colors, the current Text

Scheme is stored as an integer in thei Text Schene variable. The API
has more information.

Thereisani_Custom.asp file in the /WS_Content/Includes directory that
isincluded in thei_Globals.asp file, which, in turn isincluded in al
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SiteBeater Systems. Add custom subroutines and functions to this include
file and they will be accessible by al SiteBeater Systems. The
i_Custom.asp file will never be overwritten by updates.

Users can set ADV information as “Visible’ or “Hidden”. When
developing custom systems, or using ADVsin Actions, the
ACCNT_Ret ur nADV() API function will only return the ADV data if
the current user is the owner of the ADV, or if the ADV has been set as
Visible by the owner of the ADV.

Sometimes you need to read the ADV data even if it is hidden to the
general public. One example of thisis when a user sends an email to the
administrator in the Message Board using the “alert administrator of a
offensive post” feature. What happens if the administrator set their email
address as a hidden ADV? Even though the administrator is not the user
logged in, we still need the email address to send the mail. Use the
“OVERRIDE” keyword in the ACCNT_Ret ur nADV( ') functionin place
of the sViewLvl parameter to have it return the value of the ADV even
though that ADV is supposed to be Hidden.

Sample Code

The Action in the Domains System called SB_LOG N_LI NK can be used
to display alink to either log in or log out. The link changes depending on
if the user is already logged in or out.

The Action in the Domains System called SB. PREFERENCES LI NK
can be used to display alink to edit user preferences or create a new
account. The link changes depending on if the user islogged in or out.

The Action in the Domains System called SB_
COLORSCHEME_CHANGE can be used to change the current Color
Scheme to the Scheme number on the QueryString by the name of
iColorScheme. It will also read it from aform or cookie. This changes the
iColorScheme global variable and only changesit if something is passed
it.

The Action in the Domains System called SB_ TEXTSCHEME _CHANGE
can be used the same way as the SB_ COLORSCHEME CHANGE Action,
but for Text Schemes. It looks for iTextScheme on the QueryString, from
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aform, or cookie. It sets the iTextScheme global variable only if
something is there.

The Action in the Domains System called SB_ PRODUCT_DISPLAY
gives asimple example of how a product display page could be created.
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Global Variables

Summary: Thisisalist of Lseful variables used by the SiteBeater
Systems. Use these when creating custom Systems.

Audience: Developer

Before You Begin:  Understand how to code custom Systems using the

SiteBeater API.

TopicsInclude:

See Also: Customizing Existing Systems, Creating Custom
Systems

Globa variables are used in the SiteBeater Systems and are available for use in
custom Systems and code.

S| TEBEATER_VERSI ON-—the version of SiteBeater Foundation. Thisis
displayed in the web page source with the Action header comment (see
section on Actions).

The MSWC. Br owser Type object fills these next few browser detection
variables. Reference Microsoft’ s documentation for more information on what
each variable contains.

Br owser
Ver si on
Tabl es
Frames
Cooki es
BgSounds
JavasScri pt
VbScri pt
ActiveX
Channel s
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Display Globals — these variables were added to help with the creation of custom
Systems. For example, withthesPageTi t | e, it is possible to type text in for
the title of each page, or use atext constart to print it out. On the other hand, if
the same Action opens severa pages that have different titles, the sPageTi t | e
can set the title to something different on each page.
sPageTi t | e —optionally use thisin the Actions that opens each web
page to set the title of the page. Print it betweenthe<titl e></titl e>
tags. Set it in the ASP before calling DI SP_Act i on() .

sSt yl e —optionally use this in the Actions that opens each web page to
append additional Stylesheet codes. Print it between the

<styl e></ styl e> tags. Set it in the ASP before calling the

DI SP_Action().

sHeader — optionally use thisin the Actions that opens each web page to
append additional head codes. Print it between the <head></ head>
tags. Set it in the ASP before calling the DI SP_Acti on() .

i Domai nNanme —thisissetinthei _Domai ns. asp fileinthe

DI SP_Act i on() subroutine. Use this any time the Donmai nUnq (from
the SB_Domai ns database, Domai nl nf o table) of the current
SiteBeater Domain is needed.

Account Globals
i Logi nAccount Ung —thisisthe Account Unqg (SB_Account s
database, Account s table) of the user who islogged in. This variable is
stinthei _Accounts. asp file inthel NI T_Logi nDet ect ()
subroutine. If the surfer is not a member, this value is NONVEMBER _| D (-
1).

bHasAccount —thisisether TRUE if the user is a member, or FALSE if
they aren't logged in. Thisvariableissetinthei _Account s. asp file,
inthel NI T_Logi nDet ect () subroutine.

sG oupType —thisis the Group the logged in user isin. If the use is not
logged in, or not in any Group, this variable is blank. Otherwise, it's an
“S’ if the user isin at least one Standard Group, or an “R” if they arein a
Rotational Group. Users cannot be both in a Standard and Rotational
Group at the same time.

These variables help quickenthe processing of the ACCNT _Ret ur nRi ght s()
function asiit is called many times.
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sd obal Rot at i ons — If the user isin a Rotational Group, thisis the
number of rotations.

sd obal Dat eBegi n — If the user isin a Rotational Group, thisisthe
date the rotations began or begin.

sd obal GroupUnq — If the user isin a Rotational Group, thisisthe
G oupUnqg. We can't get this for Standard Groups because there might be
many of them.

sd obal Posi ti on —If the user isin a Rotational Group, thisis the
position of the user in the rotation.

| A obal NunDays - If the user isin a Rotational Group, thisis the
number of days the current login works.

These are generic global constants that are used throughout the Systems, and for
use in custom Systems.

VO D =-1
EQUAL =1
GREATER OR_EQUAL =2

Rl GHTS_NORI GHTS ="y
NONVEMBER | D =-1

These three constants are used when checking which server we areon in
i _Domai ns. asp, inthe DOVAI N_Checkl P()) subroutine.

LI VE =1
BETA =2
ALPHA =3

These two constants are used when determining if an account can access all
SiteBeater Domains, or only it's Home Domain.

HOVEONLY =-1

ALLDOVAI NS =-2

SERVER_VERSI ON —thiscan be 1, 2, or 3for LIVE, BETA, ALPHA.
Thisis actually the server type. It can be used to detect which type of
server the user is currently on. For example, say you would like to send an
email to an administrator from a certain webpage. On your ALPHA and
BETA servers, you can use this variable to have that webpage display the
email on screen and not actually send it. Then, on the LIVE server, the
webpage will go ahead and send the email.
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I Text Schenme — this should be set to the Text Scheme ID number to use
when displaying text constants. This variable is used in the

DOMAI N_Text () functionini _Domai ns. asp. The scheme numbers
can be found in the SchenmeUnq columninthe SB_Domai ns database,
Text Schenes table. Make sure to check that the Domai nUnq
(SiteBeater Domain 1D number) is for the correct domain. The scheme
number can also be found onthe Text Scheme management page, next to
the scheme name in the scheme drop-down list.

i Col or Schene —thisisthesameasi Text Schenme, except for colors
(Col or Schenes table, etc).

sSer ver CV —thisis set to the Ser ver Unq of the server that is sending
the current page. Thisis used in each Actions closing comment. It is only
displayed on BETA and LIVE servers.

These two arrays are used in the function (DOVAI N_Li nk() in

i _Domai ns. asp) to add QueryStrings to links and hidden fields to forms. A

maximum of twenty variables and their values can be used in this function.
aVari abl es(20) —thisisthelist of variable names

aVal ues(20) —these are the values of the variablesin the
aVari abl es aray.

Miscellaneous variables:

GLOBAL_DEBUG — Set this to true to turn on all debugging output from
all ASP pages, or set it individualy in each page. This may be set to any
value in the QueryString to turn it on, and will then be stored in a Session
variable. Kill the Session variable by putting this on the QueryString again
with no value.

sLOGE NG_ENABLED - this holds the status of the

LOGGE NG_ENABLED Configuration Variable. Its used to speed up the
process of logging — so the database doesn’t have to be checked multiple
times from the same ASP page.

dCol or s — Thisis the ASP Dictionary Object that holds cached color
values from the current Color Scheme.

dSpeci fi cDomai n —Thisissimilar todCol or s inthat it caches
access rights when the ACCNT_Speci fi cDomai n() functionis called.
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dSyst enRi ght s —Aswith dSpeci fi cDomai n, thisalso caches
access rights, but when the ACCNT_Syst enRi ght s() functionis
caled.
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22

Upgrading & Patching

Summary: Upgrading and patching each SiteBeater System.
Audience: Administrator, Devel oper
Before You Begin:  Backup all code and databases.

TopicsInclude: Specia Upgrades

See Also: Foundation Setup

Upgrade and patches for the SiteBeater Foundation and other Systems will be
released periodically. When upgrading and patching, the SiteBeater websites may
be down (or parts of them) depending on what has been changed. Prepare ahead
of time for each upgrade. Be able to quickly revert to the origina version in case
of unforeseen problems. If the facilities are available, perform the upgrade on an
ALPHA and then BETA computer first. Test websites on those computers to
make sure everything is working. Once everything is working, perform the update
on LIVE machines.

Before beginning the upgrade or patching process, backup all relevant files and
databases. If developers have changed any of the SiteBeater files, upgrading may
or may not work — depending on what was changed in the upgrade. Generally,
upgrading involves overwriting all the existing files with the new ones in the
upgade. If developers have changed any of the files that have been changed by
the SiteBeater team, upgrade changes must be integrated by hand.

Each upgrade and patch comes in the Upgrades directory of the Foundation or
System being upgraded. There are two parts to most upgrades. The first part is the
actual files that have been changed. Those files will be located in their respective
directoriesin areplica of the System’ s directory structure. For example, a new
version of the/ W5_Cont ent /| ncl udes/ i _d obal s. asp would bein the
/ W5_Cont ent /| ncl udes/ directory within the upgrade directory. If
developers changed any of these files, they will need to look at the new version
and integrate the changes into the custom version of the files.
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Each upgrade script is only for one version. Upgrading from version 1 to version
4, requires that the developer copy all the files from each of the three upgrades
over the originals. It is not possible to simply copy the files from version 4
because each version has a different set of files. All of the files from version 2, 3,
and 4 must be copied or integrated.

The second part of each upgrade is running the database update script. As with
upgrading files, each script will only make the changes for a single upgrade. In
other words, there is no upgrade script that will upgrade the databases from
version 1 to version 4. All upgrade scripts will only upgrade from version 1 to 2,
then from 2 to 3, etc. To upgrade from version 1 to version 4, requires running all
three upgrade scripts.

The upgrade scripts are in the _Upgr ade directory of each System. After an
upgrade script has been run, it should be deleted so there is no chance of it being
run a second time.

The current version of SiteBeater can be found printed in each pages source in
each Actions opening comment.

Special Upgrades
i _OpenDonai n. asp

If thei _OpenDonai n. asp fileisever upgraded, first copy the database
connection string from your original i _OpenDomai n. asp fileinto the new
i _OpenDomai n. asp file Look in the file for the line under this comment:
Prxkkxkkxkkx SB DOMAI NS CONNECTI ON STRI NG BELOW * * * * *
Thisisthe only file that requires a manual edit.
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Configuring Edit-On Pro

Summary: Edit-On Pro WY SIWY G editor can be used to edit text
in al SiteBeater Systems.

Audience: Administrator
Before You Begin:  Purchase and install Edit-On Pro

TopicsInclude:

See Also:

Administrators should only read this section if they have purchased the Edit-On
Pro Java WY SIWY G HTML editor (http://www.realobjects.de).

Copy thefilesinto the/ W5_Cont ent / Edi t - On/ directory preserving
directory structure and not overwriting any existing files (SiteBeater has
customized versions of some of the Edit-On Pro files). Visit the Real Objects.de
website to purchase or request atria version.

Configuration Variables
USE_EDI T- ON— Set thisto “YES’ to use the editor when editing long
text data in Text Schemes, and when editing Actions. Set it otherwise to
use the standard HTML text box. Remember, this must be set to “YES’ to

use the editor in any other System (Message Board, Radio, Image
Gdlery).

EDI T- ON_LI CENSEKEY — The license key for this domain. Populate

thisonly if not using the standard licensekey.xml file. Leave blank to use
the file.

EDI T- ON_SPELLCHECKPROPERTI ES — Set to the spell check

properties file to use. Change according to the language. See the Edit-On
Pro documentation.
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EDI T- ON_I MAGEROOT — Imageroot value from Edit-On Pro. See the
Edit-On Pro documentation. This can be set to a single image server if
desired (multiple web servers/one image server type of setup).

EDI T- ON_TEXT — The Text Scheme Ung used with Edit-On. Must be a
default SiteBeater Text Scheme or scheme created using a default
SiteBeater Text Scheme.

EDI T- ON_I MAGEPROXYURL — Usewith the EDI T- ON_| MAGERQOOT.
The IP address'Domain name (without the "http://") of the server hosting
all images (e.g. 192.168.1.1) — or leave blank to use images from different
domains.

Each System (except the Accounts and Domains Systems) has its own
Configuration Variables that can be set differently for that System. To use Edit-
On in a System, make sure the USE_EDI T- ON Configuration Variable is set to
“YES’ and the System’s USE_EDI T- ON Configuration Variable is set to “YES’
aswell.

When Edit-On is being used in the Domains System, the long text of text values
within Text Schemes can be edited in the editor. Actions can also be edited with
Edit-On Pro. In the Radio System, play lists can be edited using the editor. In the
Message Board, creating new threads, editing threads, replying to threads and
editing signatures can all be changed using Edit-On Pro. Finally, in the Image
Gallery, editing gallery descriptions can be done using Edit-On Pro.

Edit-On Pro Configuration Variables
- USE_EDI T- ON
EDI T- ON_LI CENSEKEY
EDI T- ON_SPELLCHECKPROPERTI ES
EDI T- ON_I MAGEROOT
EDI T- ON_TEXT
EDI T- ON_I MAGEPROXYURL
VMSGBOARD_EDI T- ON — Setto “YES’ to use in the Message Board
MSGBOARD_EDI T- ON_SPEL L CHECKPROPERTI ES
VSGBOARD_EDI T- ON_I MAGEROOT
MSGBOARD_EDI T- ON_TEXT
MSGBOARD_EDI T- ON_| MAGEPROXYURL
MSGBOARD_EDI T- ON_W DTH
RADI O EDI T-ON — Setto“YES’ to usein the Radio
RADI O _EDI T- ON_SPELLCHECKPROPERTI ES
RADI O_EDI T- ON_I MAGEROOT
RADI O _EDI T- ON_TEXT
RADI O_EDI T- ON_| MAGEPROXYURL
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24

Configuring ASPMail, ASPQMail & CDONTS

Summary: General information about the email systems that can be
used with SiteBeater.
Audience: Administrator, 1T

Before You Begin:  Consider the options between the different email systems.

TopicsInclude:

See Also:

SiteBeater can use ASPMail, ASPQMAIL or CDONTS to send emails. The

EMAI L_REMOTEHOST Configuration Variable must have a value on the Server
for the email functions to work. Generally, the email functions do not even appear
on the web pages if the EMAI L_ REMOTEHOST variable is blank.

Each Server that has SiteBeater installed on it must have one of the three email
systems installed to send emails. If none are installed, leave the
EMAI L REMOTEHOST variable blank.

Please make sure that the email remote host is your, or a public remote host.

If there are alot of emails being sent, CDONTS may be the email system to use.
With CDONTS, it is possible to set up a separate email machine on which the
emails will be queued and sent. The ASPMail systems use the web server to send
the emalils.

Email Configuration Variables
- EMAIL_REMOTEHOST — &t this to the remote host (mail server) used
to send emails. Leave this blank to disable emails— email form fields and
links will be removed from SiteBeater Systems.

EMAIL_TYPE — st thisto either “ASPMAIL” or “CDONTS" depending
on which email system to use. To use either ASPMAIL or ASPQMail, set
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thisto “ASPMAIL”. Thisis set to “ASPMAIL” uponinstallation of the
SiteBeater Foundation.
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Appendices

The SiteBeater Foundation
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Troubleshooting

Summary:
Audience:
Before You Begin:

TopicsInclude:

Help with common problems.

Developer, Administrator, IT

See Also:
Question or Answer or Solution
Problem
Theinstallation If the permissions are reset after the initia installation of
script gives me an the Foundation, SiteBeater cannot programmically create
error about new domain directories (from the Domains->New Domain

permissions when |
try and create a new
website.

page) unless TqcRunas is installed.

You can either install TqcRunas or create your new domain
and not copy files from an existing domain. This will
create all of the database entries required for the new
domain and you will have to copy the files by hand.

| am hosting my
website and cannot
create a Virtual
Directory as
directed in the
installation
instructions. Can |
sill use SiteBeater?

Yes. Instead of copying al of the SiteBeater filesto a
WS_Content directory outside of your websites directory,
copy them into aWS_Content directory within your
website directory. This image illustrates the layout:

Physical Mapping Web Mapping

e inetpubiwansnr oot imynebsiteh é Wi m ywebaite. com
erinetpub e ootimyenebste WS _Cortertt ... -7 WS_Content
L T e LT ey LT P 1 E— - Images

This method requires that for each website you want to use
SiteBeater with; you have to copy all of the WS_Content
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files into the websites directory. If you make a change to
the SiteBeater source files (or apply an ypdate), you have
to apply the changes to al copies of the SiteBeater files.

This also means that you can make change to the
SiteBeater files to completely customize each website you
have. So, it does have some beneficia side effects.

| am reinstalling
SiteBeater or one of
its Systems and it
keeps telling me
that it cannot
complete the
installation because
one of the
databases is in use.
What do | do?

Each time the installation scripts run for the SiteBeater
Foundation or any of the additional Systems, it checks to
see if the databases and logins already exist. If they do, it
deletes them. It does this to make sure that the database
server is completely wiped of all previous (and possibly
corrupt or incorrect) information is gone. The scripts will
automatically create the logins and database as needed (this
only applies to installations where the database server ison
the same machine as the web server).

To avoid the error you are getting, make sure there are no
connections to the databases that go with the System you
are trying to install. For the Foundation, that would be the
SB_Domains and SB_ Accounts databases. Connections
can be opened by web browsers, Enterprise Manager,
Query Analyzer, or other third party applications that
connect to the database (such as erWina or Crystal
Reportsa ). Make sure these applications are not connected
to the databases. These applications (including browsers)
can be connected across networks as well, so if you have
closed al connections locally, you might want to check
computers on your network. If all of those computers are
disconnected, the problem may be that outside users are
hitting web pages that use the databases — fixing this means
making sure no users can hit pages accessing the databases.
Do this however you see best.

After you have disconnected everything, you may have to
wait afew minutes for the database server to reset itself. If
worse comes to worse, you can try to manually remove the
databases in Enterprise Manager.

| am getting this
error on my new
website: “Critical
Error: Domain
name not found in
database.
Quitting.”

This error generally appears when a new SiteBeater
Domain has not been created for the Internet domain.

This error could also occur when accessing a website using
its IP address (for exanple, http://123.123.123.123 instead
of http://www.mysite.com). If, when creating the
SiteBeater Domain, the administrator used
“www.mysite.com” as the Domain name, the users must
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type that exact text (case insensitive) in the browsers
address bar. To use the IP address, change the SiteBeater
Domains name to the IP address numbers
(*123.123.123.003").
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Summary:

Audience:

Before You Begin:

TopicsInclude:

See Also:

Server and database security in relation to SiteBeater
Systems.

IT, Administrator

The server must be setup with I1S, MSSQL 2k, and a DNS
entry for the website.

Installation Issues
Separating Server Access
NT Authentication
Multiple Servers

1S Administration

Rights, Initial Rights, Groups, and Configuration
Variables, SiteBeater Domains, Multiple Servers

Security is always important. The security issues addressed in this section are
related to the web and database servers. SiteBeater System security issues are
addressed in the Rights, Initial Rights and Groups sections.

Installation Issues

When first installing the SiteBeater Foundation, specific rights will need to be

granted to the | USR_conput er nane account in several directories. However,
after installing the Foundation, the majority of these rights may be revoked. This
list shows the directories, their rights, and whether or not those rights need to be

revoked:

/' W5_Cont ent/ I ncl udes/ - modify — yes, revoke these rights

/ W5_Cont ent/ - read, execute— no, leave these rights

Installation directory (e.g. e\inetput\wwwroot\) — modify — only leave
these rights if the SiteBeater System is needed to create directories and
copy files while creating new SiteBeater Domains. This right may be
revoked if TqcRunas is used.
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The website’ sfirst directory — modify — yes, revoke these rights

After installation is complete (of any SiteBeater System), the installation directory
should be removed or renamed. If it is not, anyone who knows the information on
the form can reinstall the System and wipe out any data.

Separating Server Access

In the Multiple Servers section, an example is shown of a set of database
passwords for a three server configuration: ALPHA, BETA, and LIVE. Reading
this should help limit L1VE environment exposure to corruption.

In addition to the database passwords, a separate cCCODE_DELIMITER (sethe
section on Configuration Variables and Actions) may be wanted for LIVE servers.
The cCODE_DELIMITER is amazingly powerful. Any party who knows the
value of this variable can run any ASP command or program on aweb server, this
code enables a devel oper to connect to any database if they know the database
password. Files can be erased, uploaded and more. On the other hand,
cCODE_DELIMITER changes are very difficult to manage. Developers must
change the Configuration Variable value and all occurrences of it in Actions they
have coded.

A System and Action may be developed and then before migrating them (see the
section on Migration), the individual who knows the cCODE_DELIMITER on
the LIVE servers may evaluate them and replace the ALPHA delimiter with the
LIVE one.

Administrators should manage who has rights to use ASP in Actions by setting
SB MACT _USE_ASP user rights.

NT Authentication

The administrative areas of the SiteBeater Foundation are in two directories. For
additional protection, set up NT Authentication on the

/' W5_Cont ent / Domai ns/ and/or/ W5_Cont ent / Account s/ directories.

NT Authentication is also required to create |1S entries on any server. It isalso
required if administrators wish to use the TqcRunas DLL to add websites to
servers other than the machine serving the administrative web pages.

Multiple Servers
SiteBeater can administer domains across server boundaries. Administers will
want to review the sections on SiteBeater Domains and Multiple Servers.
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It is wise to reserve a single internal domain or |P address for administering
SiteBeater websites and domains across server boundaries. This domain must be
protected with NT Authentication. In IS, set that domain’s “Application
Protection” to “High (Isolated)”. Then remove “ Anonymous access’. The server
then may be added to an NT Domain with the other web servers. Administrators
must then log into the domain using an NT administrative account.

Each directory on each server that will have domain directories and files added to
it must also have write access for the | USR_machi nenane unlessthe
TgcRunas DLL isused. If thisisthe case, an account with write access to those
directories and files should be used to make changes.

The TqcRunas DLL (http://www.quimeras.com) must be registered on the server
that the administrative domain ison. This DLL only needs to be registered on the
one machine. This TqcRunas DLL poses a huge security threat because anyone
who gains access to it can log onto any server using any account. The
administrator may also want to restrict |P address access to all of the domains on
this machine (because al domains on the machine can access the DLL).

[IS Administration
SiteBeater can add, edit and remove domains from 11S as they are added, changed
and removed from the SiteBeater System.

As explained in the Multiple Servers section above, for administrators to change
I1S entries, the domain they are doing it from must have NT Authentication. In
I1S, set that domain’s “ Application Protection” to “High (Isolated)”. Then remove
“ Anonymous access’. Administrators must then log into the domain using an NT
administrative account.

Aslong as I1S Administration is being done on a domain on the machine changes
are being made to, the TqcRunas DLL does not need to be registered (they till
need NT Authentication). TgcRunas is only needed to make changes across server
boundaries.

Please be aware that administering I1S or administering across server boundaries

can be a great security risk. Such administration is normally done behind strong
firewalls.
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Database Issues

Summary: Database setup and information for the Foundation.
Audience: Administrator, Devel oper

Before YouBegin: Install MSSQL Server

TopicsInclude:

See Also: Foundation Setup

SiteBeater Uses the M SSQL database to store website and User information. 1he
information within this section should help set up and maintain the databases.

The MSSQL server on which SiteBeater databases are to be installed must have
“SQL Server and Windows Authentication”. To set this:

1. Right click on the server in Enterprise Manager.

2. Click Properties.

3. Click the Security tab.

4. Click the radio button for “SQL Server and Windows”.

Two databases must be created for the Foundation:

c. SB_Accounts

d. SB_Domains

e. The database logins are (these names are the default — you may

change them when installing the Foundation):
I. SB_Accounts— make this the owner of the SB_Accounts
database, and make the SB_Accounts the default database.
This password should be in the
SB_ACCOUNTS_PASSWORD Configuration Variable.
ii. SB_Domains— make this the owner of the SB_Domains

database, and make the SB_Domains the default database.
This password should be in the
/WS_Content/Includes/i_OpenDomain.asp file. It is the last
parameter used with the Domai nsConnect i on. Open
statement.
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API functions can be used to open and close database connections:
DB_OpenDomai ns() — Sets both the Domai nsConnect i on and
Donai nsComrand variables. These variables are also set when the
DI SP_Acti on() subroutineis called. Generally the SB_Donai ns databaseis
opened and connected to through the DI SP_Act i on() subroutine.

DB_OpenAccount s() — Setsthe Account sConnecti on and
Account sCommand variables.

DB_Cl oseDomai ns()
DB_Cl oseAccount s()

If the SB_Domai ns login and/or password is changed in the database, it must
also be changed inthe/ W5_Cont ent / | ncl udes/ i _OpenDonai n. asp file
inthe DB_OpenDomai ns() function onthe Domai nsConnecti on. Open
line. The SB_Domai ns database password must be changed in the actual file
because that is the first place the database is accessed.

If the DB_Accounts database login and/or password is changed, then the
corresponding Configuration Variables (for each server) must also be changed:
SB_ACCOUNTS SERVER
SB_ACCOUNTS_LOGIN
SB_ACCOUNTS PASSWORD
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Installing On Hosting Services

Summary: Information for those wishing to install and use SiteBeater
on athird party hosting service.

Audience: IT, Developers

Before You Begin:  Contact your hosting service and let them know you would
like to install SiteBeater.

TopicsInclude:

See Also: Foundation Setup

If you are using athird party to host your website, please read this.

SiteBeater is very powerful and can be complicated. Y our must understand (or
have someone available) how to use a Microsoft SQL server and programming in
ASP before downloading or purchasing SiteBeater. Unlike other companies who
use the ignorance of their customers as a marketing tactic, we want to make sure
you understand what you are buying.

Hosting Requirements

Databases

To enhance the scalability and power of SiteBeater, we chose to use MSSQL. In
addition to using high-end database software, we also chose to separate the
system into five databases! This way, when your databases grow too big for one
machine, you can separate each out onto individual machines. Or, if you need
more speed, you can put each database onto its own machine. This also helps with
design and modularity issues.

If you decide to either download or purchase SiteBeater and use it with a hosting

service, you must be sure your hosting service will alow you to useit. Your
hosting company must allow you to set up at least TWO MSSQL databases and

JackKnife 134-144



135

Confidential

TWO database logins. Both are used for the Foundation. One is for the Domains
System and the other for the Accounts System. These are required.

If you decide to install the Image Gallery System, you will need another database
and login. If you want to install the Message Board System, you'll need yet
another. And so on. If you install all additional Systems, you will need to be able
to install-on your hosting service—atotal of six databases and SQL logins.

ASP Files

The SiteBeater files are usually placed in a directory accessible to all websites on
aweb server. This location is most often in a directory above your websites
directory. Some explanation might be required here: Generally hosting companies
allow you to FTP into one directory and it’s subdirectories. That one directory is
your website' s directory. They do not let you go “up” into the directory “above’
your website's directory. If they did, you would be able to see al of the other
websites directories, and possibly go into them and change the data there! With
SiteBeater, the WS_Content (all of the SiteBeater files are within the WS_Content
directory) directory is generaly placed into the directory that holds al of the
website directories! If your hosting company only allows you to go to your
websites directory, you won't be able to create aWS_Content directory in its
usual location.

If you can place the WS_Content directory in the directory with al of the other
website's directories, you can then create a “virtua” link to it in your website's
[ISentry caled a“Virtual Directory”. Some hosting companies might allow you
to create and have your own Virtual Directory. Many do not. If your hosting
company will not create a Virtual Directory for you, you cannot put the

WS _Content directory into the same directory as al of the other website
directories, nor can you create a Virtual Directory pointing to it. Instead, copy the
WS_Content directory into your websites directory—at the root. Y our website
won't know the difference. But, you will only be able to use SiteBeater with your
one website.

If you can both: 1. Copy the WS_Content directory into the directory with al of
the other websites directories, and 2. Create a Virtual Directory pointing to the
WS_Content directory, GREAT! Install SiteBeater that way.

If you cannot copy the WS_Content directory into the directory with al of the
other websites directories, or if you cannot create a new Virtual Directory
pointing to it, then you will have to use an alternate installation method. | nstead,
copy the WS_Content directory into your websites directory—at the root. Y our
website won't know the difference. But, you will only be able to use SiteBeater
with your one website. If you want to use SiteBeater with many websites without
a Virtual Directory, you can copy the WS_Content directory into each individual
website directory. Each website will use the same SiteBeater databases, but they
will use their own copy of the SiteBeater files.
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Active-X

If you install the MP3 Catalog System, you must install the ID3 tag reading
Active-X object. Some hosting companies might allow you to install aforeign
component on their system. There is no way around this.

If you want to use ASPImage (optional) with the Image Gallery, your hosting
service mugt either install it for you, allow you to install it (not likely), or they
must already have it installed (many do).

It is very doubtful that any hosting service will alow you to install TqcRunas
(also optional). TgcRunas allows you to manipulate data and I1S entries on
multiple servers. Thisis a huge — and usually unacceptable — security risk for a
hosting service.

Emailsin SiteBeater require CDONTS, ASPMail or ASPQMail (email is
optional). As with ASPImage, many hosting services already have at least one
(sometimes both) of these components installed. Check with your hosting service
to find out which they have.

Installation Scripts

SiteBeater uses one installation script to install both the Domains and Accounts
Systems (also known as the “Foundation”). Each other System has it'sown
installation script. These scripts al require that you know both the MSSQL server
name and SA (or administrator) login and password. The scripts also require you
to know path informationfor some of the files and website directories. Y ou will
probably not be given any of this information by your hosting service. In the case
that your hosting company does not give you all of the required information, they
will have to run the scripts for you.

The Foundation installation script also writes to a file on the server. Y our hosting
company will most likely have to set the permissions for you. The permissions
must be set before the script is run, and can be reset after.
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E

Navigation Quick Reference

See next page.
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Glossary

Accounts System
Thisis one of the two Systems that make up the Foundation. The Accounts
System consists of all account information, polls, mailing lists, and account
groups. Data for the Accounts System is stored in the SB_Accounts database.

Action

- Another term often used to describe a SiteBeater Action isa“macro”. Actions are
more than just macros. Actions are the building blocks of awebsite. Actions can
contain HTML and ASP. Being able to store HTML makes them perfect for page
navigation. Being able to run ASP makesthem ideal for small, encapsulated
functions (aka “macros’).

Every SiteBeater System uses Actions to open and close the pages within the
System. Some Systems use Actions to display data— such as the polls or random
image in the Image Gallery System.

Administrator
Typicaly a user with rights to do many thingsis called an "Administrator".
Because any user within the SiteBeater System can be assigned rights, any user
can become an administrator.

ADV
ADV is an acronym for Account Data Variable. ADV's are what store user
information. For each piece of user information (first name, last name, email, etc.)
thereisan ADV. The ADV describes the user information. Each ADV has a
description, type (either short or long text), optional right required to view it, and
a System it appearsin.

Administrators may create new ADV's. Being able to create new ADVs alows
site owners to gather additional and custom information about each of their users.

ADV Groups
ADV data may be shared across Domains. To share ADV data from one Domain
to another, those ADV's must be grouped together. Only one ADV from each
Domain may be in an ADV Group.

Alternate View images

In the Image Gallery System, Alternate View images are those additional images
added to an image entry. Each image entry may have up to four Alternate View
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images. Users are required to have specific rights to view each of the four images.
Alternate View images can be resided copied of the Primary Image, shots of the
same image at various angles, or whatever other images the gallery owner wants
to include in the image entry.

ALPHA
One of the three server types. The ALPHA server is generally a development area

for creating new Systems or updates to websites. The ALPHA server is usually
not accessible to the general public.

ASPIimage
A third party component that allows SiteBeater to dynamically resize images and
create thumbnails. This component can be purchased and downloaded from
www. ServerObj ects.com.

ASPMail

A third party component that allows SiteBeater to send emails. This component
can be purchased and downloaded from www.ServerObj ects.com.

ASPQMail
- A third party component that allows SiteBeater to send emails. Thisis amore
sophisticated version of ASPMail that allows the system to queue up mail to go
out. This component can be purchased and downloaded from
www. ServerObjects.com.

Auto-Login
When a user logs in he or she can optionally choose to be automatically logged in
the next time they visit the site. A cookie is set in their browser |etting the system
know that they want to be logged automatically the next time they come to the
Ste.

BETA
The second of the three server types. The BETA server is generally atest server.
Data and code comes from the ALPHA server once it is ready for testing.
Optionally the BETA server is usable by the general public or select people “off
Ste’.

Board
In the Message Board System. Boards and conferences are synonymous. Both
contain threads of messages.

CDONTS

Thisis CDO for NT —a Microsoft method of data manipulation. One of the
features of CDONTS is the ability to route emails through an Exchange server.
SiteBeater can use either CDONTS or ASPMail/ASPQMail to send its emails.
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Color Scheme
A Color Schemeis a set of Color Constants grouped together as awhole. The
Aqua Color Scheme has many Color Constants within it that describe the Color
Scheme Aqua. Color and Text Schemes are very similar in construct and usage.

Color Constant

Color Constants make up Color Schemes. Color Constants consist of a name and
value pair. The name is used in Action and ASP code to reference the value.

Conference
In the Message Board System. Conferences and boards are synonymous. Both
contain threads of messages.

Configuration Variable
Configuration Variables store SiteBeater System settings.

Domain
A Domain is awebsite entry in SiteBeater. Each website has a Domain entry that
contains al the settings and information in the database for that website.

Domain Groups
For new users to be able to log into multiple Domains, those Domains must be
grouped together. That group is referred to as a Domain Group.

Domains System
Thisis one of the two Systems that make up the Foundation. The Domains
System consists of all Domains, Servers, Color Schemes, Text Schemes, Actions,
and Configuration Variables. Data for the Domains System is stored in the
SB_Domains database.

Foundation
The Foundation is made up of the Accounts and Domains Systems. Every other

SiteBeater System and website is made up using data stored in the Foundation.
The Foundation also consists of the web pages that manipulate the data.

Gallery
In the Image Gallery System. A gallery contains the individual image entries.

Home Domain
A users Home Domain is the Domain on which the user initially created his or her
account. The Home Domain is special because the user can aways log onto their
Home Domain. Also, certain administrative rights and functions affect users
based on their Home Domain.

Image Entry
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In the Image Gallery System. An Image Entry is an entry in agalery. Each Image
Entry can have up to six images: the Primary Image, thumbnail, and up to four
Alternate View images.

Initial Rights
Rights that are given to all new users once they create their account. Initial Rights
are not retroactive — meaning that after an account has been created, changes to
Initial Rights do not affect that account.

LIVE
One of the three types of servers. The LIVE server is sometimes called the
“production” server. Thisis the server the general public uses.

Message
In the Message Board System. A message is a users post to a board. The
difference between threads and messages is that threads include the initia
message and all replies. A message is only the individual post.

NT Authentication
Microsoft’s method of authenticating alogin. The login must be created in the NT
operating system. In a (compatible) browser, a popup window will appear asking
the user for the login and password before they can access the page protected by
the NT Authentication.

Primary Image
In the Image Gallery System. In an image entry, the Primary Image is the first
image uploaded when the image entry was originally created. The Primary Image
is also the image displayed on the image detail page. Unlike Alternate View
images, no special rights are required to view the Primary Image.

Rights
Rights give users power to perform certain actions, see specific pieces of data,
and manipulate that data. Rights also prevent unwanted users from doing these
things. Users with rights are sometimes referred to as administrators.

Rotationa Group
A Rotational Group is an account Group whose accounts become valid only on
certain days. Accounts within Rotational Groups are not meant to be long term.

Standard Group
A Standard Group is an account Group whose accounts are normal, permanent
accounts.

Text Scheme
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A Text Scheme is a set of Text Constants grouped together as awhole. The
English Text Scheme has many Text Constants within it that make up the Text
Scheme English. Color and Text Schemes are very similar in construct and usage.

Text Constant
Text Constants make up Text Schemes. Text Constants consist of a name and

value pair. Text Constants values caneither be short (less than 255 characters) or
long values. The name is used in Action and ASP code to reference the value.

Thread
In the Message Board System. A thread is a series of messages and their replies.

TqcRunas
A third party component that allows the SiteBeater System to read and write
Domain data to and from other physical machines. This component may be
purchased and downloaded from http://www.quimeras.com.

Users
Users are visitors to awebsite. Users usually have no administrative rights. Once
auser is given administrative rights, their designation changes to administrator.
Users do sometimes have rights to do such things as create galleries or view
Alternate View images.
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