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How it works
To enable AntiPiracy 2004 (AP) protection, developer first of all should link the AP client DLL to his product using methods and properties described in the Developer's Manual. 

Then AP database should be filled out with product information. Once a copy of a product is purchased, correspondent information (purchaser data, serial number, number of licenses for this serial number) should be added to the database either manually or automatically. 

When user runs a protected application, AP DLL will start contacting the AntiPiracy server every X minutes (value set by developer) and sending out product code, serial number and user's computer hardware hash. 

This information will be verified against the information stored in the AP database. If any of the situations described below occur, server will send DLL correspondent error message and AP DLL will pass it to the protected software: 

· Product Code doesn't exist in the database; 

· Serial Number doesn't exist in the database; 

· Serial Number doesn't match the Product Code;
· Same Serial Number is used on several computers simultaneously (if number of simultaneous users exceeds the number of allowed licenses)

AP Server will also block serial number that was defined as pirated. Next time AP DLL connects to the server, it will receive "Locked" error message that will be passed to the protected application. Developer has a full control in a matter of handling this situation: show warning message, close the application, etc… 
Installation package consists of two parts: Server Tools and Client Tools. Please find a brief description of each tool set and usage samples below.
If you have any questions regarding AntiPiracy 2004, please contact us at ap@logicsoftware.net. We will be happy to assist you.

Server Installation and Configuration
Before running a Server installation, please make sure that a target computer has IIS web-server and MDAC 2.7+.  

During the installation, you have to specify a path where a setup program will copy AP Management Applications (Administrator and Monitor).
Then the setup program will ask you to provide a path to the web-server root catalog, where AP folder will be created and Server ISAPI dlls along with a database file will be copied.

Now you should configure the system.

ODBC System DSN Configuration

AntiPiracy 2004 uses MS Access as a database system. AP setup program creates an ODBC system DSN called “AP”. This DSN will be used by ISAPI DLL to access the database. If you decide to change a path for the database file, you should make correspondent changes to the AP DSN using ODBC Data Source Administrator. 

Important: In case of problems make sure that system DSN has a name “AP” and has a right path to the ap.mdb file that was installed by the setup program.
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IIS ISAPI DLL Configuration

1. Start MS Internet Information Server (IIS)  
2. Stop the web-server you are going to install AP to
3. Create a virtual folder that will point to the path where ISAPI dlls and a database file were copied during the setup process

4. Open Virtual Folder properties window and on the “Virtual Directory” tab set Execute Permissions to “Scripts and Executables”

5. Re-start web-server
Important: make sure that ISAPI dll has execution rights and can access the database file.
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AP Monitor Configuration

The purpose of AP Monitor application is to track and terminate so called “phantom” sessions. “Phantom” sessions are appearing when protected application did not finish its work properly. When program is closed in a normal way, Client DLL sends a special command to the server, instructing it to remove current session from the database. If for some reason program won’t send such command (program crash, internet connection lost, program termination from the Task Manager, etc…), server will consider program session to be opened, and next time program will reconnect to the server it might receive “Concurrent usage” error.
To prevent such situation AP Monitor should be running on the server all time. This program will check all opened sessions and if any of them is not updated in specified number of minutes, AP Monitor will close this session.

To enable AP Monitoring, it is recommended that you set it to start during OS startup by putting it to the Startup folder in Program Files. 
AP Administrator 
AP Administrator application allows to:
· Add/Edit Products to the database

· Create/Modify registered users and their licenses

· Keep track of license agreement violations

· Block/Unblock certain serial-numbers 
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Important: You can access various grid-related options (multicolumn-sort, multicolumn-filters, search, drag and drop or hide columns, auto save mode, print preview and print) by right-clicking on the grid header.

Products Management
Using Products section of the AP Admin you can:
· Add new product

· Edit product properties

· Remove product (if you are removing a product, all registered users of this product will be also removed from the database)
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In the Product properties window you can indicate product type (where Application refers to the regular Win32 application and Server refers to a synchronous ASP or ASP application).

Refresh Rate parameter specifies how frequently protected application will contact AP Server.
Users Management 

Using Products section of the AP Admin you can:
· Add new user

· Edit user properties

· Remove user (if you are removing a user, all his violation records will be also removed from the database)
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In the User properties window you can set block a user, by setting his status to “Locked”.

“# of Licenses” field allows you to specify how many users are allowed to work simultaneously.
Violations Management
Each time user is blocked by a system, a correspondent record is added to the Violations table. 

You can search and view violation details using appropriate section in the AP Administrator application.
Client Tools API
Client part of the AP system is a regular Win32 DLL, which exports the following functions:

QueryServer (Product name, Serial number, Param)

Where Param can be:

0 – when program starts;


2 – when program closes.

This function is used for the regular Win32 applications (“Application” product type”). Function should be called only twice during the program working cycle (on start and on finish).
SingleQueryServer(Product name, Serial number, Param)

Where Param can be:


0 – when program starts;


2 – when program closes.

This function can be used in synchronous mode, for example in server ASP or ASP.NET applications. Function must be called every time when you need to connect to the AP server.
SetServerNameAP (ServerName)

Where ServerName  is a host name of the web-server where AP Server is installed (E.g. yourdomain.com)
Function must be called once to setup Server address

SetAppNameAP(Application name)

Where Application name is a full path and an ISAPI DLL name with a mandatory WEBAPQuery parameter. 

E.g. (/AP/Srv_AP.dll?WEBAPQuery)

Function must be called once to setup ISAPI DLL address

SetModeAP( Param )

Where Param specifies AP operation mode:
0 – automated mode, when DLL takes control over all responses from the server and take appropriate actions (blocks a user, outputs error, etc…) 
1 – custom mode, when DLL passes Server responses to the parent application using GetStateAP function (Recommended mode)
GetStateAP()

This function does not have any parameters and returns the following state codes:
0       - Default (before first call of QueryServer or SingleQueryServer)

1000 - Normal working state

1010 - Wrong Serial Number or Product Name 

1020 - The number of the licenses is exceeded

1030 - The serial number (user) is blocked
1040 - Invalid server response 

1060 - Server response timeout

1050 - Internet call broken

1070 - QueryServer was called with param = 2

Usage Samples
During AntiPiracy 2004 Client Tools installation, setup program will copy AP libraries and VB, VC++ and Delphi samples to your computer.
Visual C++ Sample
To use Cli_AP.dll in your VC++ project you need to:
1. Add Cli_AP.lib to the project using Project->Add to Project->Files command
2. Add the following declarations to the stdafx.h or to the file where you are calling AP functions from:

#define APDLL   __declspec( dllimport )

APDLL void __stdcall QueryServer(LPCSTR ProductName, LPCSTR SerialNumber, DWORD param);

APDLL void __stdcall SingleQueryServer(LPCSTR ProductName, LPCSTR SerialNumber, DWORD param);

APDLL void __stdcall SetServerNameAP(LPCSTR ProductName);

APDLL void __stdcall SetAppNameAP(LPCSTR ProductName);

APDLL void __stdcall SetModeAP(DWORD Mode);

APDLL int    __stdcall GetModeAP();

3.  Add QueryServer function with proper parameters to any function or method called during program start (e.g. OnInitialUpdate or OnInitDialog methods in the MFC applications)
4. Add QueryServer function with proper parameters to any function or method called when application exits. 
Visual Basic Sample
To use Cli_AP.dll in your VB 6 project you need to add the following text to the General -> Declarations section and set correct path to the Cli_AP.dll

'----------------------------------------------------------------------

' This declaration is for Import QueryServer from Cli_AP.dll

'----------------------------------------------------------------------

Private Declare Sub QueryServer Lib "Cli_AP.dll" _

(ByVal ProductName As String, ByVal SerialNumber As String, ByVal Param As Long)

'----------------------------------------------------------------------

' This declaration is for import SetServerNameAP from Cli_AP.dll

'----------------------------------------------------------------------

Private Declare Sub SetServerNameAP Lib "Cli_AP.dll" _

(ByVal ServerName As String)

'----------------------------------------------------------------------

' This declaration is for import SetAppNameAP from Cli_AP.dll

'----------------------------------------------------------------------

Private Declare Sub SetAppNameAP Lib "Cli_AP.dll" _

(ByVal AppName As String)

'----------------------------------------------------------------------

' This declaration is for import SetModeAP from Cli_AP.dll

'----------------------------------------------------------------------

Private Declare Sub SetModeAP Lib "Cli_AP.dll" _

(ByVal Mode As Long)

'----------------------------------------------------------------------

' This declaration is for import GetModeAP from Cli_AP.dll

'----------------------------------------------------------------------

Private Declare Function GetModeAP Lib "Cli_AP.dll" () As Long

Delphi Sample
To use Cli_AP.dll in your Delphi project you need to add the following text to the implementation section of your unit and set correct path to the Cli_AP.dll
{'----------------------------------------------------------------------

' This declaration is for Import QueryServer from Cli_AP.dll

'----------------------------------------------------------------------}

function QueryServer(ProductName, SerialNumber : PChar; Param : DWORD) : DWORD;stdcall;external 'Cli_AP.dll';

{'----------------------------------------------------------------------

' This declaration is for import SetServerNameAP from Cli_AP.dll

'----------------------------------------------------------------------}

function SetServerNameAP(ServerName : PChar) : DWORD; stdcall;external 'Cli_AP.dll';

{'----------------------------------------------------------------------

' This declaration is for import SetAppNameAP from Cli_AP.dll

'----------------------------------------------------------------------}

function SetAppNameAP(AppName : PChar) : DWORD; stdcall;external 'Cli_AP.dll';

{'----------------------------------------------------------------------

' This declaration is for import SetModeAP from Cli_AP.dll

'----------------------------------------------------------------------}

function SetModeAP(Mode : DWORD) : DWORD; stdcall;external 'Cli_AP.dll';
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